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Preface

It is our great pleasure to present the proceedings of the 9th IFIP TC-6 TC-11
Conference on Communications and Multimedia Security (CMS 2005), which
was held in Salzburg on September 19-21, 2005. Continuing the tradition of pre-
vious CMS conferences, we sought a balanced program containing presentations
on various aspects of secure communication and multimedia systems. Special
emphasis was laid on papers with direct practical relevance for the construction
of secure communication systems.

The selection of the program was a challenging task. In total, we received
143 submissions, from which 28 were selected for presentation as full papers.
In addition to these regular presentations, the CMS conference featured for the
first time a “work in progress track” that enabled authors to report preliminary
results and ongoing work. These papers were presented in the form of a poster
session during the conference; an extended abstract of the posters appears in this
proceedings volume. From all papers submitted to the CMS conference, the pro-
gram committee chose 13 submissions for inclusion in the work in progress track.

In addition to regular presentations, CMS 2005 featured a special session on
XML security, containing both contributed and invited talks. This special session
was jointly organized by Ridiger Grimm (TU Ilmenau, Germany) and Jorg
Schwenk (Ruhr-Universitiat Bochum, Germany). Their assistance in organizing
CMS 2005 was greatly appreciated.

Besides the above mentioned presentations, the scientific program of CMS
2005 featured three invited speakers: Christian Cachin (IBM Ziirich), with a
talk about the cryptographic theory of steganography, Ton Kalker (HP Labs),
with a survey talk on recent trends in the field of Digital Rights Management,
and Ingemar Cox (University College London), with a talk about robust water-
marking schemes.

We want to thank all contributors to CMS 2005. In particular, we are grateful
to the authors and invited speakers for contributing their latest work to this
conference, as well as to the PC members and external reviewers for their critical
reviews of all submissions. Finally, special thanks go to the organizing committee
who handled all local organizational issues and provided us with a comfortable
location and a terrific social program. For us, it was a distinct pleasure to serve
as program chairs of CMS 2005.

We hope that you will enjoy reading these proceedings and that they will be
a catalyst for your future research in the area of multimedia security.

July 2005 Jana Dittmann
Stefan Katzenbeisser
Andreas Uhl



9th IFIP TC-6 TC-11 Conference on
Communications and Multimedia Security

September 19-21, 2005, Salzburg (Austria)

Program Chairs

Jana Dittmann, Otto-von-Guericke Universitat Magdeburg, Germany
Stefan Katzenbeisser, Technische Universitdt Miinchen, Germany
Andreas Uhl, Universitit Salzburg, Austria

IFIP TC-6 TC-11 Chairs

Otto Spaniol, RWTH Aachen, Germany
Leon Strous, De Nederlandsche Bank, The Netherlands

Program Committee

André Adelsbach, Ruhr-Universitiat Bochum, Germany
Elisa Bertino, University of Milan, Italy
Carlo Blundo, UNISA, Italy
Christian Cachin, IBM Ziirich, Switzerland
Ingemar J. Cox, University College London, UK
David Chadwick, University of Kent, UK
Bart de Decker, KU Leuven, Belgium
Yves Deswarte, LAAS, France
Elke Franz, TU Dresden, Germany
Miroslav Goljan, SUNY Binghamton, USA
Patrick Horster, Universitiat Klagenfurt, Austria
Ton Kalker, HP Labs, USA
Stephen Kent, BBN Technologies, USA
Klaus Keus, BSI, Germany
Herbert Leitold, A-SIT, Austria
Nasir Memon, Polytechnic University, USA
Sead Muftic, Stockholm University, Sweden
Fernando Perez-Gonzalez, University of Vigo, Spain
Giinter Pernul, Universitiat Regensburg, Germany
Reinhard Posch, Technische Universitit Graz, Austria
Bart Preneel, KU Leuven, Belgium
Claus Vielhauer, Otto-von-Guericke University Magdeburg, Germany
Moti Young, Columbia University, USA



VIII  Organization

Local Organization

Dominik Engel
Roland Norcen
Helma Schondorfer
Michael Tautschnig
Andreas Uhl

External Reviewers

Carlos Aguilar-Melchor
Felix Balado

Lejla Batina
Yannick Chevalier
Stelvio Cimato
Pedro Comesana
Peter Danner
Paolo D’Arco
Liesje Demuynck
Claudia Diaz

Kurt Dietrich
Wolfgang Dobmeier
Anas Abou El Kalam
Martin Feldhofer
Jessica Fridrich
Alban Gabillon
Sebastian Gajek
Steven Galbraith
Clemente Galdi
Jorg Gilberg

Ulrich Greveler
Hazem Hamed
Mark Hogan
Yongdae Kim
Franz Kollmann
Klaus Kursawe
Mario Lamberger
Peter Lipp

Mark Manulis

Bjorn Muschall
Vincent Naessens
Vincent Nicomette
Rodolphe Ortalo
Elisabeth Oswald
Federica Paci

Udo Payer

Luis Perez-Freire
Thomas Popp
Torsten Priebe
Markus Rohe
Thomas Rossler
Heiko Rossnagel
Martin Schaffer
Peter Schartner
Christian Schlaeger
Stefaan Seys

Dieter Sommer
Anna Squicciarini
Hung-Min Sun
Yagiz Sutcu

Ingrid Verbauwhede
Frederik Vercauteren
Tine Verhanneman
Kristof Verslype
Ivan Visconti

Ron Watro
Johannes Wolkerstorfer
Peiter Zatko



Table of Contents

Applied Cryptography

Fast Contract Signing with Batch Oblivious Transfer
L’ubica Stanekovd, Martin Stanek . ...... ... ... .. . ... 1

An Instruction Set Extension for Fast and Memory-Efficient AES
Implementation

Stefan Tillich, Johann Grofischidl, Alexander Szekely .............. 11

Self-Healing Key Distribution Schemes with Sponsorization
German SAez . .. ..o 22

DRM & E-Commerce

Effective Protection Against Phishing and Web Spoofing
Rolf Oppliger, Sebastian Gajek ......... ... .. . ... .. . ... 32

Identity Based DRM: Personal Entertainment Domain
Paul Koster, Frank Kamperman, Peter Lenoir, Koen Vrielink ....... 42

Rights and Trust in Multimedia Information Management
Jaime Delgado, Victor Torres, Silvia Llorente, Eva Rodriguez . ...... 55

Signature Amortization Using Multiple Connected Chains
Qusai Abuein, Susumu SRIDUSAWA . .. . ..o 65

Media Encryption

A Key Embedded Video Codec for Secure Video Multicast
Hao Yin, Chuang Lin, Feng Qiu, Xiaowen Chu, Geyong Min . ... .... 7

Puzzle — A Novel Video Encryption Algorithm
Fuwen Liu, Hartmut Koentg. .. ..... ... 88

Selective Image Encryption Using JBIG
Roman Pfarrhofer, Andreas Uhl ........ ... .. ... . i, 98



X Table of Contents

Multimedia Security

On Reversibility of Random Binning Techniques: Multimedia
Perspectives

Sviatoslav Voloshynovskiy, Oleksiy Koval, Emre Topak,

José Emilio Vila-Forcén, Pedro Comesana Alfaro, Thierry Pun . . .. ..

A Graph—Theoretic Approach to Steganography
Stefan Hetzl, Petra Mutzel ......... .. ... . . . i,

Non-Interactive Watermark Detection for a Correlation-Based
Watermarking Scheme
André Adelsbach, Markus Rohe, Ahmad-Reza Sadeghi ..............

Privacy

Video Surveillance: A Distributed Approach to Protect Privacy
Martin Schaffer, Peter Schartner ........... ... . ...

Privacy-Preserving Electronic Health Records
Liesje Demuynck, Bart De Decker ........... . ... i,

Using XACML for Privacy Control in SAML-Based Identity Federations
Wolfgang Hommel . ..... ... .. . i

Biometrics & Access Control

Verifier-Tuple as a Classifier for Biometric Handwriting Authentication
- Combination of Syntax and Semantics
Andrea Oermann, Jana Dittmann, Claus Vielhauer ................

Decentralised Access Control in 802.11 Networks
Marco Domenico Aime, Antonio Lioy, Gianluca Ramunno ..........

Multimodal Biometrics for Voice and Handwriting
Claus Vielhauer, Tobias Scheidat ........... .. .. ... ...

Network Security

Compact Stimulation Mechanism for Routing Discovery Protocols in
Civilian Ad-Hoc Networks
Huafei Zhu, Feng Bao, Tieyan Li .. ... ... .. ... .. ... .. ...



Table of Contents

Polymorphic Code Detection with GA Optimized Markov Models
Udo Payer, Stefan Krazberger ........ ... ..

A Secure Context Management for QoS-Aware Vertical Handovers in
4G Networks
Minsoo Lee, Sehyun Park .... ... ... ..

Mobile Security

Security Analysis of the Secure Authentication Protocol by Means of
Coloured Petri Nets
Wiebke DTesp . ... .o

Assessment of Palm OS Susceptibility to Malicious Code Threats
Tom Goovaerts, Bart De Win, Bart De Decker, Wouter Joosen .. .. ..

Implementation of Credit-Control Authorization with Embedded
Mobile IPv6 Authentication
HyunGon Kim, ByeongKyun Oh ...... ... .. ...,

Work in Progress Track

Biometrics: Different Approaches for Using Gaussian Mixture Models

in Handwriting
Sascha Schimke, Athanasios Valsamakis, Claus Vielhauer, Yannis
SEYHANOU . .« o e

INVUS: INtelligent VUlnerability Scanner
Turker Akyuz, Ibrahim Sogukpinar .......... ... ... ... .. ... ....

Personal Rights Management — Enabling Privacy Rights in Digital
Online Content
Mina Deng, Lothar Fritsch, Klaus Kursawe .......................

Flexible Traitor Tracing for Anonymous Attacks
Hongxia Jin, Jeffery Lotspiech .. ... ... ... . . ... . i ...

Efficient Key Distribution for Closed Meetings in the Internet
Fuwen Liu, Hartmut Koenig. ... ..o ..

Blind Statistical Steganalysis of Additive Steganography Using Wavelet
Higher Order Statistics
Taras Holotyak, Jessica Fridrich, Sviatoslav Voloshynovskiy .........

XI



XII Table of Contents

Applying LR Cube Analysis to JSteg Detection
Kwangsoo Lee, Changho Jung, Sangjin Lee, HyungJun Kim,

Jongin Lim ...

Digital Signatures Based on Invertible Watermarks for Video
Authentication

Enrico Hauer, Jana Dittmann, Martin Steinebach ..................

A Theoretical Framework for Data-Hiding in Digital and Printed Text
Documents
Renato Villan, Sviatoslav Voloshynovskiy, Frédéric Deguillaume,
Yuriy Rytsar, Oleksiy Koval, Emre Topak, Ernesto Rivera,

TRIerrTy PUn ... oot e

Semantically Extended Digital Watermarking Model for Multimedia
Content

Huajian Liu, Lucilla Croce Ferri, Martin Steinebach................

An Architecture for Secure Policy Enforcement in E-Government
Services Deployment

Nikolaos Oikonomidis, Sergiu Tcaciuc, Christoph Ruland ...........

Some Critical Aspects of the PKIX TSP

Cristian Marinescu, Nicolae Tapus ... ... ...

Motivations for a Theoretical Approach to WYSIWYS
Antonio Lioy, Gianluca Ramunno, Marco Domenico Aime,

Massimiliano Pala ......... ... . . . . .

Special Session: XML Security

Secure XMaiL: or How to Get Rid of Legacy Code in Secure E-Mail
Applications

Lars EBwers, Wolfgang Kubbilun, Lijun Liao, Jérg Schwenk ..........

Integrating XML Linked Time-Stamps in OASIS Digital Signature
Services

Ana Isabel Gonzdlez-Tablas, Karel Wouters .......................

Trustworthy Verification and Visualisation of Multiple XML-Signatures
Wolfgang Kubbilun, Sebastian Gajek, Michael Psarros,

Jorg Schwenk .. ...

Experience XML Security — The XML-Security Plug-In for Eclipse

Dominik Schadow . .. ... ... .. . . . . .



Table of Contents XIII

How to Make a Federation Manageable
Christian Geuer-Pollmanm . .......... ... i 330

XML Signatures in an Enterprise Service Bus Environment
Eckehard Hermann, Dieter Kessler .. ...... .. . ... i 339

Using the XML Key Management Specification (and Breaking X.509

Rules as You Go)
Stephen Farrell, José Kahan ......... ... ... . ... 348

Author Index .. ... . . 359



Fast Contract Signing with Batch
Oblivious Transfer

Lubica Stanekoval* and Martin Stanek?**

! Department of Mathematics, Slovak University of Technology,
Radlinského 11, 813 68 Bratislava, Slovakia
1s@math.sk
2 Department of Computer Science, Comenius University,
Mlynska dolina, 842 48 Bratislava, Slovakia
stanek@dcs.fmph.uniba.sk

Abstract. Oblivious transfer protocol is a basic building block of var-
ious cryptographic constructions. We propose a novel protocol — batch
oblivious transfer. It allows efficient computation of multiple instances
of oblivious transfer protocols. We apply this protocol to improve the
fast simultaneous contract signing protocol, recently proposed in [I1],
which gains its speed from computation of time-consuming operations
in advance. Using batch oblivious transfer, a better efficiency can be
achieved.

1 Introduction

Oblivious transfer is a cryptographic protocol in which one party (usually called
sender) transfers one of two strings to the other party (usually called chooser).
The transfer should have the following properties: The chooser should obtain the
string of his/her choice but not the other one, and the sender should be unable
to identify the chooser’s choice. Oblivious transfer is used as a key component
in many cryptographic applications, such as electronic auctions [12], contract
signing [A11], and general multiparty secure computations [8]. Many of these
and similar applications make intensive use of oblivious transfer. Therefore, ef-
ficient implementation of oblivious transfer can improve the overall speed and
applicability of various protocols.

Batch variants of various cryptographic constructions are useful for decreas-
ing computational costs. A batch variant of RSA, suitable for fast signature gen-
eration or decryption, was proposed by Fiat [5]. Batch verification techniques [I]
can be used for efficient proofs of correct decryptions in threshold systems with
applications to e-voting and e-auction schemes.

Simultaneous contract signing is a two-party cryptographic protocol, in which
two mutually suspicious parties A and B wish to exchange signatures on a con-
tract. Intuitively, a fair exchange of signatures is one that avoids a situation

* Supported by APVT 023302.
** Supported by VEGA 1/0131/03.

J. Dittmann, S. Katzenbeisser, and A. Uhl (Eds.): CMS 2005, LNCS 3677, pp. 1-{I0] 2005.
© IFIP International Federation for Information Processing 2005



2 L. Stanekova and M. Stanek

where A can obtain B’s signature while B cannot obtain A’s signature and
vice-versa. There are two types of contract signing protocols: the ones that use
trusted third party either on-line or off-line [6], and protocols without trusted
third party [47]. Protocols without trusted third party are based on gradual
and verifiable release of information. Hence, if one participant stops the proto-
col prematurely, both participants have roughly the same computational task in
order to find the other participant’s signature.

Recently, a contract signing protocol that allows pre-computation of signif-
icant part of the most time consuming operations in advance was proposed in
[11I]. The protocol makes an extensive use of oblivious transfers (its security
depends on the security of oblivious transfers) in each protocol run.

Motivation. Oblivious transfer is frequently used in cryptographic protocols.
There are many protocols in which a large number of oblivious transfers is em-
ployed in a single protocol instance. Therefore, an efficient implementation of
oblivious transfer is a natural way to improve the efficiency of such protocols.

Our Contribution. We present a batch RSA oblivious transfer protocol where
multiple independent instances of oblivious transfers can be computed efficiently.
The security of the protocol is based on RSA assumption, and we prove it in the
random oracle model.

We compare actual implementation of batch RSA oblivious transfer protocol
with standard RSA oblivious transfer [I1], and oblivious transfer based on the
computational Diffie-Hellman assumption [13].

We show the usefulness and applicability of our proposal and improve the
simultaneous contract signing protocol [II]. The use of batch RSA oblivious
transfers instead of pre-computed oblivious transfers leads to more efficient pro-
tocol. Both settings were implemented and compared to illustrate exact decrease
of computational costs.

Related Work. The efficiency of computing oblivious transfer influences the
overall efficiency of many protocols. Our batch RSA oblivious transfer is a mod-
ification of the RSA oblivious transfer protocol from [II]. Other constructions
of oblivious transfer employ some kind of ElGamal encryption or computational
Diffie-Hellman assumption [I3].

Similar problem of amortizing the cost of multiple oblivious transfers, based
on computational Diffie-Hellman assumption, has been considered by Naor and
Pinkas [13]. We compare our approach with their constructions in Sect. A

Our security proofs for batch RSA oblivious transfers make use of random
oracles. The application of random oracles in the security analysis of crypto-
graphic protocols was introduced by Bellare and Rogaway [2]. Security proofs
in a random oracle model substitute a hash function with ideal, truly random
function. This approach has been applied to many practical systems, where the
ideal function must be instantiated (usually as a cryptographically strong hash
function). Recently, an interesting discussion about plausibility of security proofs
in the random oracle model appeared in [10].
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The paper is structured as follows. Section [2] presents our main result, the
batch RSA oblivious transfer, and its implementation. The protocol for contract
signing is described in Sect. Bl We analyse an actual implementation of batch
RSA oblivious transfer and the savings of computational costs resulting from its
application in Sect. [

2 Batch Oblivious Transfer

Oblivious Transfer (OT) protocol, more specifically OT? protocol, allows two
parties (sender and chooser) to solve the following problem. The sender has two
strings mg and m; and transfers one of them to the chooser in accordance with
the following conditions:

— the chooser selects a particular my, which he wishes to obtain (b € {0,1});
— the chooser does learn nothing about mi_p;
— the sender does not know which my, was transferred.

We modify and extend construction of RSA-based OT¢ protocol from [11].
Most oblivious transfer protocols employ some kind of ElGamal encryption. This
results in increased computational overhead as the chooser must perform at
least one modular exponentiation. Using RSA-based oblivious transfer allows to
reduce the chooser’s complexity, since the public exponent can be made small.
Moreover, RSA decryption with distinct private exponents can be implemented
efficiently, leading to Batch RSA [5]. We use this idea for further improvement
of computational complexity of RSA-based oblivious transfer.

We employ the following notation through the rest of the section. Let n = p-q
be an RSA public modulus (i.e. a product of two distinct primes p and ¢) and let
e, d denote public and private exponents, respectively. Let Z, = {0,1,...,n —
1} and let Zf be the set of all numbers from Z, relatively prime to n. All
computations in protocol descriptions are defined over Z,,, the only exception is
bitwise xor operation ®&. We will omit stating explicitly that our operations in
the paper are mod n whenever it is clear from the context. The hash function
H is modelled as a truly random function (random oracle, see [2]) in the security
analysis. For simplicity we write H(ay,...,a;) for the hash function applied to
the concatenation of I-tuple (a1, ...,a;). Random, uniform selection of x from
the set A is denoted by x € A.

We assume the sender (S in protocol description) generates the instance of
RSA system and the chooser (C) already has a valid public key of the sender (i.e.
a pair (n,e)). Moreover, we assume that the length of H output is not shorter
than strings mo and ms. Recall, b € {0,1} denotes the index of string, which
the chooser wants to obtain.

2.1 RSA Oblivious Transfer

The RSA oblivious transfer protocol [I1] is a modification of the protocol [9].
Since the protocol is executed multiple times a sufficiently long random string
R (chosen by sender) is used to distinguish the instances of the protocol.



4 L. Stanekova and M. Stanek

1.S—-C: CerZz;
C—S: 2/ =z°C® where z € Z,.
3.S—C: R,E(),El,
where ciphertexts FEy, Ep of strings mg, m; are computed as follows:

[\

Eo = H(R,z'%,0) ® mo; Ey = H(R,(z'C~1)% 1) @ m,.
4. The chooser decrypts my, from Ey: my = Ep @ H(R, ,b).

Since the value 2’ is uniformly distributed in Z,, the chooser’s security is
protected in an information-theoretic sense — the sender cannot determine b,
even with infinite computational power. The sender’s security can be proved
in the random oracle model under RSA assumption. The protocol allows pre-
computation of value (C~1)¢, thus allowing efficient implementation of protocols,
where multiple instances of oblivious transfer are required.

Remark 1. Roughly the same efficiency can be obtained (without any pre-
computation) by generating C?% randomly first and computing C' by exponentia-
tion to the short public exponent. This possibility was neglected by the authors
of this protocol. Batch oblivious transfer is even more efficient, as we will see
later.

2.2 Batch RSA Oblivious Transfer

The main observation regarding efficiency of RSA oblivious transfer is the fact
that multiple parallel executions can use distinct private exponents. This allows
to reduce computational complexity of sender using techniques of Batch RSA.
We assume that L oblivious transfers should be performed. Let m; o, m; 1 (for
0 < i < L) be input strings for i-th oblivious transfer. Similarly, by, ...,br,—1 are
indices of those strings, which the chooser wants to obtain. The sender selects L
distinct small public RSA exponents eq,...,er_1, each one relatively prime to
(p—1)(¢ — 1), and computes corresponding private exponents dy, . ..,dr_1. For
efficient implementation the public exponents must be relatively prime to each
other and e; = O(logn), for i =0,...,L — 1.
The protocol executes L separate instances of oblivious transfer:
1.S—-C: 00701,...,0[,,1 €ER Z;:
2. C—S: zp,h,..., 70y,
where 2} = 2% C? and x; €g Zp,, for i =0,...,L — 1.
3. S—=C: {Ry, Eio, Ei1}o<i<r,
where ciphertexts E; o, I 1 of strings m; 0, m;,1 are computed as follows:

Ei,O = H(Ri, (f;;)di,i7 0) D m;.0;

Eix = H(R;, ( ;Oi_l)divi7 1) @ my.
4. The chooser decrypts m; py, ..., M4ip,_, from By, ..., By,
=FE;p, & H(R;, x;,1,b;), fori=0,...,L—1.

mib

i
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One can easily check the correctness of the decryption:

Eip, ® H(Ry,xi,0,b;) = H(R;, (2,07 i, b;) @ miy, @ H(R;, x4, b;)

= H(R;, (x5 CYC7 %)% i, by) @ mi, & H(Ry, 1,4, b;)
= My b,
Security. The chooser’s objective is to hide values by, ..., br,_1 from the sender.

The values z} are uniformly distributed in Z,,. Thus, the sender cannot compute
b;, even with unrestricted computational power — for each transmitted L-tuple
xy, ..., x7_, and every possible selection of values by, . ..,br—1 there exist suit-
able choices xq, ..., zr5_1 € Z, (easily computed by the sender himself):

xo = (2 - Ci_bi)di, A rp_1= (2 _1- Cffﬁ’l)d“l.
Hence, all combinations of values bg,...,br_1 are equiprobable and the sender
cannot identify the correct one. The chooser’s security is protected uncondition-
ally.

The sender’s objective is to hide one string from every pair m; g, m;1 (not
knowing which one exactly). We prove this security property of the protocol
in random oracle model, where the hash function H is modelled as a random
function.

We compare the protocol with the ideal implementation (model). The ideal
model uses a trusted third party that receives all m; g and m; ; from the sender
and by, ...,br_1 from the chooser. After obtaining all inputs, the trusted third
party sends the chooser m;p,, for 0 < ¢ < L. The ideal model hides the values
m; 1—p, perfectly — no adversary substituting the chooser can learn anything
about hidden values. The actual protocol should be comparable with the ideal
model in the following sense (for extensive study of various definitions of protocol
security in the ideal model see [3]):

For every distribution on the inputs {m;,m;1}o<i<r and any prob-
abilistic polynomial adversary A substituting the chooser in the actual
protocol there exists a probabilistic polynomial simulator S 4 in the ideal
model such that outputs of A and S4 are computationally indistinguish-
able.

Since the ideal model is secure and outputs of A and S4 are indistinguish-
able, one can conclude that A does not learn more than allowed by security
requirements.

The simulator S simulates both the sender and adversary A. Therefore,
the verb “send” refers to writing data to input or reading data from output of
simulated adversary.

1. Sa selects random Cy,C4,...,CrL_1 €r Z; and sends them to A. It starts
to simulate A on this input.
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2. A sends values z(,z,...,27_; € Z, to Sa. These values can be computed
by adversary A in any way (adversary does not need to follow the protocol).

3. Sa selects random strings {R;, E; o, Ei1}o<i<r as “sender’s answer” and
sends them in response.

4. S, continues the simulation of A and monitors all its queries to H. All
queries have the form of a quadruple (R, xz,,b). We say that the quadruple
(R, ,i,b) is valid if R; = R and #,C; % = z¢. All queries not containing a
valid quadruple are answered at random. If A asks for H(R,x,,b), where
the argument is a valid quadruple, then S 4 asks a trusted third party in the
ideal model for m; ;. The simulator sets H(R, z,i,b) = E; & m; to allow
A to decrypt E;p correctly. Whatever A outputs, so does Sa.

The distribution of simulated communication with the adversary A is identi-
cal to the distribution of real communication between the sender and A. The only
exception is the case when A asks for any valid pair of quadruples H(R, z,1,0)
and H(R,x*,i,1), for i € {0,..., L —1}. In this case, the validity of the quadru-
ples implies o} = 2% and 2/C;' = (2*)%. It easily follows that = - (z*)~! is the
decryption of C;:

(o @) =a - (@) = @) C = G

The values C; are chosen randomly by the simulator S4. Hence, the adversary
cannot construct a pair of valid quadruples, assuming the RSA assumption holds.
Therefore the output of S4 cannot be distinguished from the output of A in the
real communication with the sender.

Remark 2. Random strings R; are used in the protocol to ensure distinct inputs
of H in different invocations of the protocol.

Remark 3. Less direct construction would use triples (R;, (,C; %)% b;) instead
of quadruples (R;, (z;C; b)di ;i b;). The simulator would determine the correct
value of index 4 by testing validity of all potential triples.

Implementation. The most time-consuming part of the protocol is step 3,
where the sender computes 2L RSA decryptions. The use of distinct pairs of
encryption/decryption exponents enables to apply batch RSA decryption [5].
The sender needs to compute following decryptions in step 3:
()%, ()%, fori=0,...,L—1.

7 (22

Certainly, only one decryption has to be computed for every i, namely (x;)dl
This follows from an observation that (z}C; 1% = (2/)%(C%)~', and C; can
be generated from randomly chosen Cid * by encrypting it: (Cid )¢ (thus having
decryption “for free”). Assuming small size of public (encryption) exponents,
the computation can be implemented in such a way that L decryptions ()%
require time asymptotically proportional to one decryption, see [5]. Notice, that
small public exponents yield efficient implementation of the chooser’s part of the
protocol as well.
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3 LS Protocol

The protocol for contract signing from [II] (we call it LS protocol) is based on
construction by Even, Goldreich and Lempel [4]. The main difference between
these protocols is a criterion when the contract is considered binding (the original
protocol uses threshold acceptance).

Protocols for simultaneous contract signing usually consist of two interlaced
protocols. Both participants are in symmetric positions — each of them wants to
transfer its own signature in exchange for the other participant’s signature. Our
description includes both exchanges.

Let us denote by Siga(m) a digital signature of a message m created by the
participant A. The protocol is independent of chosen digital signature algorithm.
Let k be a security parameter, e.g. k = 128. For the purposes of contract signing
a C-signature (or C'Sig) of a message m is defined as a triple:

CSiga(m) = (Siga(m, R), Siga(R,i,0),Siga(R,i,1)),

for arbitrary i € {1,...,k} and a random binary string R € {0, 1}* long enough
to avoid collisions among instances of the protocol. A C-signature is (considered)
valid if and only if all its parts are formed correctly and have valid signatures.

3.1 The Protocol

Alice and Bob simultaneously transfer C-signatures of contract M. A symmetric
encryption (e.g. one-time pad) of message m with a key K is denoted by {m} k.
We denote by A « B : OTZ(mo,m1) the instance of an oblivious transfer
protocol with A playing the role of the sender (possessing two strings mg, m1),
and B playing the role of the chooser (and selecting the string which he wishes to
obtain randomly). Alice chooses random R4 € {0,1}* and random symmetric
keys Kap, for i € {1,...,k} and b € {0,1}. Similarly, Bob chooses random
Rp € {0,1}* and random symmetric keys Kp ;p, for i € {1,...,k} and b €
{0,1}. Let &’ be the length of symmetric key and i-th bit of key K is denoted by
Kiie Kajp=K4,, K%, ... K&, and Kpi, =KL, K%, ... Kb .

Both participants check the correctness of received data/signatures immedi-
ately (as soon as they can be verified). In case of failure, the participant aborts
the protocol.

1. (exchange of the first parts of C'Sig)
A — B: Ry, Siga(M, Ra),
B — A: RB,SigB(M, RB).
2. (exchange of encrypted parts of C'Sig)
A — B: {Siga(Ra,i,b)}k,,,, fori=1,...,kandb=0,1,
B — A: {Sigp(RB,i,b0)}Kp,,, fori=1,....,kandb=0,1.
3. (opening one half of encryptions)
A~ B: OTf(KAJ;’(),KA,iJ), fOI‘iZl,...,]{},
B« A: Ole(]:(vB’i,o,.K'B,i’l)7 fOI‘i:].7...,k.
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4. (gradual exchange of symmetric keys) For w =1,... k"
. w w w w
A— B: KA,LOaKA,l,p - "KA,k,O’KA,k:,l’
. w w w w
B — A: KB,1,0vKB,1,1w~aKB,k,0aKB,k,1'

Transfers are interlaced, so both parties send the pieces in the iteration
w+1 only when they already received (and verified) the pieces from previous
iteration (i.e. w). Alice and Bob check after each iteration that the half of
received pieces is equal to the corresponding pieces of the keys obtained via
oblivious transfers. They continue the protocol only if the check is successful.

The most computationally demanding task of the protocol is the step 3, where
2k oblivious transfers have to be performed. This leaves the room for efficient
implementation of the protocol — by employing efficient oblivious transfers, such
as our batch oblivious transfer presented in Sect.

4 Implementation and Comparison

This section presents actual comparison of oblivious transfer protocols and their
impact on efficiency of LS contract signing protocol. All test were implemented
in Java and were performed on Pentium IT 400 MHz processor.

The Chinese remainder theorem (CRT) is routinely applied to decrease com-
putational cost of RSA decryption. Both RSA-based implementations of oblivi-
ous transfer protocols employed CRT. Employing CRT in batch RSA oblivious
transfer requires two binary trees for computations mod p and mod q. Results
(decryptions) are combined using CRT just like in “standard” RSA.

4.1 Comparing Oblivious Transfer Implementations

We compare implementation of RSA oblivious transfer (Sect. 1)), batch RSA
oblivious transfer (Sect. 2.2)), and OT? protocol proposed by Naor and Pinkas
in [I3] based on the computational Diffie-Hellman assumption (we denote this
protocol NaPi). NaPi computes in subgroup of order r of Z,, where s is prime
and r | s — 1. For the purpose of our test we choose 160 bit long r. The hash
function is instantiated as SHA-1 in the protocols.

The first graph on Fig. [[l shows combined time spent by the sender and the
chooser when performing 128 oblivious transfers simultaneously while increasing
the length of the RSA modulus n (for RSA-based protocols) or the length of
prime s (for NaPi protocol). The second graph presents combined computational
time while increasing the number of oblivious transfers computed in parallel. The
length of RSA modulus, and the length of prime s is fixed to 1024 bits in this case.

We compare only on-line computations, off-line (pre-computed) parts of pro-
tocols are not considered. On-line computation of NaPi protocol requires two
modular exponentiations in a subgroup of order r. Since the length of expo-
nents is 160 bits, the protocol is faster than standard RSA oblivious transfer.
However, when multiple oblivious transfers should be performed, batch RSA
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Fig. 1. Comparison of RSA, batch RSA, and NaPi oblivious transfers

oblivious transfer is even more efficient. Moreover, NaPi protocol requires addi-
tional off-line computation (three exponentiations), while batch RSA oblivious
transfer does not employ off-line computation.

Remark 4. Naor and Pinkas proposed additional constructions of oblivious
transfer protocols in [I3]. They proposed efficient OT}¥ protocol and used it to
implement many OT? protocols using bandwidth/computation tradeoff. How-
ever, such construction relies on a fast communication line between the sender
and the chooser. Another OT? protocol proposed by the authors has the advan-
tage of not requiring random oracles for its security proof (and can be viewed
as superior to our construction in this sense). On the other hand, its on-line
computational complexity is substantially higher.

4.2 Comparing Implementations of LS Protocol

The most time consuming steps of LS protocol are step 2 and step 3. Com-
putational costs of steps 1 and 4 are negligible. Our implementations use RSA
modulus of 1024 bits and 128 oblivious transfers (the length of symmetric keys
are 128 bits).

Notice the signatures of the second and third parts of C-signatures, i.e.
Siga(Ra,i,b) and Sigs(Rp,1,b), do not depend on actual contract M. Thus,
they can be pre-computed off-line. Table [Il compares computational time of LS
protocol when step 2 is computed on-line (no pre-computation) or off-line (pre-
computed signatures). Using batch RSA oblivious transfer improves computa-
tional costs in both cases.

Table 1. Computational time of LS protocol (sec)

on-line off-line

RSA OT 57.14 19.61
Batch RSA OT 44.25 6.74
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Further substantial improvements can be achieved by partitioning keys

Kaip, Kp,ip into larger blocks of length ¢, e.g. 2 or 3, thus reducing overall
number of oblivious transfers by factor ¢.
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Abstract. As more and more security-critical computation is done in
embedded systems it is also becoming increasingly important to facili-
tate cryptography in such systems. The Advanced Encryption Standard
(AES) specifies one of the most important cryptographic algorithms to-
day and has received a lot of attention from researchers. Most prior
work has focused on efficient implementations with throughput as main
criterion. However, AES implementations in small and constrained envi-
ronments require additional factors to be accounted for, such as limited
memory and energy supply. In this paper we present an inexpensive ex-
tension to a 32-bit general-purpose processor which allows compact and
fast AES implementations. We have integrated this extension into the
SPARC V8-compatible LEON-2 processor and measured a speedup by a
factor of up to 1.43 for encryption and 1.3 for decryption. At the same
time the code size has been reduced by 30-40%.

Keywords: Advanced Encryption Standard, 32-bit implementation, in-
struction set extensions, S-box, cache-based side-channel analysis.

1 Introduction

The recent years have seen an enormous increase in the number of small and
embedded systems in use. Cell phones, PDAs, portable media players, and smart
cards are just a few examples of such devices. But also more and more computa-
tion is performed totally hidden from the user, e.g. in sensor nodes or RFID tags.
Strong cryptographic algorithms should build the basis for achieving all of the
security assurances required by the system. However, since embedded systems
are generally constrained in resources, the overhead introduced by cryptographic
algorithms should be kept as small as possible.

Many symmetric block ciphers require to perform operations which are costly
in software, but very cheap when realized in hardware. Typical examples of such
operations are bit-level permutations or inversions in the Galois field GF(28).
Moving the execution of these operations from software to hardware, e.g. through
application-specific (custom) instructions integrated into a general-purpose
processor, can have a significant performance impact [9]. The concept of instruc-

J. Dittmann, S. Katzenbeisser, and A. Uhl (Eds.): CMS 2005, LNCS 3677, pp. 11-Z1I] 2005.
© IFIP International Federation for Information Processing 2005
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tion set extensions may be viewed as a hardware/software co-design approach
to combine the performance of hardware with the flexibility of software.

The Advanced Encryption Standard (AES) [11] specifies a symmetric block
cipher that has found widespread adoption during the last five years. It can be
used to encrypt digital communication and data or to guarantee integrity and
authenticity. Today, the AES algorithm is prevalent in a plethora of devices,
ranging from high-end servers to RFID tags [5]. Most previous work on efficient
AES implementation has focused either on “pure” hardware or “pure” software.
Our approach is to improve the performance by slight modifications of a 32-bit
general-purpose processor in the form of instruction set extensions. In the current
paper we propose a single custom instruction which requires little additional
hardware and yields advantages for different parts of the AES algorithm.

The rest of this paper is organized as follows. Section 2] summarizes different
choices for AES software implementation and also presents some of the benefits
of our proposed extension. Section [3] presents our extension and also cites some
related work. Section [] examines the effect of cache size on the performance
of different AES implementations, while Section [l shows the benefits of our
proposed extension in terms of performance and code size. Section [ concludes
the paper and gives a short outlook on future work.

2 Implementation Options for AES in Software

AES encrypts or decrypts the 16 bytes of input data in a number of rounds. The
number of rounds is 10, 12, or 14, depending on the chosen key size of either
128, 192 or 256 bits. In encryption, each round but the last consists of the four
transformations SubBytes, ShiftRows, MixColumns, and AddRoundKey, while
a decryption round features the respective inverse operations. The last round is
different as it does not include MixColumns in encryption and InvMixColumns
in decryption. For each round, a round key has to be derived from the cipher
key in an operation called key expansion [4].

All operations except SubBytes can be calculated quite efficiently on general-
purpose processors. SubBytes and the key expansion require a non-linear byte
substitution involving bit permutations and an inversion in GF(2®), which is not
very well supported by general-purpose processors. Therefore, the inversion is
normally implemented as a lookup into a table of 256 bytes. A table of the same
size is required for the operation InvSubBytes in AES decryption.

A second implementation option is to perform most of the AES round (Sub-
Bytes, ShiftRows, and MixColumns) as 16 lookups into larger tables, commonly
referred to as T tables [4]. The overall size of these tables can either be 1 kB or
4 kB, whereby the 1 kB table requires additional rotation operations to be per-
formed. The last round can also be realized with lookup by using other tables
of either 1 kB or 4 kB size. Decryption requires different tables than encryp-
tion. Therefore, an AES implementation able to perform both encryption and
decryption may require up to 16 kB of additional memory. Gladman’s AES
implementation [7] offers the possibility to configure the size of the T tables.
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In the remainder of this paper we will use the following notation to refer to
the two implementation strategies mentioned before. Any AES implementation
which uses large lookup tables to perform most of the round transformations
will be denoted as T lookup AES implementation. On the other hand, an im-
plementation which calculates the round transformations (except SubBytes and
InvSubBytes) will be denoted as calculated AES implementation.

T lookup implementations have a number of drawbacks. For compact AES
implementations the use of large tables is not desirable. Moreover, the perfor-
mance of a lookup table-based implementation is highly dependent on memory
and cache performance. In Section @] we demonstrate that, for small cache sizes,
the performance of AES with large lookup tables is much worse than that of a
calculated AES. Another problem of large lookup tables is an increased factor
of cache pollution by an execution of the AES. This means that each execution
of AES will throw out a large number of cache lines from other tasks. If these
tasks continue they will have to fetch their data from main memory again, thus
leading to a degradation in overall performance. Another issue for AES decryp-
tion is that it is necessary to use a much more complex key expansion if T lookup
is employed. More specifically, the key expansion requires the transformation of
nearly all round keys with InvMixColumns, which is a very costly operation.

For calculated AES implementations there are a number of design options on
32-bit processors. The 16 input bytes are represented as a 4 x 4-matrix, called the
state, which is subsequently transformed by the AES algorithm. The state can
be stored in four 32-bit registers, where each register can either hold a column
or a row of the state matrix. Bertoni et al. [2] have shown that a row-oriented
AES implementation yields a more efficient implementation of MixColumns and
a better overall performance, especially for decryption.

Another option is to either precompute and store all round keys (precom-
puted key schedule) or to calculate the round keys during AES encryption or
decryption (on-the-fly key expansion). The first option occupies more memory
and may also require more memory accesses while the second option saves mem-
ory at the cost of additional operations in encryption and decryption in order to
calculate the round keys.

In the present paper we propose a custom instruction for performing the non-
linear byte substitution of SubBytes and InvSubBytes in a small dedicated hard-
ware unit, which we call SBOX unit. In this fashion we can completely eliminate
the requirement of memory-resident lookup tables. The implementation details
of the sbox instruction are described in Section [3l With this instruction it is
possible to implement AES with very few memory accesses. If there are enough
spare registers to store the state and round key and an on-the-fly key expansion
is used, then the only memory accesses required are the loading of the input
data and cipher key and the storing of the result. Popular RISC architectures
for embedded systems like ARM, MIPS and SPARC offer large enough register
files to allow such implementations.

By eliminating the need for lookup tables, all possible threats through cache-
based side-channel attacks are also removed [12I18/[3]. Cache pollution is kept to
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a minimum and the performance of AES becomes much more independent of the
cache size as shown in Section [dl Another advantage of our proposed extension
is the reduction of energy dissipation. Memory accesses are normally the most
energy-intensive instructions [I5], and hence their minimization will lead to a
substantial energy saving.

3 Custom Instruction for S-Box Lookup

For performing the byte substitution operation of AES in hardware we have used
the implementation presented in [19] as a functional unit. It can perform the
lookup for both encryption and decryption, is relatively small, and can be easily
implemented with any standard cell library. We wanted to achieve a high degree
of flexibility, and therefore we have designed the new instruction such that it
can be used for both column-oriented and row-oriented implementations. The
sbox instruction has the following format (in SPARC notation):

sbox rsi1, imm, rd

The immediate value imm contains information regarding the operation to
perform and the substituted bytes of the source register rs1 and the destination
register rd. The sbox instruction performs the following steps:

1. Select one of the four bytes in the source register (rs1), depending on the
immediate value (imm).

2. Depending on imm perform forward (for encryption and key expansion) or
inverse (for decryption) byte substitution.

3. Replace one of the four bytes in the destination register (rd) with the sub-
stituted value, as indicated by imm. The other three bytes in rd remain
unchanged.

Figure [I illustrates the operation of the sbox instruction.

The sbox instruction requires the values from the registers rs1 and rd. Since
the second operand of the sbox instruction is always an immediate value, the
second read port of the register file is not occupied. It can therefore be used
to read in the value of the destination register rd, which is required to form
the 32-bit result. The sbox instruction is therefore easy to integrate into most
architectures for embedded processors like ARM, MIPS, and SPARC as they all
have instruction formats with two source registers.

Our instruction supports both encryption and decryption and can be used to
perform all byte substitutions in all AES rounds as well as in the key expansion.
It is possible to select the source byte in rs1 and the destination byte in rd in a
manner so that the SubBytes and ShiftRows transformation can be done at the
same time. The same applies for the InvSubBytes and InvShiftRows operations
in decryption.

We have integrated our proposed extension into the freely available SPARC
V8-compatible LEON-2 embedded processor from Gaisler Research [6] and pro-
totyped it in a Xilinx Virtex2 XC2V3000 FPGA. In Sections @] and Bl we will
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Fig. 1. Functionality of the sbox instruction

state the practical results we have achieved by comparing an AES implementa-
tion which uses our sbox instruction with pure-software implementations. Our
implementations used a key size of 128 bits, but the results also apply to larger
key sizes. We have prototyped the extended LEON-2 on an FPGA board, where
the timing results have been obtained with help of the cycle counter which is
integrated in the processor.

In order to estimate the area overhead due to our extensions, we have synthe-
sized the functional unit presented in [19] using a 0.35 pm CMOS standard cell
library. The required area amounted to approximately 400 NAND gates, which
is negligible compared to the size of the processor. When synthesized for the
Xilinx Virtex2 XC2V3000 FPGA, the extended LEON-2 (with 1 kB instruction
and 1 kB data cache) required 4,274 slices and 5 Block RAMs.

3.1 Comparison with Related Work

Irwin and Page [8] have proposed extensions for PLX, a general-purpose RISC
architecture with multimedia instructions, and presented strategies to use multi-
media instructions for implementing AES with the goal to minimize the number
of memory accesses. The PLX is datapath-scalable, which means that register
size and datapath width are parameterizable from 32 to 128 bits (128 bits were
used in [8]). Unfortunately, most of the presented ideas do not map very well to
32-bit architectures, and hence we did not use these concepts in our work.
Nadehara et al. [I0] have proposed an instruction set extension for AES
which calculates the value of a T table entry, i.e. SubBytes and MixColumns,
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for a single byte of the state. Although implementations which use such an
instruction will be faster than with our proposed solution, there are also several
drawbacks. The functional unit presented in [10] is larger than ours and it has a
longer critical path. Moreover the instruction presented in [I0] cannot be used in
the last round of AES where MixColumns is omitted and for the key expansion
where SubBytes is required separately. Therefore, the need for table lookups for
byte substitution remains. Another drawback is a much more complicated key
expansion required for decryption when the extension is used, because all round
keys must be transformed with InvMixColumns before they can be used in Add-
RoundKey [11]. This is a serious limitation for decryption with on-the-fly key
expansion.

Schaumont et al. [14] investigated performance and energy characteristics
of an AES coprocessor loosely coupled to the LEON-2 core. The AES hardware
increased FPGA LUT usage by 70% but still yields lower performance than our
extended LEON-2 with just the sbox instruction (see Section [B.1] for a detailed
performance analysis).

Ravi et al. [13] used the extensible 32-bit processor Xtensa from Tensilica
Inc. [16] to design and integrate instruction set extensions for different public-
and secret-key cryptosystems (including AES). The augmented Xtensa achieved
better performance for AES encryption, but worse performance for decryption
when compared to our approach with just the sbox instruction. Unfortunately,
Ravi et al. do not give details about the functionality and area overhead of the
implemented instruction set extensions.

4 Influence of Cache Size on Performance

In order to demonstrate that an AES implementation with large lookup tables
does not necessarily deliver the best performance, we have compared imple-
mentations with different sizes of lookup tables on an extended LEON-2 with
different cache sizes. The influence of cache size on the performance of AES has
already been studied by Bertoni et al. [1]. Their work assumes that the cache
is large enough to hold all lookup tables. In this section we will examine the
situation where the cache may become too small to hold the complete tables.

In our experiments, we have varied the size of the data and instruction cache
from 1 kB to 16 kB (both caches always had the same size). The implementations
which use T lookup are based on the well-known and referenced AES code from
Brian Gladman [7], whereby we have used a size of 1 kB, 4 kB, and 8 kB for
the lookup tables, respectively. We have compared the achieved performance to
two AES implementations which calculate all round transformations except Sub-
Bytes. In one case, a 256-byte lookup table (only S-box lookup) is used, and in
the other case our sbox instruction is employed. Figure [2] shows the performance
for encryption, while Figure [3 depicts the results for decryption.

The performance of the lookup implementations is very bad for small cache
sizes. For encryption, the usage of the sbox instruction yields a similar perfor-
mance as the use of big lookup tables on a processor with very large cache.
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Fig. 2. Performance of AES-128 encryption in relation to cache size

In decryption, T lookup implementations become faster at cache sizes of more
than 4 kB. This is due to the fact, that the InvMixColumns transformation is
rather complex to calculate and therefore T lookup becomes more efficient than
calculation for large caches sizes. The main result of our experiments is that
the performance of implementations using the sbox instruction is almost inde-
pendent from the cache size. On the other hand, the performance of T lookup
implementation depends heavily on the size of the cache.

5 Comparison of Calculated AES Implementations

The previous section has shown that the performance of AES implementations
using T lookup varies greatly with cache size. In this section we aim to highlight
the benefits of using the sbox instruction in settings where T lookup is not an
option, e.g. due to limited memory. To analyze the performance, we have com-
pared a calculated AES implementation (without extensions) to one that uses
our proposed sbox instruction. We have estimated both the gain in performance
as well as the reduction in code size. All comparisons have been done for both
precomputed key schedule and on-the-fly key expansion.

The sbox instruction performs the inversion in GF(2%) in a single clock cycle,
while a calculated implementation requires a number of instructions for the
inversion, which increases both the execution time and the size of the executable.
In systems with small cache, the speedup factor for the implementation with
sbox instruction will be higher than in systems with large cache, mainly because
the performance of the calculated software implementation (without extensions)
degrades due to cache misses in the instruction cache. Therefore, we have used
a LEON-2 system with large caches since we are primarily interested in the
speedup due to the sbox instruction (and not due to less cache misses).
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Fig. 3. Performance of AES-128 decryption in relation to cache size

We have also tested a third implementation that uses both the sbox instruc-
tion as well as the gf2mul/gf2mac instruction, which have been proposed in a
previous paper of the first two authors [I7]. The third implementation uses the
gf2mul/gf2mac instructions to calculate MixColumns in an efficient manner.

All three implementations have been written in C and inline assembly has
only been used to execute the custom instructions. For on-the-fly key expansion,
we have also tested an assembler-optimized implementation which uses both the
sbox and gf2mul/gf2mac instructions. This variant makes optimal use of the
large register file offered by the SPARC V8 architecture and performs only a
minimal number of memory accesses (8 loads for plaintext and key, 4 stores for
ciphertext), which cannot be reduced further.

In the following subsections, we will only comment on the benefits of using the
sbox instruction alone. The figures for the additional use of the gf2mul/gf2mac
instructions are only stated for the interested reader familiar with [17].

5.1 Performance

Table[Il contains the timings for AES encryption and decryption with a precom-
puted key schedule. The use of the sbox instruction yields a speedup of 1.43 for
encryption and 1.25 for decryption respectively. It can also be seen that the key
expansion is accelerated by the use of our proposed extension. For comparison,
Table [] also contains the performance figures for the implementations in [14]
and [I3] for pure-software and hardware-accelerated AES-128 as far as they are
available. Table 2 states the timing results for an on-the-fly key expansion. The
figures for decryption assume that the last round key is directly supplied to the

! The gf2mul (gf2mac) instruction performs a multiplication (multiply-and-add oper-
ation) of two binary polynomials of degree 31, yielding a polynomial of degree 62.
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Table 1. Execution times of AES-128 encryption, decryption and key expansion

Key exp. Encryption Decryption
Cycles Cycles | Speedup | Cycles | Speedup

[14] (pure SW) n/a 45,228 n/a
[14] (HW accelerated) n/a 1,494 n/a
[13] (pure SW) n/a 24,419 24,419
[13] (HW accelerated) n/a 1,400 1,400
Our work (no custom instr.) 738 1,636 1 1,954 1
Our work (sbox instr.) 646 1,139 1.43 1,554 1.25
sbox & gf2mul instruction 345 807 2.02 1,087 1.79

Table 2. Execution times of AES-128 en/decryption with on-the-fly key expansion

Encryption Decryption
Cycles | Speedup | Cycles | Speedup
No custom instructions 2,254 1 2,433 1
sbox instruction 1,576 1.43 1,866 1.3
sbox & gf2mul instruction 868 2.59 1,126 2.16
sbox & gf2mul instr. (optimized) | 612 3.68 881 2.76

AES decryption function. The speedup for encryption and decryption is about
1.43 and 1.3, resprectively.

5.2 Code Size

Savings in code size are mainly due to the fact that the lookup tables for Sub-
Bytes and InvSubBytes can be omitted with the sbox instruction and that the
code for SubBytes and ShiftRows as well as for their inverses becomes more
compact. The figures for the implementation with a precomputed key schedule
are stated in Table The code size shrinks by 32% for encryption and by
36% for decryption. Table l specifies the code sizes for AES with on-the-fly key
expansion. Savings in code size range from nearly 43% for decryption to more
than 37% for encryption.

6 Conclusions and Future Work

In this paper we have presented an inexpensive extension to 32-bit processors
which improves the performance of AES implementations and leads to a re-
duction in code size. With the use of our sbox instruction, all data dependent
memory lookups can be removed and the overall number of memory accesses
can be brought to an absolute minimum. This instruction has been designed
with flexibility in mind and delivers compact AES implementations with good
performance even if cache is small and memory is slow. In our practical work
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Table 3. Code size of AES-128 en/decryption with precomputed key schedule in bytes

Encryption Decryption
Bytes | Reduction | Bytes | Reduction
No custom instructions | 2,168 0% 2,520 0%
sbox instruction 1,464 32.4% 1,592 36.8%
sbox & gf2mul instr. 680 68.6% 792 68.5%

Table 4. Code size of AES-128 en/decryption with on-the-fly key expansion in bytes

Encryption Decryption
Bytes | Reduction | Bytes | Reduction
No custom instructions 1,656 0% 2,504 0%
sbox instruction 944 42.9% 1,564 37.5%
sbox & gf2mul instruction 628 62.0% 764 69.4%
sbox & gf2mul instr. (optimized) | 480 71.0% 596 76.1%

we have observed a speedup of up to 1.43 while code size has been reduced by
over 40%. The performance gain is much higher on processors with small cache
size. Furthermore, the sbox instruction also improves the resistance of an AES
implementation against cache-based side-channel attacks. The extra hardware
cost of the sbox instruction amounts to only 400 gates.

As future work we will examine the possibility to provide dedicated and flex-
ible support for the MixColumns operation of AES. Our goal will be to integrate
this support with the ECC extensions we have used for AES acceleration in [17].
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Abstract. In a self-healing key distribution scheme a group manager
enables a large and dynamic group of users to establish a group key over
an unreliable network. The group manager broadcasts in every session
some packet of information in order to provide a common key to members
of the session group. The goal of self-healing key distribution schemes is
that, even if the broadcast is lost in a certain session, the group member
can recover the key from the broadcast packets received before and after
the session. This approach to key distribution is quite suitable for wireless
networks, mobile wireless ad-hoc networks and in several Internet-related
settings, where high security requirements need to be satisfied.

In this work we provide a generalization of previous definitions in two
aspects. The first one is to consider general structures instead of thresh-
old ones to provide more flexible performance to the scheme. The second
one is to consider the possibility that a coalition of users sponsor a user
outside the group for one session: we give the formal definition of self-
healing key distribution schemes with sponsorization, some bounds on
the required amount of information. We also give a general construction
of a family of self-healing key distribution schemes with sponsorization
by means of a linear secret sharing scheme. Our construction differs from
previous self-healing key distribution schemes in the fact that the length
of the broadcast is almost constant. Finally we analyze the particular case
of this general construction when Shamir’s secret sharing scheme is used.

Keywords: Group key, self-healing, dynamic groups, linear secret shar-
ing schemes, broadcast.

1 Introduction

Self-healing key distribution schemes enable large and dynamic groups of users
of an unreliable network to establish group keys for secure communication. In a
self healing key distribution scheme, a group manager provides a common key
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to a group of users by using packets that he sends over a broadcast channel at
the beginning of each session. Every user on the group computes the group key
by means of this packet and some private information supplied by the group
manager. Multiple groups can be established by the group manager for different
sessions by joining or removing users from the initial group. The main goal of
these schemes is the self-healing property: if during a certain session some broad-
casted packet gets lost, then users are still capable of recovering the group key
for that session simply by using the packets they have received during a previous
session and the packets they will receive at the beginning of a subsequent one,
without requesting additional transmission from the group manager.

This new approach to key distribution is very useful due to the self-healing
property, supporting secure communications in wireless networks, mobile wireless
ad-hoc networks, broadcast communications over low-cost channels (live-events
transmissions, etc.) and in several Internet-related settings.

Self-healing key distribution schemes were introduced by Staddon et al. in [7]
providing formal definitions, lower bounds to the resources required to such
schemes as well as some constructions. In [6], Liu et al. generalised the above
definition and gave some constructions. Blundo et al. in [I] modified the proposed
definitions, gave new lower bounds, proposed some efficient constructions and
showed some problems in previous constructions. Finally, Blundo et al. in [2]
analysed previous definitions and showed that no protocol could exist for some
of them; they proposed a new definition, gave some lower bounds for it and
proposed some schemes. All of these papers mainly focused on unconditionally
secure schemes.

The contributions of our paper are the following. First of all we formally
define self-healing key distribution schemes with sponsorization in Section2l This
definition contains two main differences comparing with the one presented in [IJ.
The first one is to consider a monotone decreasing family of rejected subsets of
users instead of a monotone decreasing threshold structure and the second one
is to consider the feature that a coalition of users can sponsor a user outside
the group for one session. The first modification allows us to consider more
flexible self-healing key distribution schemes that can reach better properties.
The motivation for the second modification is to give dynamism to the scheme
allowing an authorized subset of users in the group to invite a new user without
the help of the group manager. Of course the proposal considers the case in
which certain majorities (the coalition of authorized subsets of users to sponsor)
can perform this action. This feature has been considered in other distributed
protocols as group key distribution schemes [5l4]. In Section Blsome lower bounds
on the resources required to such schemes are presented. We give lower bounds
on the amount of information given to sponsor a user and on the personal key of
a user with this capability. In Section [ a family of self-healing key distribution
schemes with sponsorization is presented. This construction follows in part the
ideas of [I] but considering any possible linear secret sharing scheme instead of
a threshold one and ideas of [54] for sponsorization capability. At the end of the
section we comment the security and efficiency of the scheme. Finally we present
in Section [Bl the scheme obtained when Shamir’s secret sharing scheme is used.
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2 Self-healing Key Distribution Schemes with
Sponsorization

The models presented in [I] and [7] implement self-healing key distribution
schemes with good properties. However these models do not consider the possi-
bility that a coalition of users in the group can invite a new user to the group.
This feature has been considered in other protocols to distribute keys as group
key distribution schemes [5l4]. In this section we propose a model for this feature.

Let U = {1,...,n} be the finite universe of users of a network. A broadcast
unreliable channel is available, and time is defined by a global clock. Suppose
that there is a group manager who sets up and manages, by means of join and
revoke operations, a communication group, which is a dynamic subset of users of
U. Let G; C U be the communication group established by the group manager
in session j. Each user ¢ € G; holds a personal key S;, received from the group
manager before or when joining G;. A personal key S; can be seen as a sequence
of elements from a finite set. A user £ € G; can sponsor a user ¢ ¢ G; for session
J by giving to him some proof of sponsorization szi.

We denote the number of sessions supported by the scheme as m, the set
of users revoked by the group manager in session j as R;, and the set of users
who join the group in session j as J;. Hence, Gj = (Gj—1 U J;) — R; for j > 2
and by definition R; = 0. Moreover, for j = 1,...,m, let K; be the session
key chosen by the group manager and communicated to the group members
through a broadcast message, B;. For each i € G}, the key K is determined by
B; and the personal key S;. This key can also be computed by a user i ¢ G
sponsored by a subset of users A € I', A C G; by means of B; and {Pgé}geA, for
a certain family of subsets I" C 24. Then I is the family of authorized subsets
to perform a sponsorization, that we suppose monotone increasing (if Ay € I’
and Ay C Ay C U, then Ay € T).

The family of subsets of users that can be revoked by the group manager is
the monotone decreasing structure R C 2¥ (that is, if Ay € R and 4, C Ay C U,
then A; € R). In a natural way we assume that a subset of users which can be
rejected cannot be authorized to sponsor a user. Then the monotone increasing
access structure I' satisfies I' "R = (). In order to define the security of the
sponsorization capability we also consider the monotone decreasing structure
S C 2¥ compound by the collection of tolerated coalition of users that can
receive sponsorization by a unique sponsor.

Let S;, P/, Bj, K, be random variables representing the personal key for user
i, the proof used by user £ to sponsor user ¢ in session j, the broadcast message B;
and the session key K; for session j, respectively. The probability distributions
according to whom the above random variables take values are determined by
the key distribution scheme and the random bits used by the group manager.
In particular, we assume that session keys K; are chosen independently and
according to the uniform distribution.

We define a (R, I, S)-self-healing scheme with sponsorization using the en-
tropy function (see [3] for more details on Information Theory):
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Definition 1. LetU be the universe of users of a network, let m be the maximum
number of sessions, and let R C 2¥ be a monotone decreasing access structure
of subsets of users that can be revoked by the group manager. Assume that I" is
the family of authorized subsets of users to perform a sponsorization verifying
I'NR = 0. We also consider the monotone decreasing structure S C 2Y of
the tolerated coalition of users that can be sponsored by a unique sponsor. A
(R, I',S)-self-healing key distribution scheme with sponsorization is a protocol
satisfying the following conditions:

1. The scheme is a session key distribution scheme, meaning that:
(a) For each member i € G, the key K; is determined by B; and S;. For-
mally, it holds that:  H(K;|B;,S;) = 0.
(b) Keys K,...,K, cannot be determined from the broadcast or personal
keys alone. That is: H(Ki,...,Kyn|B1,...,By,) =
= H(K;,...,K,,|S¢,u--ua,,) = HK4, ..., K,,).
2. The scheme has R-revocation capability. That is, for each session j, if R =
RjUR;_1U---URjy is such that R € R, then the group manager can generate
a broadcast message B; such that all revoked users in R cannot recover K;
(even knowing all the information broadcast in sessions 1,...,j). In other
words: H(Kj|Bj,Bj,1, ey Bl, SR) = H(Kj)
3. The scheme is (R, I")-self-healing. This means that the two following prop-
erties are satisfied:

(a) Every useri € G, who has not been revoked before session s can recover
all keys Ky for £ =r,... s, from broadcasts B, and By, where 1 <1 <
s < m. Formally, it holds that: H(K,,...,K|S;,B,,Bs) =0.

(b) Let B C R,UR,_1U---URs be a coalition of users removed from the group
before session r and let C C JsUJsy1U- - -Udy, be a coalition of users who
join the group from session s with r < s. Suppose BUC € R. Then, such
a coalition does not get any information about keys Kj, for anyr < j <
s. That is: H(K,,...,Ks_1|B1,...,Bm,Sp,Sc) = HK,,...,Ks_1).

4. The scheme has (I',S)-sponsorization. This means that the three following
properties are satisfied:

(a) Every user { € G; can generate a proof of sponsorization P;; to sponsor
a user i ¢ Gj for session j using his personal key. In other words:
H(PJ,IS:) = 0.

(b) A useri ¢ G; that receives enough sponsorizations from a subset of users
A C Gy with A € I' can compute the key K in the same conditions that
users in Gj. That is: H(K;|P),B,Bs) =0 forAcT, ACGy, id
Gj andr < j <s.

(c) Suppose that a coalition of users i1,..., i, ¢ G;, not revoked before ses-
sion j, have received sponsorization from subsets of users Cy,...,Cy & I'
respectively, with C1 U ---U Cy = {l1,...,4,} C G,;. This action is
performed in such a way that users £y,...,{, sponsor subsets of users
Dy, ..., D, € 8 respectively, with DyU---UD, = {iy,...,i,} CU—Gj;
therefore Pém Pél = Pngl "‘PE{,DV' In these conditions, such
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a coalition does not get any information aboul the value of key K;.
Formally, it holds that: H(Kj\chli1 --~ch“,;“BrBs) = H(K;) for
Ci,...,Cu €T,Dy,...,Dy€S suchthat P, ... PL =P}, ...Pl
cCiu...ug, = {617...7&)} C Gj7D1 Uu...ub, = {i17...,iu} C
U—-Gjandr <j<s.

This definition has two differences with respect to the one presented in [IJ.
First the family of subsets that can be rejected in [I] is R = {R C U : |R| < t}
while in our definition we consider the general case of any possible monotone
decreasing structure R, not only threshold ones. This allows us to consider more
general self-healing key distribution schemes, where, for instance, some users can
be more revocable than others. And the second one is that the possibility of spon-
sorization is considered. The conditions to define this feature are the following.
Condition 4.(a) expresses the mechanism of sponsorization: the information used
to sponsor is computed from the personal key. The condition 4.(b) expresses the
fact that the information obtained from enough sponsorizations with the corre-
spondent broadcast allows to compute the personal key of the session. The last
condition 4.(c) gives us the security condition: a coalition of users outside G;
sponsored by not enough users cannot obtain any information about the value
of the key K. The key remains secure even if every user receives sponsorization
of a coalitions in S.

3 Lower Bounds

In this section we present some bounds for a (R, I', S)-self-healing key distrib-
ution scheme with sponsorization. The first one is a lower bound on the size of
proofs of sponsorization and the second one is a lower bound on the size of the
personal key.

Proposition 1. In any (R, I, S)-self-healing key distribution scheme with spon-
sorization, for any user £ € G; and i & G, it holds that

H(P},) > H(K;).

Proof. Suppose that there exists a subset of users C' C Gj such that C' ¢ I" and
CU{{} € I'. From conditions 4.(b) and (c) we have that:

H(K,[P{, P} B;) = 0 and H(K,;[P},B;) = H(K;).

Then we can apply Lemma 5.1 in [I] finding H(Pii) > H(K;).
O

If the secret keys are uniformly chosen in a finite field GF(gq) then log \PZJZ| >
log ¢ for any ¢ € G; and i ¢ G because H(Pii) < log |Pgi|. That is: every proof
of sponsorization must have at least log g bits. Moreover for a fixed session j and
a user ¢ ¢ G, conditions 4.(b) and (c) determine a secret sharing scheme that
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distributes secrets K, with shares Péji for users ¢ € U — G realizing structure
I''={AcU—-G; : AeTI}. Then: maxjey—g,log|P}| > pl*o(grz).

With regard to lower bounds for the size of the personal key it can be proved
the following result. For any user ¢ belonging to the group since session j and
any subset of users C' € § with CNG; = CNGjqp1 =--- = CNG,, =0, it holds
that H(S;) > H(PgCPfgl ... P7). Assuming that the proofs of sponsorization
are statistically independent and secret keys are uniformly chosen in a finite
field GF(q) (using Proposition [Il), then H(S;) > (m —j + 1) |C]| logg. So, in
this situation every user added in session j must store a personal key of at least
(m — j 4+ 1)|Cllog ¢ bits because log |S;| > (m — j + 1)|C|loggq.

With respect to lower bounds on the broadcast information, the one found
in [I] is valid for our model with the same proof.

4 A Family of Self-healing Key Distribution Schemes
with Sponsorization

To construct this family of self-healing key distribution schemes with sponsoriza-
tion we follow in part ideas of Scheme 2 in [I] and sponsorization mechanism
in [5l4]. Our construction has three main differences with Scheme 2 in [I]. The
first one is that we use linear secret sharing schemes instead of Shamir secret
sharing scheme as Scheme 2 in [I] does, supporting in this way new properties
and features. See [§] for more details on secret sharing schemes. The second one
is to increase the information given to users on the personal key. This operation
allows a subset of users in a group to sponsor new users in such a way that they
obtain the key of the session without the help of the group manager. A secure
unicast channel between the sponsors and the sponsored user is necessary. And
the third one is that this construction uses a different broadcast than the one
in [I]. In fact the broadcast in [I] can also be used in our construction, but ours
gives us an almost constant length broadcast. In this section we present this
construction, prove the security and analyze the efficiency.

Let ¢ be a prime power and denote by K; € GF(q) the session key for group
G;. Let I' be a monotone increasing access structure. We suppose for simplicity
that there exists a public map

Y :UU{D} — GF(q)'

which defines I as a vector space access structure, with D a special user outside
U (see [§] for definitions). But the construction that we present here can be ex-
tended in a natural way to work with any access structure I" by means of a linear
secret sharing scheme realizing it. The use of a specific ¢ fixes the properties
of the scheme. Let R = 2¥ — I" be a monotone decreasing access structure and
S =2"—I" where I’ is defined as I'" = {A CU : GF(q)" = (¥(A))}. Note that
I'" C I' is a monotone increasing access structure that depends on the function
¥ chosen to represent I

We are going to present a self-healing key distribution scheme with spon-
sorization in which I is the family of subsets of users that can perform a spon-
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sorization, R = 2" — I" is the family of subsets of users that can be revoked by
the group manager and S = 2¥ — I’ is the family of tolerated coalition of users
that can be sponsored by a unique sponsor. In order to construct the scheme we
need to prove the following lemma:

Lemma 1. Let vy,...,v, be non null vectors in GF(q)t, for q a prime power.
If ¢ > n then there exists at least one vector v € GF(q)t such that v -v; # 0 for
alli=1,...,n.

Proof. Let A; = {v € GF(q)" : v-v; # 0}. First we will prove that for any
positive integer k = 1,...,n we have that |[A; N+ N Ag| > ¢* — k¢!t + (k- 1).
The proof is by induction on k.

For k = 1 we can take into account that A; = GF(q)! — (v1)* where (v;)+
is the (¢ — 1)-dimensional orthogonal subspace of (v1) in GF(q)". Then |A;| =
q' — ¢! and, in fact, |A;| = ¢' — ¢'~! for any i.

If this result is true for k then

[Ay N NMA N A = AN N Akl + Ak = [(Ar N N AR) U Agga] >

>q =k '+ k-1 +¢" ¢ (" -1)=¢" - (k+1)¢" " +k

because (Ay N---N Ay) U Ay is a subset of GF(q)? that does not contain the
null element.

The proof of the lemma ends observing that for n = 1 the result is true
because |A;| = ¢' —¢71 > 0 and for n > 2 we have |[A; N---N A,| > ¢' —
ng~t+n-1)>q¢ Y g—n)+1>1if ¢ >n. O

Now we describe the different phases of our proposal of self-healing key dis-
tribution scheme. In order to design the scheme we need a vector v € GF(q)"
such that v - (i) # 0 for all i € U. Suppose ¢ > n, then vector v exists apply-
ing Lemma [Il For instance, for vectors defining Shamir secret sharing scheme
(see [8]) we have that an appropriate vector is v = (1,0,...,0).

Set-Up. Let G; C U. The group manager randomly chooses ¢t X ¢t matrices
Py, ..., P, and session keys Ki,...,K,, € GF(q). For each j = 1,...,m the
group manager computes the vector z; = K;v + (D) P; € GF(q)*. The group
manager sends privately to user i € Gy the personal key S; = (v(i)" Py, ...,
V(i) Py) € GF(q)'™. Note that if we use a linear secret sharing scheme in
which a user 7 is associated with m; > 1 vectors, then his secret information S;
consists of m; vectors of tm components.

Full Addition. In order to add users J; C U in session j, the group manager
sends privately S; = (¢(i)" Pj, (i) Pji1,...,0(i) " Py) € GF(g)!™=3%Y to
every user 7 € J; as his personal key.

Broadcast. Suppose R; C Gj_; with RiURyU---UR; € Rif j > 2. By def-
inition we have Ry = 0. The group manager chooses a maximal non-authorized
subset of users W; € Rg = I’ such that R{URoU---UR; C Wj and W;NG; = ]
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with minimum cardinality. The broadcast B; in session j = 1,...,m is given by
B; =B Jl UBJZ. The first part of the broadcast is defined as follows: let us suppose
that vectors z; are divided in two parts z; = (xj,y;) where the x; is the first
part of the binary representation of every component of z; and y; is the second
part. So x; and y; are %tlogq bits long. Then le = (X;,,Y;), where:

oy ifj=1,2
1+ X2, 1 +X3,..., X1+ Tj—1,T; ifj=3,...,m

)

v, = LY Ym T Vi1 Ym Yz Ym Yot =1 m =2
J Yj ifj=m-1,m

The second part of the broadcast is defined as follows: for j = 1,2
B} = {(k,w (k)" P})}rew, and for j >3, B} = B}, U{(k.¥(k)" P))}rew,.

Sponsored Addition of Users. If a user £ € G; wants to sponsor a user ¢ ¢ G
for session j, then he sends (£, (¢)" Pj3(i)) privately to i (computed from its
personal key: (£,1(¢)T P;)).

For lack of space we do not include the proof of the following result: the
proposed scheme is a (R, I,S)-self-healing key distribution scheme with spon-
sorization for R = 24 — ' and S = 2¥ — I"". Observe that the assert S =
24 — I is strict to ensure condition 4.(c) in the sense that if some D; € I"
then sponsored users in D; by ¢ € G; can obtain the key Kj;. This happens
because {(1(i)" Pj1(d))}aep, determines (i)' Pj: suppose that eq,...,e; is
the canonical basis of GF(q)!, then they can find scalars \gg such that e, =
> aep, Matp(d), so V(i) Pjey = > dep, Meat0(i) T Pj9p(d) and we know that
Y(i)TP; = (¥(i)" Pjer,..., (i) " Pjey); from 9(i)T P; and the correspondent
broadcast, the key K; can be determined.

We analyze the efficiency of the family of the proposed self-healing key distri-
bution schemes with sponsorization in terms of memory storage and communi-
cation complexity. In our construction every user 7 has to store a personal key of
size |S;| = t(m — j 4 1) log ¢ when the structure I is a vector space access struc-
ture. The length of the proofs of sponsorization achieve the bound presented in
Proposition [l In our construction, the broadcast length depends on the partic-
ular function v used. The second part of the broadcast has the same form as the
proposed in [I] and its purpose is to perform the rejection capability as well as
the computation of the key. Its length depends on the history of rejected subsets
Ro, R3, etc.. The first part of the broadcast has almost constant length in every
session (in contrast with the length in other proposals, for instance in [1]): B}
and B}, have 1tmlogq bits and B} for j # 1,m has 3t(m — 1)log g bits. Then
the total number of broadcast bits is $¢(m? —m + 2)logg.

5 A Particular Example Based in Shamir’s Secret
Sharing Scheme

We will present the particular self-healing key distribution scheme that we obtain
using the polynomial Shamir’s secret sharing scheme [8] in our general construc-
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tion. This (¢, n)—threshold scheme can be defined with the assignment of vectors
»(D) = (1,0,...,0) € GF(q)* and ¢ (i) = (1,i,...,i'" ') € GF(q)! for i € U,
and vector v = (1,0, ...,0) that verifies conditions of Lemmal[ll We should point
out that the product of vector (i) by a vector of coefficients can be seen as the
image of a polynomial, that is, ¥(i)w = p(i) where w = (ag, a1,...,a;—1) and
p(r) =ap +arz + -+ a;_12' 1. In a similar way the product of a vector v(4)
by a matrix can be seen as a polynomial in two variables. With this map ¢ we
find the following particular self-healing key distribution scheme:

Set-Up. Let Gy C U. The group manager chooses randomly polynomials
Pi(z,y),...,Pn(z,y) of degree ¢t — 1 in both variables and session keys
Ki,...,K,, € GF(q). For each j = 1,...,m the group manager computes the
polynomial z;(y) = K;+P;(0,y) € GF(q)[y]. The group manager sends privately
to user ¢ € Gy the personal key S; = (P1(4,y), ..., Pn(i,y)) € (GF(q)[y])™.

Full Addition. In order to add users J; C U in session j, the group manager
sends privately S; = (Pj(i,y), Pi+1(4,9), ..., Pn(i,y)) € (GF(q)[y])™ 7 to
every user 4 € J; as his personal key.

Broadcast. Let R; C Gj_1 with [RoU---UR;| <t if 7 > 2 and by definition
Ry = (). The group manager chooses a subset of users W; with |[W;| =t —1
such that Ry U Ry U---UR; C W; and W; N G; = ). The broadcast B; in
session j = 1,...,m is given by B; = le U sz. The first part of the broadcast
is defined as follows: let us suppose that polynomials z;(y) are divided in two
parts z; = (xj,y;) where xz; is the first part of the binary representation of
every coefficient of z;(y) and y; is the second part. So z; and y; are %t log g bits
long. The rest of the definition of the broadcast follows the lines presented in
Section @l For instance for j > 3, B = B}, U{(k, Pj(k,y))}rew;

Sponsored Addition of Users. If a user £ € G; wants to sponsor a user ¢ ¢ G
for session j, then he sends (¢, P;(¢,)) privately to ¢ (computed from a part of
its personal key: (¢, P;(¢,y))).

Let us show how the session key computation is performed in this particular
case. User i € G has {(k, Pj(k,y))}rew, and computes {(k, P;(k,i))}rew,. By
means of P;(i,y) of its personal key, he computes P;(,7). Then he computes
P;(0,1) using {(k, Pj(k,4)) }rew,uqiy where [W;U{i}| = t. In effect: interpolating
these ¢ points he can compute P;(0,i) = >y ey, oy Aebj(k, ) for some A €
GF(q) (again the Lagrange coefficients of interpolation). From the broadcast
information the user can compute the key because z;(i) = K; + P;(0, 7). For the
case of a user ¢ sponsored by a subset of users A C G with |A| =t he proceeds
as follows. User ¢ can compute P;(0,7) because he has {(k, P;(k,7))}keca. In
effect: since |A| = ¢, then P;(0,7) = >, .4 A Pj(k, 1) for some A\, € GF(q) (the
Lagrange coefficients of interpolation). Then the key is easy to compute using
the broadcast information: z;(i) = K; + P;(0,1).

In this particular construction, a subset of at most ¢ — 1 users can be revoked,
that is |[R| = |[Ro2U---UR;| <t—1. Then R ={A CU : |A <t—-1}. We
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also have that ' = {AC U : |A| >t} and S={A C U : |A| <t — 1} because
I'" = I'. The bounds presented in Section [3 are achieved.

In this scheme a part of the broadcast is proportional to ¢ — 1, the cardinality
of subset W;. The almost constant length for every session of the first part of
the broadcast can be observed in the following broadcasts for m = 9:

Bl = (z1,Y0 + Ys, Yo + Y7, Yo + Y6, Yo + Ys, Yo + Ya, Yo + Y3, Yo + Y2, Y1)
B; = (z2,y9 + ys, Yo + Y7, Y9 + Ys, Yo + Ys, Yo + Y4, Yo + Y3, y2)

B:% = (z1 + x2,23, Y0 + ys, Yo + Y7, Yo + Y6, Yo + Ys, Yo + Ya, y3)

B = (21 + 2,71 + T3, T4, Yo + Ys, Yo + Y7, Yo + Y6, Yo + Y5, Ya)

Bé = (21 + x2, 21 + 23,21 + 4, T5, Yo + Y-, Yo + Y7, Yo + Y6, Ys)

Bel = (x1 + x2, 21 + ®3, 21 + T4, T1 + T5, T6, Yo + Ys, Yo + Y7, Ys)

Bi = (w1 + %2, 71 + 3,71 + T4, 71 + T5,T1 + T6, T7, Yo + Ys, Y1)

Bé = (IE1 + z2,21 + 23,1 + T4,T1 + T5,T1 + Te,T1 + x7,x8,y8)

Bé = (x1 + z2, 21 + ®3, 21 + T4, 1 + T5, 21 + T6, T1 + T7,T1 + T8, To, Yo)

Other schemes can be proposed using our construction with particular linear
secret sharing schemes instead of Shamir’s secret sharing scheme. For instance, a
particular construction in which we have a short broadcast for small revocations
of users can be proposed following the same idea presented in [4].
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Abstract. Phishing and Web spoofing have proliferated and become
a major nuisance on the Internet. The attacks are difficult to protect
against, mainly because they target non-cryptographic components, such
as the user or the user-browser interface. This means that cryptographic
security protocols, such as the SSL/TLS protocol, do not provide a com-
plete solution to tackle the attacks and must be complemented by ad-
ditional protection mechanisms. In this paper, we summarize, discuss,
and evaluate the effectiveness of such mechanisms against (large-scale)
phishing and Web spoofing attacks.

Keywords: SSL/TLS, phishing, Web spoofing, visual spoofing.

1 Introduction

There are many technologies to protect e-commerce applications. Most impor-
tantly, the Secure Sockets Layer (SSL) and Transport Layer Security (TLS)
protocols are used to authenticate the Web server and to establish a crypto-
graphically secure channel between the browser acting on behalf of the user and
the Web server. The user is typically authenticated with one or several of the
following mechanisms: user identification (ID) and password, transaction au-
thentication number (TAN), one-time password, challenge-response mechanism,
or public key certificate. The corresponding authentication information is trans-
mitted over the SSL/TLS channel. While the SSL/TLS protocol is—with some
minor theoretical vulnerabilities—reasonably secure [I], the way it interacts with
the user and the way it is employed in e-commerce applications typically are not
[2]. In fact, spoofing attacks—like phishing and Web spoofing—show that cur-
rently deployed authentication mechanisms for Web applications are insufficient
to protect users against fraudulent Web sites. When spoofing attacks on the
Web were first introduced and discussed in [3], they were purely theoretical and
only a few incidents really occurred in practice. This has changed dramatically,
and contemporary e-commerce applications are severely threatened by phishing
and Web spoofing attacks, which have proliferated and recently become a major
nuisance on the Internet and WWW. Consequently, there is considerably strong
pressure to protect users against these types of attacks.

One could argue that a cryptographically secure end-to-end mutual authen-
tication protocol is all that is needed to protect users against phishing and Web
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spoofing attacks. There are several protocols that can be used for this purpose.
Even though these protocols are cryptographically sound, the user behavior may
induce some security problems. An unsophisticated user may simply recognize a
window that pops up and requests to enter his credentials (i.e., authentication
information). As long as an adversary is capable of imitating the window, the
user can not reliably verify whether the window is legitimate and originated by
the browser or whether it is spoofed by malware. Consequently, the user may
provide his credentials assuming that they are handled by a secure protocol,
whereas in reality they are sent to the adversary. Recently, the term doppel-
ganger window attack was coined to refer to this type of attack [4]. The ease of
mounting these attacks is worrisome, and the underlying problem is the interface
between user and the implementation of the cryptographic system. This problem
cannot be solved with another layer of cryptography—the user would have to
be interfaced to it again. Against this background, we argue (i) that phishing
and Web spoofing is threatening because the corresponding attacks target non-
cryptographic components, such as the user or the user-browser interface, (ii)
that the implementations of existing cryptographic security protocols, such as
the SSL/TLS protocol, do not provide a complete solution, and (iii) that these
protocols must be complemented by additional protection mechanisms. This it
what this paper is all about. In Section 2, we introduce the relevant attacks and
distinguish between five attack levels. In Section 3, we summarize, discuss, and
evaluate the effectiveness of corresponding protection mechanisms. In Section
4, we summarize our major findings, and in Section 5, we identify some open
research challenges. Finally, we provide some conclusions in Section 6.

2 Relevant Attacks

In native phishing, an attacker sends an e-mail to the victim, requesting the
victim to reveal and send back (by e-mail) his or her password. Today, more
complex and sophisticated phishing and Web spoofing attacks take place. They
typically consist of two stages:

1. The attacker directs the victim to a Web site he controls. According to [5],
we use the term mounting attack for this stage.

2. The attacker uses his Web site to spoof a legitimate Web site of an arbitrary
company or organization. We use the term spoofing attack for this stage.

There are many mounting attacks. They can be categorized into those operat-
ing on the network layer and those operating on the application layer. Examples
of network layer mounting attacks are ARP, IP, and DNS spoofing. Examples of
application layer mounting attacks are e-mail and URL spoofing or cross-site-
scripting. For the purpose of this paper, we assume that there are so many types
of current and future mounting attacks, that it is infeasible to protect against
all of them. So we only consider spoofing attacks.

Again, there are many possibilities to realize a spoofing attack. For example,
in the simplest case, the attacker simulates the look-and-feel of the spoofed site—
this is simple, because the attacker can reuse the images and icons from the
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spoofed site. Although common browsers have a set of indicators that provide
information about the connection, two practical concerns remain: on the one
hand users are notoriously bad (or untrained) at verifying and validating these
indicators and, on the other hand, there are still many possibilities to either
manipulate or overwrite them. However, if the browser and server communicate
over an SSL/TLS channel, then it is somehow more challenging for the adversary
to mount a spoofing attack. This is because there are several browser’s secure
connection indicators (BSCIs) [5):

— The icon that indicates the use of the SSL/TLS protocol (e.g., the padlock
icon in the case of the Microsoft Internet Explorer).

— The certificate dialog that displays information about the server’s certificate
and the current status of the SSL/TLS connection.

— The location bar that displays the URL (including, for example, the prefix
https standing for HTTP over SSL/TLS).

— A few menu items that can be used to display information about the status
of the SSL/TLS connection.

Following [5], we use the term wvisual spoofing to refer to attacks that tamper
with the BSCIs to fool the users about the status of their SSL/TLS connections
(e.g., [BI6UTURI9]). We consider visual spoofing as a powerful and very threatening
attack that jeopardizes the security of most of today’s Web applications. The
details of these attacks are beyond the scope of this paper (a proof-of-concept
can be found in [5]). Instead, we focus on mechanisms that can be employed to
protect users against phishing and Web spoofing attacks.

To better understand why protection against phishing and Web spoofing is
difficult, we look at the entities and components involved in a Web transaction.

— The user is the human entity who initiates the transaction.

The platform is the client-side computer system employed by the user to
initiate and perform the transaction. It consists of hardware and software
(e.g., an operating system).

The browser is the application software that is executed on the platform on
behalf of the user to initiate and perform the transaction.

The Web server (or server in short) is the server-side computer system that
hosts the site and the resources that are requested by the browser.

In this setting, we are ultimately interested in a secure (i.e., authentic and
private) channel between the user and the Web server. Such a channel may
protect the user against phishing and Web spoofing. Unfortunately, all we have
today is a supposedly secure channel between the browser and the Web server—
using the SSL/TLS protocol. Note that this is an entirely different situation.
Before the user can initiate this channel, he must convince himself (i) that the
Web server is authentic, (ii) that the browser is authentic and not compromised
in a way that it may leak secret information (e.g., authentication information),
and (iii) that the platform is not compromised (otherwise it is not possible to
establish a secure channel to the browser in the first place). The last point is
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the most critical one, and for all practical purposes one must assume that the
platform is not compromised, has not been tampered with, and operates soundly.

To evaluate protection mechanisms against phishing and Web spoofing at-
tacks, we need a classification of such attacks. We distinguish between five classes
of attacks and corresponding attack levels. In either case, we assume an adver-
sary who is powerful enough to passively and actively attack network communi-
cations. We define the following five attack levels:

Level 0: Attacks that implement native phishing as mentioned above.

Level 1: Attacks that implement classical phishing as reported in the media,
i.e., the victim is directed to a Web site the adversary controls and the user
is asked to reveal his credentials. Note that the adversary does not try to
spoof an official Web site. Level 1 attacks are the most popular ones.

Level 2: Similar to attack level 1, except that the adversary tries to spoof
an official Web server. The case is an aggravation of the prior one. The
adversary imitates the official site’s look-and-feel to mislead the user about
the real connection.

Level 3: Similar to attack level 2. In this case, however, the adversary addi-
tionally employs visual spoofing to hide the attack. This means that the ad-
versary can compromise the browser in some meaningful way. As mentioned
above, this includes the capability of tampering an SSL/TLS-connection.

Level 4: Similar to attack level 3. In this case, however, the adversary can
compromise the platform on which the browser executes. These attacks are
very powerful, because they allow an adversary to install and execute key
loggers, Trojan horses, and any other malicious software.

Attacks of levels 0 and 1 are comparably simple to detect even for casual
users. Consequently, awareness and education programs may help to have users
protect themselves against these attacks. Contrary to that, attacks of levels 2
and 3 are much more difficult to detect (sometimes even for the experienced and
well-educated user). This is even more true for attacks of level 4.

3 Protection Mechanisms

In the past, several mechanisms have been developed that can be employed to
partially protect users against phishing and Web spoofing attacks. The mech-
anisms may address the user, the platform, the browser, the Web server, or
combinations thereof. For example, the user may be educated not to trust (and
click on) anything received over the Internet and to use a different password
for every Web site (if possible). Furthermore, the platform may be secured us-
ing best practices. This includes, for example, the use of firewalls and intrusion
detection systems. For the purpose of this paper, we only address protection
mechanisms that can be implemented on the browser or server side, or that
can be implemented as a(n additional) interaction between the browser and the
server. In the second case, the interaction must be specified and implemented
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as a protocol—that is either independent from other protocols or enhances an
already existing protocol, such as the SSL/TLS protocol.

We mention that several authors have proposed heuristics to detect phishing
and Web spoofing attacks (e.g., [TOJ5IIT]). Heuristic protection mechanisms can
be as simple as blacklists of known phishing sites (e.g., EarthLink’s Toolbaifl
and GeoTrust’s TrustWatclE) or take into account multiple rules (e.g., Spoof-
Guardﬁ). Due to space limitations they are not addressed in this paper.

3.1 Browser-Side Protection Mechanisms

There are several mechanisms that can be employed on the browser side to
(partially) protect users against phishing and Web spoofing attacks.

— In [12], the author proposes three modifications of the browser: First, the do-
main names of the Web sites being visited may be hashed, and the resulting
hash value (or a prefix thereof) may be displayed by the browser in some ap-
propriate way (e.g., as a two-character symbol). The aim is to make lexically
close or homographic domain names look significantly different. Second, the
browser may keep track of visited Web sites and notify the user if a new site
is being visited (using, for example, some graphical warning sign). To defeat
privacy concerns, the domain names of the visited sites may be concatenated
with some user-specific random string (before they are hashed). Third, the
browser may use heuristics to determine whether a site is suspicious (not
addressed in this paper). The first two proposals are simple and effective to
protect users against phishing and Web spoofing attacks up to level 2.

— In [3], the authors propose to configure the browser in a way that active Web
scripting and programming languages (e.g., Java, JavaScript, and ActiveX)
are deactivated. This proposal is effective to protect against phishing and
Web spoofing attacks up to level 3; it is, however, neither complete nor
practical.

— A wuser can protect himself against phishing and Web spoofing attacks, if
he can properly authenticate the Web server. In theory, he can authenticate
the server by verifying its SSL/TLS certificate. More specifically, the user
must ensure that the certificate is valid, meaning that it is issued by a trusted
certification authority (CA) and has not been revoked. Furthermore, he must
compare the certificate’s fingerprint with a reference value that is received
out-of-band (e.g., published in print media). This is not a trivial task, and
we propose that it can be simplified considerably by representing the hash
value visually (e.g., [I3IT4IT5]).

— Before the user provides his credentials, he must be sure that the browser
is authentic in order to protect himself against visual spoofing attacks (level
3). If the platform supports trusted computing, then user has some certainty

! http://www.earthlink.net
2 http://www.trustwatch.com/
3 http://crypto.stanford.edu/SpoofGuard/
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that the browser is indeed authentic. In all other cases, the user has to make
sure in one way or another that the browser or components of its GUI (e.g.,
the BSCIs) have not been tampered with. There are a couple of proposals
that protect users against attacks up to level 3.

e In [8], the authors recommend to prevent that the status bar is being
deactivated by active Web languages. This proposal is simple and effec-
tive at protecting the user against some visual spoofing attacks (as it
prevents deactivation of the padlock indicating a trustworthy SSL/TLS
connection). It was recently implemented in Windows XP Service Pack
2, for instance.

e In [9], the authors propose to add a secure and tamper-resistant com-
ponent called TrustBail] to the browser to visualize information about
the Web site and the CA that issued the corresponding Web site’s cer-
tificate. According to RFC 3709 [16], it is possible to include logotypes
(commonly known as a logo, which is the graphical representation of a
trademark or brand) in X.509 public key and attribute certificates. Con-
sequently, the TrustBar renders the corresponding logotypes (of the Web
site and CA) or display textual representations thereof. A fake site is di-
vulged when a user does not recognize his corresponding visualization on
the TrustBar. In addition, for unprotected Web sites, TrustBar displays
a highly visible warning. We argue that if future browsers included a
TrustBar (or something similar), then users would have a better way to
judge and argue about the trustworthiness of Web sites.

e In [I7], the authors introduce and propose the notion of synchronized
random dynamic (SRD) boundaries. The idea is to distinguish between
authentic parts of a browser’s graphical user interface (GUI) and ren-
dered content dynamically received from a Web server, and to make this
distinction obvious by changing the boundary colour of the real GUI be-
tween two colors, blinking in synchrony with a trusted reference window.
SRD boundaries are simple and effective, and they do not require any
user interaction. However, they do not allow for modular verification of
portions of a Web page. Furthermore, the modification of the browser
required to implement SRD boundaries are not trivial. This is also true
for the modification proposed in [§].

e In [5], the authors adopt an idea of [I8] and suggest to authenticate the
browser (or the BSCIs, respectively) by applying the concept of person-
alization with individually chosen background bitmaps.

The first, second, and fourth proposal are useful and worth considering (the
third proposal is more complex than the fourth proposal, but achieves more
or less the same level of protection).

In summary, our analysis implies that client-side protection mechanisms can
effectively protect users against phishing and Web spoofing attacks up to level

4 http://TrustBar.Mozdev.org
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3. This is particularly true for protection mechanisms that employ tamper-
resistant or personalized browser BSCIs. We recommend that these countermea-
sures should be adapted in future Web applications, which fail in authentically
presenting the connection identifiers. As the visualization of these identifiers is
not tamper-proof, the user is unable to distinguish between real and faked com-
ponents of his user interface and, thus, susceptible to visual spoofing attacks.

3.2 Server-Side Protection Mechanisms

In addition to a proper authentication of the server during the execution of the
SSL/TLS protocol, there are a few proposals and corresponding mechanisms
that can be used on the server side to (partially) protect the users.

— If the login process is separated into two phases, then the user can enter
his user ID in the first phase and his credentials in the second phase. Fur-
thermore, the user can be taught to enter his credentials if and only if the
second window is personalized in some meaningful way (e.g., by showing an
image selected by the user)ﬁ We argue that such a mechanism protects the
user against phishing and Web spoofing attacks up to level 2 because the ad-
versary’s Web site is unable to personalize the second window. However, we
judge this mechanism to be ineffective to counteract attacks of higher level.
The personalized window can be retrieved by anybody (simply by entering
the appropriate user ID) and (mis)used to mount a visual spoofing attack.
The only advantage we see is that an adversary must personalize the attack.
Since this personalization can be automated, we don’t see any real benefit.

— Another idea is implemented in GeoTrust’s True Site seal. In short, the seal
is a dynamically created “smart icon” that is placed on a Web site to make
sure that the site is legitimate and authentic. The browser renders the seal
and the user must actively validate it via a trusted party. This mechanism
looks promising to protect users against phishing and Web spoofing attacks
up to level 2. The major drawback is that the mechanism is passive (meaning
that its validation must be initiated by the user), and hence the seal itself
may be subject to spoofing attacks.

In summary, we conclude that server-side protection mechanisms are inap-
propriate for protecting users against this attack generation at all. The reason is
lack of content protection or content secrecy, i.e., the adversary is generally able
to perceive the same content as the user does. As a result, the adversary is able
to imitate the content, i.e., he can copy and paste the Web site’s look-and-feel
(e.g., brand marks, logos and layout) and camouflage his attack by tampering
with all BSCIs. There is no possibility to verify the authenticity and to realize
its true origin with means standard Web browsers provide.

% Such a system has been developed and is being marketed by PassMark Security (cf.
http://www.passmarksecurity.com).
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3.3 Protection Mechanisms for the Interaction

There are a few proposals that affect the browser, the server, and the way they
interact. The proposals are quite complex and are able to protect users against
phishing and Web spoofing attacks up to level 2.

— It is useful to restrict the temporal validity of user credentials. This does
not completely protect against phishing and Web spoofing attacks, it does,
however, make sure that an adversary must operate in real-time.

— In [19], the authors propose a system in which a Web server can enrich its
contents with HTML extensions called prooflets. Prooflets in turn can be
verified by the browsers using special Web services. In theory, this proposal
is appropriate and effective. In practice, however, this proposal has similar
drawbacks as GeoTrust’s True Site seal.

— In [4], the authors propose a technique called Delayed Password Disclosure
(DPD) that protects a user executing a password-based mutual authenti-
cation protocol against the doppelganger window attack mentioned above.
The technique is based on augmenting each user password with an easy-to-
recognize sequence of images (that are specific to the user, the password,
and the Web site). The user enters his password letter by letter, and for
every letter he must recognize an image. The technique provides protection
against phishing and Web spoofing attacks up to level 3.

In summary, we evaluate these proposals as helpful and effective to counteract
level 3 attacks. Taken into account the current situation on the Internet and
WWW, it is certainly time to move from user ID and password to more secure
(mutual) authentication mechanisms. Particularly, the notion of prooflets and
DPD look promising for the future.

4 Summary and Major Findings

As mentioned in Section Pl we are interested in mechanisms that are effective
to protect users against phishing and Web spoofing attacks of level 2 and 3
(i.e., without or with visual spoofing attacks). Unless we do not enter the field
of trusted computing, we assume that we are not able to protect users against
phishing and Web spoofing attacks of level 4.

With regard to level 2, the proposals of [12] are effective and should be
implemented on the browser side. Furthermore, we opine that server authenti-
cation must be improved. The visual representation of certificate fingerprints is
certainly something that should be considered first (since it does not require in-
frastructural changes). Similarly, systems like TrustBar and True Site are useful
to make the notion of a public key certificate and the entire certification process
more transparent to the user. However, more research is needed with regard to
the usefulness and user acceptance of these mechanisms.

With regard to level 3, the proposal of [3] is by far the most simple and
effective protection mechanism. Unfortunately, it is impractical, and hence we
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must evaluate alternative mechanisms. Making the BSCIs as tamper resistant as
possible and personalizing them are certainly good ideas that should be imple-
mented. In particular, the personalization paradigm has been largely ignored by
the browser manufacturers. We argue that it is about time to change this and
that future versions of browsers should incorporate features that allow users to
personalize the BSCIs. Similarly, browser manufacturers should include features
that allow users to realize that they have connected to a Web site for the very
first time (especially if the connection is secured with the SSL/TLS protocol).
The Petname toold for the Firefox browser is a good example. This does not help
in the Internet café scenario; it does help, however, in the home PC scenario.

5 Research Challenges

In [20], the author proposes a possibility to improve the security of TAN lists
in a way that the user is protected against an adversary reading out the list
and misusing the TANs, as well as some simple phishing attacks. The idea is
to protect the TAN list in a way that reading a TAN requires a physical act
that can be detected easily at some later point in time. One possibility is to
use a physical layer that hides the TANs and can easily be rasped away by
the user (similar to lots in some lotteries). Furthermore, an authentication code
or a prefix thereof can be printed on the physical layer, and the user can be
taught to verify the code before he rasps away the physical layer. Alternatively,
the code can also be covered by a physical layer that must be rasped away.
The corresponding TAN lists are securely delivered, mainly because they are
distributed out-of-band (i.e., using an out-of-band distribution channel). This
can be simulated, for example, using the short messaging service (SMS) of GSM
networks. An interesting research challenge is to find a similar mechanism that
does not require an out-of-band distribution mechanism. One possibility is to
combine a challenge-response mechanism with a non-trivial redundancy scheme
that allows a browser to verify the authenticity of a challenge. Note that this does
not protect against adversaries that operate in real-time (i.e., the adversary can
simply act as as a relay between the origin server and the user). Consequently,
an important research challenge is to find technologies and mechanisms that
are able to protect users against adaptive adversaries that operate in real-time.
There are many applications (e.g., Internet banking) that could take advantage
of such technologies and mechanisms.

6 Conclusions

In this paper, we summarized, discussed, and evaluated the effectiveness of mech-
anisms to protect users against (large-scale) phishing and Web spoofing attacks.
Some mechanisms are simple and effective and should be implemented immedi-
ately. This is particularly true for browser-side mechanisms. Server-side mecha-
nisms seem to be advantageous, mainly because they are simpler to deploy but

5 http://www.waterken.com/user/PetnameTool
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are also more challenging to design and come up with. In fact, we have found no
server-side protection mechanism that can be used to effectively protect users
against phishing and Web spoofing attacks. The protection mechanisms for the
interaction look promising but still require more analysis. More surprisingly,
there is a simple and reasonable secure protection mechanism against many rel-
evant phishing and Web spoofing attacks that employ plain old TAN lists.
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Abstract. Digital Rights Management (DRM) enforces the rights of copyright
holders and enforces their business models. This imposes restrictions on the
way users handle content. These restrictions apply specifically in networked
environments. Authorized Domain (AD) DRM concepts remove, or at least
reduce, several of these restrictions to a large extent, while at the same time
taking into account the content providers’ need to limit the proliferation of
content. In this paper we describe the design and operation of an Authorized
Domain system, which we call the Personal Entertainment Domain (PED).

Keywords: Digital Rights Management, DRM, Authorized Domain.

1 Introduction

The concept of Authorized Domain (AD) Digital Rights Management (DRM) [1-3]
aims to fulfill the requirements of both the content owners and the users (see section
0), which often appear to be conflicting. For an AD the general idea is that content
can flow freely between the devices that belong to the domain, while content
transactions between ADs are restricted.

Companies [4-9] and standardization bodies such as DVB (Digital Video
Broadcasting) [1] and OMA (Open Mobile Alliance) are investigating and developing
the concept of Authorized Domains. Up until now people have taken a device-
oriented approach [2], where an AD groups a set of devices that belong to a certain
household.

We conducted a study on alternative approaches to device-based AD concepts;
these provide better solutions to enable the user to access content anywhere, at any
time and on any device. The outcome of that study was that the Personal
Entertainment Domain (PED) AD concept was the most promising candidate and this
paper therefore presents a realization for such a PED-DRM system. PED-DRM does
not have many of the disadvantages of device-based AD and it also represents a
feasible solution for the near future.

PED-DRM is characterized by its structure, i.e. the relationship between various
entities such as content, devices and persons, and by its policy, i.e. the rules that
govern content access and proliferation. The PED-DRM structure is characterized by
the fact that one single person is the member/owner of the domain, that content is
bound to that person and that a number of devices are bound to the user (see fig. 1).

J. Dittmann, S. Katzenbeisser, and A. Uhl (Eds.): CMS 2005, LNCS 3677, pp. 42154] 2005.
© IFIP International Federation for Information Processing 2005
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The PED-DRM policy is characterized by the fact that domain content can be
accessed on a set of permanent domain devices without user authentication, allowing
convenient content usage at home, including the sharing of content among family
members. The only thing people must do is to register their device once to their
domain. On all other compliant devices content can be accessed temporarily after user
authentication, enabling people to access their content anywhere and at any time.
Devices may be a member of multiple domains, both permanent and temporary. This
paper presents the architecture and design of a PED-DRM realization together with a
trade-off of alternatives and an overview of the requirements and threats for DRM
domain concepts in general.

(a.k.a domain content)

Content Content Content
Device
., temporary .
User Identity -----%-----=-- (a.k.a. non-domain/guest/
_ temporary-domain devices)
. permanent
Device Device Device

(a.k.a domain devices)

Fig. 1. PED-DRM concept

The outline of this paper is as follows. Section 2 introduces some typical scenarios
and requirements for PED-DRM. Section 3 discusses the threat model and attacks. In
section 4 we describe the functional design of the PED-DRM system. Section 5
elaborates on the main PED-DRM operations. The paper ends with an overview of
related work and conclusions.

2 Scenarios and Requirements

The following scenarios demonstrate some of the typical PED-DRM functionality and
the expected user experience and interaction with the system. The upcoming sections
elaborate on the technical realization of these scenarios. In the scenarios that follow
we assume that a user has a user identity device, such as a smartcard or mobile phone,
with which he can authenticate — preferably wirelessly — to other devices. Access
family content at home: A user operates his media center (a.k.a. Personal Video
Recorder) connected to his TV in the living room. He selects a movie his wife bought
using the remote control and presses play. The content starts to render (see fig.1:
relation between permanent device, user identity and content). Content access at
remote location (guest access): A user arrives at his hotel and decides he wants to
render some content stored on his media center at home. He authenticates to the hotel
TV and the TV lists the available content. He selects some content he bought some
time ago and renders the content, which is streamed from his home (see fig.1: relation
between user identity, temporary device and content). Device registration to domain:
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A user buys a new TV for his bedroom. He holds his user identity device close to the
TV and a menu pops up, asking him if he wants to register the TV to his domain. He
confirms the registration using the TV remote (see fig.1: relation between user
identity and permanent device). Ul (User Interaction) limited device registration to
domain: A user buys a cheap new music player with flash memory, a USB and
preferably a wireless near field communication interface, but no screen. He holds the
music player and personal authentication device close to his TV, which then displays
the option to register the music player to his domain. He confirms the operation using
the TV remote. Device deregistration from domain: A user decides to replace his
media center with a better one he has just bought and gives his old media center away
to his friend. Before giving it away he holds his user identity device close to his old
media center and deregisters it using the media center remote and the menu shown on
the connected TV. The application on the TV suggests he moves his content and
licenses to another device so that he can continue to enjoy his content.

For the PED-DRM design we assume a number of requirements for the various
stakeholders of the system. From the point of view of the content provider, the
realization of the PED-DRM concept should meet the following requirements: (1)
limit proliferation of content that has not been paid for; (2) limit damage in the case of
hacked devices; (3) provide support for renewability/revocation of hacked/non-
compliant devices; (4) support tracing of devices to facilitate revocation if devices
malfunction. The rationale behind these requirements is that the content provider’s
business model must be sustainable and not break down in the event of an incident
with the DRM system that governs the content. From the point of view of the user, the
following requirements should be met: (1) in his role as domain and device owner, the
user must have control over his domain and devices, i.e. no undesired
(de)registrations of his devices to his domain; (2) DRM and domain functionality
should work for devices that have limited user interface capabilities; (3) the
conceptual complexity for the user must be low, e.g. the user needs to have an
overview of his domain and related actions; (4) the solution should be robust, e.g.
automatically maintain a consistent state as far as possible; (5) it must be possible to
remove broken/offline/stolen devices from the domain. The rationale behind these
user requirements is that the user must have maximum control over his devices and
content while still not being bothered too much by procedures and technicalities in
daily use.

3 PED Threat Model and Attacks

Since PED is a DRM system with a domain concept centered around a user, the
typical threat model for DRM systems applies to PED. The DRM threat model
assumes that users may be malicious and will attempt to gain unauthorized access to
content. To accomplish this goal, the attacker has full control of his local
environment, including network and devices, although it is assumed that compliant
devices have some form of tamper resistance. Malicious users may use compromised
and circumvention devices and software. However, we assume the average attacker
has limited computational resources to break cryptography, has only limited
capability to disrupt external network communication outside his local environment
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and does not have access to professional tools. That said, it is possible that there could
be a small number of attackers with the skills, technology and resources to perform
such attacks. We continue with a number of attacks with a focus on domain- and
person-based aspects, because general DRM aspects are assumed to be known [10].

Active attacks on the realization of the domain concept, i.e. grouping of devices
according to a certain policy, include (1) malicious user interference with the domain
management protocols in the local environment, (2) malicious user interference with
license management and distribution in the local environment, and (3) malicious user
interference in the distribution of device compliance status information through the
heterogeneous and ad-hoc network of domain devices. Furthermore, there are some
attacks that relate more to user behavior and the content owner’s business models: (4)
‘Content club’: a large group of people share an account/identity/domain and obtain
lots of content in such a way that it is accessible to all individual members, (5)
‘Content cannibalization’: realizations of the domain concept that include flexible
limits, i.e. limits that can temporarily allow more devices to access content than
intended, may be faced with domain extensions just before some premium content is
released, (6) ‘Content filling station’: a rendering/storage device is loaded with
domain content and then the device ownership is transferred, leaving the content
available to the new and old owner for ever, (7) ‘Automated domain or license
management’: intentional limitation or friction, such as mandatory user confirmation,
could be frustrated if such operations are automated, making it seem as if a domain
has no limitations.

Attacks that involve binding content to persons through licenses and allowing
content access based on user presence include: (1) malicious users exploiting
procedural processes for person management, e.g. users maliciously requesting
replacement user authentication tokens, (2) malicious users exchanging, sharing,
trading or cloning their identification and authentication credentials/tokens (3)
simultaneous non-expired user authentication sessions that harm premium content
releases. Since user behavior is non-technical, it is hard to detect and counter some
of these attacks purely by technical means. The challenge is, therefore, to find the
correct balance between attacks, threats, risks, countermeasures and user-
friendliness.

4 Functional PED-DRM Architecture and Design

Figure 2 shows a functional and data view of the PED-DRM system. The shaded
rectangles are data objects. The ovals above the data objects represent the typical
PED-DRM functionality. The typical AD aspect of PED-DRM builds upon the user,
device and domain management functions (fig.2, right). We have omitted most of the
specific details of the DRM functions, e.g. content protection or license creation,
because descriptions of these already exist [11;12] and because we have chosen to
solve domain functionality independently so as to limit the effect on the traditional
DRM functions (fig.2, left). The relation between rights management and domain
management, i.e. the management of the set of permanent devices in the domain, is
typically realized by means of a user identifier embedded in the license.
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Fig. 2. PED-DRM DRM, identity and domain overview

User/Device Management

The main aspect of user management in PED-DRM is that a user is provided with a
UserID certificate and corresponding public/private key pair. The user is not granted
access to the private key in order to prevent him from misusing or giving away his
private key and enabling someone else to impersonate him. To enforce this, the user’s
private key must be stored securely on a tamper-resistant user identity device, which
also serves as a token that proves the user’s presence. The user identity device
(hardware and software) must be easy to handle, provide secure computing means and
must be hard to clone. Typical solutions for this are smartcards and mobile phones
equipped with a SIM card.

Devices in PED-DRM are given a DevicelD certificate. In addition to their
identity, devices are also given explicit authorization to fulfill certain functions. This
would limit the effects of a security breach by preventing the certificate and keys of a
hacked device from being misused for other functions, e.g. keys from a rendering
device cannot be used to register other devices to the domain.

The approach outlined for user management contains the most essential elements
that provide a working solution. However, this rather straightforward approach also
triggers a number of privacy issues. Solutions to this could be found in privacy-
enhancing technologies [13], such as pseudonymity services, and use of solutions that
for example rely on roles or assertions without revealing the identity involved.

Domain Management

According to the model in figure 2, domain management in PED-DRM concerns the
relation between a UserID and a number of DevicelDs, which is characterized by a
DomainDevices (DD) data object. We propose an approach in which DD is a
certificate containing a reference to the user of the domain, references to a number of
devices, a version number and the signature of the domain manager (ADMCore in
fig.3).

DD = { DomainID, Version, UserID, DevicelDl1, ..., DevicelDn, SignDM } (1)

The first advantage of making DD a certificate is that it shows who issued it. The
second advantage of putting all domain members in one certificate is that this allows a
simple but secure signaling mechanism to show which devices are in the domain. This
can be used effectively to inform deregistered devices and can be used efficiently to
obtain and distribute revocation/authorization information. This synchronization
mechanism is part of the secure authenticated channel setup, as explained later, which
makes it possible for the system to function even when not all devices are online and
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reachable. The third advantage of the DD certificate is the ability to report domain
information to the user on any domain device at any time.

Domain-based DRM systems often base their security on domain key(s) [4;6;7]. In
these systems the content key is typically encrypted with the domain key. This has
security advantages if devices are hacked because the accessible content to these
devices is limited to the domain content. PED-DRM addresses this threat by limiting
license distribution to permanent and temporary domain devices, realizing a similar
level of security. PED-DRM could also be extended with a domain key.

System Components and Their Interaction

Figure 3 presents the main components — ADMCore, ADClient, Userldentity and
ADMTerminal — that group PED-DRM functionality and the interaction between
them. We defer the descriptions of these interactions to section 5 of this paper. The
typical connectivity means that enable interaction between the components are also
indicated: combined on the same device (local), connected through a network (IP) or
via wired/wireless connection with a strict limitation on the distance (e.g. Near Field
Communication (NFC) [14]).

The ADMCore, ADClient and Userldentity must run on a compliant device which
has a DevicelD certificate because they manage domain or content-related data. These
components must have a compliant implementation, which means that their
implementation is subject to robustness requirements. It is beyond the scope of this
paper to go into detail about the robustness and implementation rules for each type.
The ADMTerminal component is only responsible for UI and control aspects and
ADMTerminal is therefore not subject to DRM compliance requirements.

Connectivity:

IADMCore ® NFC/local ADMTerminal
e Domain management Protoc'ols: ] ) e User interaction
(policy enforcement) < e device (de)registration > Control point —» %

Connectivity: Connectivity:
e NFC e Jocal/IP/NFC
Protocols: Protocols:

e device (de)registration o device(de)registration

UserIdentity < — »ADClient < _ pADClient

o User management Connectivity: o License mgt (evaluation, ex- | Connectivity: (see left)
(user credentials) * NFC change, storage, import, ...) | ® IP/NFC
Protocols: Protocols:

e Content management
e Device management (device
credentials)

o license
exchange

e User
authentication

Fig. 3. PED-DRM components and their interaction

With respect to deployment of components over devices and taking into account
the characteristics of the PED-DRM system, we foresee that Userldentity and
ADMCore components are combined on one device, e.g. on a smartcard or mobile
phone, conveniently referred to as a user identity device in the scenario section.
Alternatively, ADMCore runs as a service on the Internet, an approach similar to
OMA DRMvV2 and Apple’s Fairplay. However, in the remainder of this work we



48 P. Koster et al.

assume that ADMCore runs on a device and not in the network. Some characteristics
of local domain management are exploited, such as proximity verification, in the
knowledge that some other aspects of central domain management are given up,
notably central control and easy and direct audit facilities. Ideally, the ADClient and
ADMTerminal would also be combined on one device, allowing straightforward AD
management operations using the user interface of the device for interaction with the
user. Typical devices are hardware- and software-based media centers, connected
renders (TVs), etc. Provision has been made for alternative forms of component
distribution, e.g. portable devices that combine the ADMCore, ADMTerminal and
Userldentity.

PED-DRM Domain Policy

The domain policy specifies under which conditions entities are entitled to be part of
the domain and thereby largely defines the scale of content proliferation in a domain-
based DRM system. It is evident that end users prefer a policy with a relaxed regime,
while copyright holders, content providers, etc., prefer more tight regimes. As in most
other domain-enabled DRM systems, PED-DRM has a domain policy that is fixed for
the system. An exception to this is OMA DRMv2, where the domain policy is left to
the individual Rights Issuers. Components that can enforce (part of) the domain
policy include the ADMCore and ADClient.

We propose a simple and straightforward basic domain policy enforced by
ADMCore. The policy is based on a maximum number of devices per domain. So far,
the policy is very similar to Apple’s Fairplay limit of 5 authorized PCs. Furthermore,
ADMCore only registers ADClients that are in direct proximity. This limits the
domain size and content proliferation to places where the user goes. Devices may be a
member of multiple domains to support sharing of content between people who share
devices.

In addition to the basic domain policy, further measures may be required by the
content owners, e.g. to further reduce some of the risks associated with the attacks
mentioned earlier or to allow a higher number of permanent domain devices. To
accomplish this, a balanced set of the following measures may be added to the domain
policy. They should be selected with care so that in normal circumstances a user does
not encounter them, keeping conceptual complexity low for end users. Note that it
may be hard to estimate the resulting content proliferation when these measures are
combined. Some examples are: ‘membership liveness’ meaning that domain
membership stays valid for some time, but must be confirmed regularly by the
ADMCore; ‘rate-limited domain management’ meaning that (de)registrations may not
exceed a maximum level per time unit.

Options with respect to the domain policy enforced by the ADClient are: the
number of domains of which a device may be a member, which is unrestricted in pure
PED-DRM; the validity time of the membership; the rate at which the device may
register to different domains. Domain policy enforcement by the ADClient may also
interact with other non-domain management actions, such as license management,
e.g. limiting the exchange of licenses to distance-limited channels, or user
authentication, e.g. a maximum number of authentications over time.
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5 PED-DRM Operations

We will now describe the protocols and processes of the PED-DRM that realize the
main PED-DRM functionality in a secure and user-convenient way.

Device Registration

The protocol for registering a device starts when, under the user’s control, the
ADMTerminal instructs the ADClient to register itself at the ADMCore. The
ADClient requests registration to the domain at the ADMCore with its DevicelD
reference. The ADMCore responds to the ADClient with a new DD certificate,
including the ADClient’s DevicelD, if the device is registered successfully. The
ADMCore processes the registration request using the following steps: it verifies the
authenticity of ADClient’s request (i.e. verify digital signature or use of secure
channel), it verifies that the device with DevicelD is not revoked and is not already a
member, it executes the PED policy algorithm to determine whether the device may
be added to the domain and creates a new DD certificate with the DevicelD reference
included and an increased version number. The ADClient verifies the validity of the
DD certificate received, stores it and is subsequently able to render domain content
based on possession of the DD certificate.

The device registration protocol supports two deployment configurations
explicitly. The first is the trivial case where the ADClient and ADMTerminal are
located on the same device with an NFC interface to the ADMCore. The second case
concerns a device which has limited UI capabilities and an NFC interface to the
ADMCore and which is controlled by an ADMTerminal running on another device in
the network. Provision has been made for ADClients without NFC interface to be
supported in the future using extensions to the protocol or policy.

The requirement that the device registration protocol should protect the interests of
the user in his role as domain and device owner is triggered when domain
management can be controlled over a network. Device owner consent can be
addressed in two complementary ways. The first solution involves user confirmation
at the ADClient for registration, e.g. the ADClient device is put in registration mode
by pressing a button. This ensures that a remote ADMTerminal cannot add devices to
a domain without confirmation at the physical location of the ADClient. The
implementation should ensure that a user confirmation only relates to the intended
registration session. The second solution comprises authentication of the device or
domain owner when devices are registered remotely to prevent abuse such as
registration by third parties on the same network. Domain owner consent is implicitly
assumed, because the ADMCore must be in physical proximity of ADClient.

The requirement that the protocol must be robust and must inform the user of the
status is supported by including acknowledgements, rollback procedures, and DD
distribution in the protocol that prevents the ADClient from considering itself a
domain member when the ADMCore does not. The ADMCore has to implement the
device registration protocol as a transaction due to the fact that communication could
fail, e.g. a smartcard stops functioning when it is removed prematurely from the
reader. It must perform a rollback procedure when it is re-activated after removal. To
speed up the distribution of the new domain composition and thereby contribute to the
robustness and consistency for the user as well, the registered ADClient should
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broadcast the latest DD certificate to other ADClients. The latter is a best-effort
approach in addition to the forced synchronization as part of the secure authenticated
channel required for the license exchange described later.

Device Deregistration

The device deregistration protocol starts when the ADMTerminal under the control of
the user instructs ADClient to deregister itself at the ADMCore. The ADClient sends
a deregister request with its DevicelD to the ADMCore, which responds with a new
DD certificate that indicates the domain composition. If the ADClient is not available,
e.g. if it has been stolen, broken or is offline, then the ADMTerminal may send the
deregister request on its behalf. The ADMCore verifies that the DevicelD indicated in
the deregistration request is listed in DD, it removes the device from the DD
certificate and increases its version number. The ADClient performs the following
steps for the deregistration response: it checks the validity of the DD certificate and if
it is no longer listed it deletes the DD certificate. Before ADMCore replaces its stored
DD certificate, it expects a deregistration confirmation from ADClient to ensure that
ADClient received the request and deregistered itself. Unconfirmed deregistrations,
including deregistrations of offline devices, may be administered differently and used
in the domain policy for future device registrations, such that the protocol cannot be
misused to allow for lots of new registrations while the old ones are effectively still
present. The new DD certificate should be broadcasted so that other domain devices
learn the new domain composition as quickly as possible.

The interests of the domain owner in the deregistration protocol are protected by
the requirement that the ADMCore and ADMTerminal must be in close proximity or
in direct contact with each other. The presence of the ADMCore implies authorization
for the deregistration action. Alternatively, the requirement can also be met if the
ADMCore is present near the ADClient that is removed, in combination with a user
confirmation or explicit deregistration mode on ADClient to thwart unwanted
deregistrations from the local network. The device should ensure that the
confirmation or deregistration mode corresponds with the correct deregistration
session. The implementation must ensure that the user may not be subject to a denial
of service attack consisting of many confirmation requests.

The device deregistration protocol fulfills the requirement that devices must be
removable from the domain. Stolen and offline devices are removed effectively over
time when the new domain composition is distributed in the form of the DD
certificate as part of the secure communication protocol discussed later.

ADClient Reset / Local Deregistration

A local deregistration is required when an ADClient needs to be de-registered from a
domain but has no opportunity to communicate with its ADMCore, e.g. someone
gives his device away without having his ADMCore in the neighborhood but still
wants to prevent the new owner from accessing his content. In this case he needs to
perform an autonomous ADClient reset action whereby the ADClient deletes the DD
certificate. This approach should not be advocated because there is no automatic
means to ensure that ADMCore will remove it from the DD certificate as well. A
device should therefore indicate to the user that he needs to perform (offline)
deregistration using ADMCore as well.
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ADMCore Disaster

If the ADMCore device is broken or lost, a user is no longer able to change the
composition of his domain. If the ADMCore is stolen, somebody else will be able to
add his own devices and access the content belonging to the original owner, assuming
that no additional access control mechanisms are in place. To mitigate this problem, a
user requests a new ADMCore device. As part of this process the old ADMCore is
revoked, with the result that the devices will no longer engage in AD management
protocols with the old ADMCore and DD certificates issued by the old ADMCore
will not validate correctly, since the old ADMCore is blacklisted. In effect, the old
ADMCore and the old domain are revoked. The user needs to register all his devices
to a new domain managed by his new ADMCore.

Secure Authenticated Channel and Revocation

The AD management and license exchange protocols require confidentiality,
integrity, authenticity and protection against replay attacks; these are provided by a
Secure Authenticated Channel (SAC). Although many general purpose SACs exist,
e.g. TLS [15], PED-DRM has some specific features that are highlighted here.

An important aspect for PED-DRM is the exchange of DD certificates as part of
the SAC setup phase. When a device receives a valid DD certificate with a higher
version number than its stored DD certificate, it replaces the stored DD with the new
DD, provided that it is still contained in the new DD certificate, otherwise it removes
its DD completely. Inclusion of the DD certificate forces the DRM system to function
correctly by ensuring that devices have an updated view of the domain composition.
Based on this view, they must decide how they can exchange licenses with other
devices and what kind of access they can allow to the content. The exchange of the
DD certificate as part of SAC setup facilitates the update of a deregistered device that
was deregistered from the domain while it was offline. The viral nature of the DD
certificate distribution ensures that eventually the deregistered devices are no longer
able to render any further domain content, except when a deregistered device no
longer has any contact with its former domain members. The viral nature of DD
certificate distribution is made more effective by requiring SAC usage for common
operations, e.g. license exchanges, domain (de)registrations and user authentication.

A second important aspect of SAC setup is the support for device revocation.
Devices only participate in domain management or license management interaction
when the other party is still compliant. Lack of space limits us to only sketch the
solution: we propose to use a scheme based on authorization lists, i.e. assertions
proving that devices are still compliant, which also uses the viral nature of DD
distribution to ensure that all active domain devices obtain fresh
authorization/revocation status information related to a domain and user, even when
some devices do not have global (Internet) connectivity.

User Authentication

The user authentication protocol consists of unilateral authentication based on a
straightforward PKI protocol extended with proximity/presence assertions if
necessary. Revocation must be supported on two levels: user identity and user identity
device/token. The user identity should be revoked when the private key is
compromised. User identity devices should be revoked when the device is broken,
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lost or stolen. The user obtains a new Userld device and can use both his old and new
content. An additional measure could be that for new content the old Userld device is
specifically blacklisted in order to tackle cases where propagation of revocation status
information may take some time. For both levels of revocation nothing needs to be
done with either content or licenses. The organizational and infrastructural aspects of
user authentication and identity management have been omitted here.

License Management

Distribution of licenses is straightforward in PED-DRM. The ADClients must
exchange licenses with each other using the SAC. The properties of the SAC ensure
that only compliant and non-revoked devices can obtain the licenses.

To reduce the effect in the case of hacked devices, licenses in a PED-DRM are
only transferred to and stored on devices that are either domain devices or devices to
which the domain user has been authenticated recently. It is preferable if the source
device receives some proof of the user identity device via the target device such that it
can be sure that the user identity device is or was in close proximity to the target
device. A pure form of this approach implies that domain licenses are removed from
devices upon deregistration or upon expiry of an authentication session, which might
be impractical in some cases since it could unintentionally destroy the last domain
license for a content item while not achieving any significant increase in security
because the device already possesses the licenses. There is a minor drawback to this
approach because licenses cannot be distributed upfront as they can when domain
keys are used.

6 Related Work

To put PED-DRM into perspective we compare it with other network-oriented DRM
systems. Due to limited space we have restricted ourselves to highlighting some
advantages of PED-DRM over other systems. Of course, PED-DRM is not free of
pre-requisites, e.g. its dependence on user identification and the hardware tokens and
interfaces required for this, none of which are currently commonly used in consumer
markets and products.

Person-based access to content at any time and in any place is one of the main
advantages of PED-DRM over a number of systems that are device based and/or
limit content exchanges to the local network, e.g. SmartRight [4], DTCP-IP [5] and
Microsoft’s WindowsMedia DRM (MS DRM) [16].

An advantage of PED-DRM (and also of SmartRight, for example) is that it
separates domain management and domain policy from the license-issuing
functionality, which enables a uniform user experience. This is the opposite from
OMA DRMvV2, where each rights issuer manages the domains for its content
according to its own domain policy, which may be confusing for users buying content
at different shops.

PED-DRM’s approach is based on the equality of rendering/storage devices
(ADClients), which is easy to understand for end users. Current systems, such as
Apple’s Fairplay or MS DRM, put devices in different classes such as PCs, portables,
extenders [17], etc. The complicating factor is that policies vary for each device class,
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e.g. number of devices allowed per class, permitted functions such as
rendering/storage per class, and whether or not a device may further distribute content
and licenses to domain devices.

When the relation between persons change, it is quite easy for them to divide up
their music in PED-DRM because each person binds his content to his user identity.
Solutions such as SmartRight make it more difficult to do this because they are device
based and, furthermore, only allow one domain per environment.

7 Conclusions and Discussion

In this paper we have discussed a design and operation of the PED-DRM concept in
which (1) content is linked to persons, (2) a person has a number of permanent
domain devices, and (3) where content can be rendered on the permanent domain
devices or (4) on arbitrary (compliant) devices after authentication. The main
characteristics of the design are the seamless access to content on devices that are a
member of the domain. Authentication is taken care of by means of a personal
smartcard or a device that can act as a user identity device like a mobile phone with a
SIM. These two characteristics allow the person of the domain to enjoy his content at
any time, anywhere and on any device. It is also possible to share content with
relatives or friends by sharing content access devices that can be a member of
multiple domains. However, due to the domain policy, which states that the number
of devices in a domain is limited and that content can only be accessed on non-
domain devices if the owner of the content is in close proximity, the proliferation of
the content is still controlled strictly.

The user requirements have been taken into account in the design of the PED
management protocols. For example, users have explicit control over what devices are
added and/or removed from their PED. The use of close proximity technologies and
devices (smartcards) makes the system as user friendly as is possible with the current
technology.

The attacks relating to the domain concept realization and person-based content
access are addressed by robust protocol and device design and by an appropriate
domain policy. With respect to the attacks that deal with user behavior, it is harder to
make an assertion. The proposed domain policy for a maximum number of permanent
devices per person, and registration of domain devices with a proximity requirement
will reduce most threats significantly. However, for some attacks, such as ‘Content
filling station’, it is hard to put in place effective protection without adopting less
user-friendly policies like time-outs for domain membership.

Technical challenges for PED-DRM lie amongst others in privacy issues for user
identities and in the infrastructure, e.g. availability of authentication mechanisms.
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Abstract. Multimedia information management, which implies all steps from
creation and production to distribution and consumption, is a complex and
challenging research area. To have a secure and trusted system we need to take
into account aspects such as digital rights management (DRM), certification,
control and security. As current solutions rely on proprietary architectures and
tools, we propose an open architecture, as general as possible and not restricted
to a specific standard, which provides trust and rights management in
multimedia information systems. We analyse how the elements of the
architecture provide trust to the whole value chain by managing multimedia
content and digital rights represented using current standards, such as MPEG-21
and OMA DRM, and we compare it with an alternative approach. Then, we
illustrate the system operation through a content composition use case, and
finally, we present the software tools that we have already developed and the
future work.

1 Multimedia Information Management Architecture

In [1] we proposed an architecture for a system capable of processing multimedia
information structured as defined in the MPEG-21 standard [2]. This architecture was
refined in [3] and [4] to be as general as possible, considering the requirements from
several standards, initiatives and projects like the Open Mobile Alliance (OMA) [5],
MPEG-21 [2], Digital Media Project (DMP) [6], FP6 NAVSHP DRM [7] and
AXMEDIS European project [8]. Figure 1 shows the basic modules that constitute the
new architecture.

Content Protection | | Governance
Server Server Server
Trusted 3
client S
= Adaptation Certification | | Supervisor
Server Server Server

Fig. 1. DMAG-MIPAMS architecture
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The architecture, called DMAG Multimedia Information Protection and
Management System (DMAG-MIPAMS), whose name is after our group acronym
DMAG [9], consists of several modules, where each of them provides a subset of the
whole system functionality needed for managing and protecting multimedia content.
The following list briefly describes the modules of the architecture:

¢ Content server. It provides the content that final users may request.

¢ Protection server. It is responsible for protecting the content or digital objects,
which become protected objects, mainly using encryption techniques and
managing the encryption keys.

¢ Governance server. The governance server includes several functionalities:
license generation, license storage, authorisation and translation support.

o Certification server. It includes registration, authentication, certification and
verification of users, tools and devices.

e Adaptation server. It performs the adaptation of content and its associated
metadata, depending on transmission, storage and consumption constraints.

e Supervisor server. It receives reporting messages that include information
about different aspects of media usage and stores them for future access.

It is worth noting that currently the architecture does not try to be complete, and
some possible modules, such as a payment solution, are deliberately ignored.

2 Provision of Trust

After introducing our architecture, we are going to analyse the elements in the
proposed system that provide trust from a business user or a final user point of view.

To provide trust to users it is important to take into account privacy aspects. In the
presented system, information regarding content usage must be tracked. Nevertheless,
this information will only be accessible to authorised parties. This authorisation will
be done by means of party certification, which will provide the authentication in front
of the service giving access to the information.

2.1 Use of Licenses

Digital Rights Management (DRM) enables the association of rights and conditions of
usage to digital content, written in a digital license that can be embedded together
with the content or stored in a separate way.

Digital licenses can be seen as digital documents that establish a contractual
relationship between two parties: the license issuer and the granted party. That is,
licenses can be used to establish contractual relationships in an e-commerce
environment not only for final users (B2C scenario) but also between content
creators/providers and distributors (B2B scenario).

Another interesting functionality of digital licenses together with the Governance
server is the possibility to keep track of the identity and correctness of the actions
performed by any of the value chain players, from the content creator to the final user.
The authorisation algorithms use the licenses stored in the Governance server to
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determine if all the parties (content provider, distributor, final user) use the contents in
the right way, according to the rights they are granted by their authorising party.

As we have seen, DRM can be a key element to provide trust in a content
management system. In the proposed system, the Governance server provides this
functionality through its license creation and authorisation facilities.

2.2 Protection

Protection mechanisms over digital content make it possible to deploy a business
model to ensure the accomplishment of the license terms, so that protected objects are
safe from unauthorised access, providing trust to the DRM system.

The delivery of protection keys must be performed in a secure and trusted way. On
one hand, keys must be delivered through a secure channel. Moreover, they must be
inaccessible in the client side. This can be achieved by providing the keys to certified
and hence trusted tools in the client side.

2.3 Users and Tools Certification

Any tool in the user side must be trusted and must perform some checks in the server
side to resynchronise the local information with the server side in every reconnection.
Every time a user tries to do an action over a protected and governed object, the client
side module must send the necessary information to the server side so that it can
verify not only the user and the device, but also the tool integrity to ensure that the
module has neither been modified nor corrupted. By ensuring the tool integrity, we
can be sure that it is still trusted from the system point of view. If we want to provide
trust from the user perspective, we must trust on the party that is performing the
certification, which can be more easily achieved in a B2B scenario than in a B2C
scenario. Whereas in a B2B scenario each party usually has a previous knowledge of
the rest of the players and even also of the system, which could be formalised in a
contract, in the B2C scenario, users usually need to trust on some tools without a real
knowledge on how they work or manage their personal information.

The Certification server provides the mentioned functionality to verify the user,
device and tool integrity. The tool in the user side must be trusted and must perform
some checks in the server side to resynchronise the local information with the server
side in every reconnection. Every time a user tries to do an action over a protected and
governed object, the client side module must send the necessary information to the
server side so that it can verify not only the user and the device, but also the tool
integrity to ensure that the module has neither been modified nor corrupted. By
ensuring the tool integrity, we can be sure that it is still trusted.

2.4 Supervision and Tracking

Transaction and operation supervision and tracking is another feature that can provide
trust in such a system. The Supervisor server is responsible for collecting and
interpreting the reporting messages generated by different modules and storing the
appropriate information into a specific database. As we have already explained, the
information in the reports can be notified to the corresponding party or used to block
the access to a user, for accounting purposes or statistical analysis.
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3 Existing Standards and the MIPAMS Architecture

As we have already mentioned, our intention is to define the architecture as general as
possible so as not to be restricted to a specific standard, but to be able to align it to as
many standards as possible. With this aim, we are going to present how it can operate
with current standards, such as MPEG-21 [2] and OMA DRM REL [10]. However, in
order to have a fully interoperable architecture capable of managing different
multimedia formats at the same time, common interfaces for the identified modules
should be defined.

MPEG-21 standard defines different mechanisms and elements needed to support
multimedia information delivery and management, and the relationships and
operations supported by them. In the seventeen parts of the MPEG-21 standard, these
elements are elaborated by defining the syntax and semantics of their characteristics.

In the MPEG-21 context, the information is structured in Digital Items, which are
the fundamental unit of distribution and transaction. A Digital Item [11] is constituted
by the digital content, plus related metadata, such as adaptation information (DIA,
Part 7) [12], information related to the protection tools (IPMP, Part 4) [13], rights
expressions (REL, Part 5) [14], information to automatically report some actions
exercised over the digital content (ER, Part 15) [15] and others.

In the following list, we describe how our architecture has the necessary
functionality to cover the different parts of this standard:

e DID. Digital objects can have the structure of Digital Items, as defined in the
DID part of the MPEG 21 standard.

e IPMP, REL and RDD. In MPEG-21 standard the protection and governance of
digital content are specified in MPEG-21 IPMP Components, REL and RDD
parts. MPEG-21 IPMP Components provides mechanisms to protect a digital
item (DI) and to associate licenses to the target of their governance, while
MPEG-21 REL specifies the syntax and semantics of the language for issuing
rights for users to act on DIs while MPEG-21 RDD [16] comprises a set of terms
to support the MPEG-21 REL.

¢ ER. Event Reporting is required within the MPEG-21 Multimedia Framework in
order to provide standardised means for sharing information about Events
amongst Peers and Users. Such Events are related to Digital Items and/or Peers
that interact with them. In the MPEG-21 context, the reporting messages that
include information about different aspects of media usage are called Event
Reports. In our system, the functionality that involves the management of the
event reports is provided by the Supervisor.

OMA Digital Rights Management (DRM) v2 [17] defines mechanisms to enable
the consumption of digital content in a controlled manner. The content is consumed
on authenticated devices per the usage rights expressed by the content owners. The
OMA DRM work addresses the various technical aspects of this system by providing
appropriate specifications for content formats, protocols, and the rights expression
language based on ODRL [18]. ODRL and MPEG-21 REL are currently the two most
important rights expression languages and, although they have a different syntax, their
semantics is quite similar.
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We have been working for some time in this interoperability issue. After an initial
proposal of a simple syntactic mapping [19], [20] we have proposed a specific subset
of MPEG-21 REL that is interoperable with the first version of OMA DRM REL [21],
[22], [23] and also with version 2 of OMA DRM REL [21], [24], [25], [26]. This
work could lead to the specification of an MPEG-21 REL profile, as it is being
discussed in the MPEG group after our proposals.

Our architecture enables the use of whatever rights expression language the content
creators, providers or distributors want to use, associated to digital objects. Internally,
our system can work with a predefined rights expression language and provide some
translation mechanisms for converting licenses expressed in other languages to the
predefined one. This translation can only be performed under certain conditions,
which can be grouped to define rights expressions languages profiles, as stated before.

We have also studied the workflow of OMA DRM in order to provide a generic
workflow for DRM systems [27].

4 Relationship of the Architecture with Other Initiatives

Other architectures exist for the management of protected multimedia content.
Nevertheless, they correspond to proprietary systems and it is difficult to compare our
architecture with them, as they do not follow any standard. Among projects funded by
public administrations, the MOSES project [28] developed the OpenSDRM [29]
architecture, with which DMAG-MIPAMS has some common points.

The main differences between MIPAMS and OpenSDRM are the following:

e OpenSDRM provides a Wallet, the middleware that requests and manages
licenses and performs the authorizations locally. A single wallet can be used on
the same device by different applications, whereas in MIPAMS we will have a
trusted plug-in for each application or specific trusted application.

e OpenSDRM currently uses ODRL to express the licenses, while MIPAMS
proposes different mechanisms, such as translation, to support ODRL and
MPEG-21 REL at the same time.

e OpenSDRM provides a Content Preparation Server, which receives raw data and
encodes it on a specified format, while adding metadata and protection. On the
other hand, MIPAMS leaves this functionality for specific user-side tools, while
providing protection, licensing and adaptation functionalities on the server side.

e MIPAMS performs the authorisation of users based on a licenses chain (from
content rights holder to party or user), ensuring rights fulfilment in the whole
value chain, whereas OpenSDRM uses a single license referred to the party.

e MIPAMS, through supervision and tracking functionalities, enables post-usage
billing. OpenSDRM provides an interface for a pre-usage payment solution
while, for the moment, MIPAMS leaves this point open for the involved parties.

5 Use Case

In this section we present a scenario to illustrate how the proposed architecture and
the processing of protected and governed multimedia content are related.



60 J. Delgado et al.

The scenario we propose is about content composition. Imagine that a publisher
has purchased a license that grants him the right to include a still image in one of his
electronic publications. The mentioned user has installed in his device a specific
editing tool or a plug-in for an already existing tool capable of managing the protected
and governed objects of the system. For the sake of simplicity, the license creation for
the new composite content has been omitted.

The use case begins when the user (publisher) downloads the protected and
governed image and tries to include it in his publication using the editing tool. Figure
2 shows the steps involved in the content composition use case, which are:

1. The user opens in the editing tool the digital object that contains the image.

2. The user tries to include it in his publication (“embed” image).

3. The tool/plug-in connects to the Protection server in order to check if the user is
authorised. It sends the following information: requested operation (“embed”), object
identifier, user identifier, device identifier and tool/plug-in identifier.

User + Protection | | Certification | | Governance| | Supervisor
Intermediary Server Server Server Server
1. Open Digital object
in editing tool
2. Embed image 3. Authorised?
4. Check user,
device, tool
>
5. Query Talabase
6. Check info
8. User, 7. Authenticated, verified
device,
tool OK
9. Authorised?
10. Retrieve
Iicen‘ses
11. Authorisation
algorithm
12. Authorised
14. Authorised, 13. Authorised
unprotection info
15. Determine necessary tools and algorithms to unprotect content
Detect tools and algorithms availability in device: available
16. Unprotect image
17. Embed image

Fig. 2. Content composition use case

4. The Protection server sends the Certification server the received information.

5, 6. The Certification server queries its database and checks that the user and device
are registered and the tool/plug-in integrity.

7. An event report is sent to the Supervisor server notifying the successful
authentication of the user and verification of device and tool.

8. The Certification server notifies the Protection server that everything is OK.

9. The Protection server contacts the Governance server asking if the user is
authorised. This authorisation consists on checking if the user is granted to exercise
the right “embed” over the image according to a certain chain of licenses (going from
the image creator (or rights holder) to the publisher).
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10, 11. The Governance server searches in the database the licenses related to the user
and runs an authorisation algorithm over the chain of licenses. The Governance server
determines that the user is granted to perform the requested operation and that the
distribution chain is correct (all the parties in the license chain were granted by their
corresponding license).

12. An event report is sent to the Supervisor notifying the successful authorisation.

13. The Governance server notifies the right authorisation to the Protection server.

14. The Protection server notifies the object viewer that the user is authorised and
sends the needed information for unprotecting the content.

15. The tool/plug-in determines the tools or algorithms that must be used to unprotect
the object and detects that they are already available in the user device.

16. The tool/plug-in unprotects the image following the unprotection process steps
and using the necessary tools and algorithms.

17. The editing tool finally embeds the still image into the electronic publication.In
this section we present a scenario to illustrate how the proposed architecture and the
processing of protected and governed multimedia content are related.

6 Development of Tools and Demonstrators

At the DMAG [9], we have been working in the MIPAMS trusted architecture and
related standards, and have already developed several tools [30], contributed to the
standardisation of MPEG-21 and included in the MPEG-21 Reference Software [31].
Some other tools have also been created to deal with ODRL licenses [32]. The tools
we present in subsequent subsections are publicly available at [30] and [32].

The implemented tools offer independent and isolated functionality and will be
extended and integrated with other modules in the context of the AXMEDIS
European project [8] to develop several demonstrators, for several delivery channels.
With these demonstrators we will verify the operation of the proposed modular
architecture. Moreover, an AXMEDIS framework will be available for presenting the
tools implemented in this project.

6.1 Rights Expression Languages and Rights Data Dictionary Tools
REL and RDD developed tools concern the creation and validation of digital licenses.

License Validators. These tools take a license as input and provide a verdict as the
output. If the input license is not valid, a report explains the reasons why, according to
the validation that has been performed. These tools, which have been implemented as
Java APIs that can be run independently or integrated with other modules, include:

e MPEG-21 REL Schema Checker. It checks if an MPEG-21 REL license is
valid against the corresponding XML Schemas.

e MPEG-21 ODRL Schema Checker. It checks if an ODRL license is valid
against the corresponding XML Schemas.

e MPEG-21 REL Validation Rules Checker. It checks if a schema-valid
MPEG-21 REL license is a valid REL License according to the MPEG-21 REL
standard specification [14]. A license will be REL syntactically conformant if it
complies with all the rules specified in the standard.
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License Creators. These tools have been implemented as web applications, formed
by a web page containing an HTML form, a servlet for processing the information
introduced in this form, a Schema Checker implementation and several auxiliary files,
mainly used for formatting the information. The introduction of information is done
by means of the HTML form. If all information has been filled, an XML file
containing the license is created. Finally, the license syntax is checked with the
Schema Checker and returned to the user, who can see the generated license and also
store it locally. They include:

e MPEG-21 REL License Creator. It allows the introduction of the following
information to create a license: Principal, Resource, Right, Conditions and
Issuer.

e ODRL License Creator. It allows the introduction of the following information
to create a license: Asset, Permission, Constraints and Party.

MPEG-21 Authorisation Tools. These tools determine if a user is authorised to
perform an action over a resource according to the license terms. In this tools we have
used the RDD term genealogy defined in MPEG-21 to determine if a term present in a
license (e.g. Adapt) grants a user the permission to perform another action (e.g. Play).
We have implemented a specific tool, as a Java API, that consults an RDD ontology
placed in an external server, returning all the ancestors of an input RDD term.

¢ License Interpreter. It performs the authorisation according to a unique license
and a simple, non-standardised query mechanism.

¢ Interpretation Conformance. It performs a standardised authorisation and
query mechanism, which consists on checking not only if the user is authorised
according to the source license, but also if the party that issued this license was
authorised to do so, and so on, so that the whole licensing chain is checked.

6.2 MPEG-21 IPMP Tools

IPMP developed tools concern the validation and extraction of IPMP information
from Digital Items, as explained next:

e MPEG-21 IPMP Expressions Validator. This tool parses and validates a set of
IPMP Information documents against the XML Schemas specified in them.

¢ MPEG-21 IPMP Information Extractor. This tool obtains the IPMP
Information associated to a protected DIDL document or parts thereof. First, the
protected element(s) within the DIDL document are identified and presented.
Then, the software module obtains and presents the relevant information related
to the IPMP tools and the license(s) associated to each one of the IPMP DIDL
elements previously identified.

o MPEG-21 License Extractor. This tool obtains the license(s) associated to a
protected and governed DIDL document or parts thereof. It identifies the
protected element within the DIDL document given as input, and obtains the
license(s) that govern(s) it, if any.



Rights and Trust in Multimedia Information Management 63

7 Conclusions

We have presented a general architecture of a system for the distribution and
management of protected and governed multimedia content, based on different
requirements, not restricted to a specific standard and flexible enough to locate
different functionalities in separate machines.

We have analysed the elements in the proposed architecture to describe how they

provide trust in different aspects to the global system and the whole value chain.
On the other hand, we have shown how the presented architecture is flexible enough
to support current standards such as MPEG-21 and OMA DRM. In the MPEG-21
context, we have described the relationship between MPEG-21 parts and the elements
or functionalities of the architecture while, regarding OMA DRM, we have shown
how the use of different rights expressions languages can be managed by translation
mechanisms and profile definition. Moreover, we have compared MIPAMS with the
OpenSDRM architecture.

Then, a use case has been presented showing the successive steps that the system
will follow in a content composition scenario, considering authentication, verification
and authorisation matters.

Finally, we have presented several tools that have been contributed to the
MPEG-21 Reference Sofware part and we have introduced the AXMEDIS project,
which will provide a publicly available framework.
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Abstract. Amortization schemes for authenticating streamed data have
been introduced as a solution to reduce the high overhead that sign-each
schemes suffer from. The hash chains structure of amortization schemes
and the number of hash values appended to other packets affect the effi-
ciency of the authentication scheme specially against packet loss. Which
packets should have hashes appended to the signature packet and how
many hashes to append to it have no solutions yet. This paper introduces
a new hash chain construction to achieve longer resistance against packet
loss and reduces the overhead. The proposed scheme consists of multiple
connected chains, each chain links several packets together. Our scheme
specifies clearly how to choose the packets that should have hashes ap-
pended to a signature packet, in addition to deriving their loss probabil-
ity. We study the effect of the number of hashes that are appended to a
signature packet on the overhead. We introduce a measure so as to know
the number of packets receivers need to buffer until they can authenti-
cate the received packets. The number of chains of our model plays a
main role in the efficiency of our scheme in terms of loss resistance and
overhead.

Keywords: Multicast stream authentication, hash chain, signature
amortization, web security.

1 Introduction

Digitally sign each packet using any signing algorithm such as RSA requires
high computation and communication overhead and causes delay on both the
sender and receivers [I], even if faster signing algorithms are used such as in
[2]. Alternatively, Message Authentication Codes (MAC) are introduced such
as TESLA in [3], which requires time synchronization between the sender and
receivers. Another alternative is amortization schemes, such as Authentication
Tree (AT) in [], Efficient Multi-chained Stream Signature (EMSS) in [3] and
Augmented Chain (AC) in [5]. In amortization schemes the stream is divided
into blocks, a single packet in each block is digitally signed and the rest of the
packets in the block are linked to the signed one using multiple hashes links. The

J. Dittmann, S. Katzenbeisser, and A. Uhl (Eds.): CMS 2005, LNCS 3677, pp. 65-[76, 2005.
© IFIP International Federation for Information Processing 2005
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linked packets form what is known as hash chains. The security of amortization
schemes is proven by Gennaro and Rohatgi in [6].

AT requires high amount of overhead, since each packet contains a signature
with the authentication information so as to be individually verifiable. EMSS
strengthens the resistance against packet loss of the scheme introduced by the
authors of [6] by storing the hash value of each packet in multiple locations.
EMSS determines the best hash chain construction by experiments and randomly
chooses packets that have hashes appended to other packets.

AC uses similar strategy to EMSS so as to achieve longer resistance against
packet loss, by choosing packets that have hashes appended to other packets in
a deterministic way. AC does not include the means of choosing the number of
packets to be inserted between each pair of the original chain.

Both EMSS and AC increases the resistance against packet loss by increasing
the number of hashes in each packet, that will in turn increases the overhead
[7], [8]. More details about AC analysis is found in [9], where it is applied to two
case studies and compared to EMSS.

The authors of [7] and [§] give analysis of hash chains based on graph theory.
They show that to increase the authentication probability, which is defined as the
conditional probability that a packet is verified, the number of paths from any
packet to the signature one should be increased. The main aim of Piggybacking
scheme in [§] is to achieve high resistance against multiple bursts.

Signature amortization using Information Dispersal Algorithm (SAIDA) in
[10], reduces the overhead of amortization schemes by using erasure codes. Ac-
cording to [I1], the computation resources of receivers for the Forward Error
Correction (FEC) in SAIDA is high comparing to that of hashes in other amor-
tization schemes. The low computation and communication cost of hashes [12],
[13] and [I4] makes amortization schemes widely adopted and researchers still
have high concern about it [15].

In this paper we will introduce a general construction of our Multiple Con-
nected Chains (MC) model [16] and [I7] and analyse the generalization of our
model. We will also introduce a measure to determine the maximum number
of hashes to be appended to the signature packet. We also show how the loss
probability of the packets that have hashes appended to a signature packet is
affected by their position, which in turn has a great effect on the authentication
scheme. We also study the relation between the number of hashes appended
to the signature packet and the overhead. Our solution is efficient in achieving
longer resistance against burst packet loss and reducing overhead at the same
time.

In Section 2l we introduce MC model. In Section Bl we discuss the efficiency
of MC model. In Section [l we show the required buffer and delay for both the
sender and receiver. Section [f] reports a performance evaluation of our model as
compared to other models followed by conclusion and future work in Section
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2 Multiple Connected Chains Model

Table [l shows the notation used in MC model. A packet P; is defined as a
message M; a sender sends to receivers along with additional authentication
information. When a stream S consists of N contiguous packets we represent
S as:

S={P, P, -, Py}

We introduce a Multiple Connected Chains (MC) model for multicast stream
authentication using signature amortization in which a stream is divided into
a number of blocks and each block consists of some packets. A single packet
in each block is digitally signed and the rest of the packets are concatenated
to the signed packet through hash chains in a way that allows the receiver to
authenticate the received packets.

Table 1. Notation

representation
number of packets containing the hash of P;
number of hashes appended to the signature
number of hashes appended to the packets of the stream
hash size (SHA-1 is 20 bytes, MD5 is 16 bytes)
total size of all hashes in the stream
number of signatures in the stream
number of packets in the stream
number of slices in a block
number of chains in the stream
communication overhead per packet in bytes
signature size (RSA is 128 bytes)
loss resistance

w
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A block of MC model consists of ¢ chains, where each chain consists of some
packets and the hash value H(P;) of each packet P; is appended to packet P;iq
in addition to v other packets P; . where j = 1,2,---,v. So as for MC model to
be constructed and robust against packet loss, we need the value of v as v > 1.
For example, when v = 3, H(P;) is appended to P41, Piye, Pitoc and Pyse.
Let A(c,v) denote a set of the packets that contain H(P;), then

A(Cv V) = {Pi-‘rla Piye,Piyac, -, Pi+uc}~

A signature packet Py;, in MC model contains p hashes of non-contiguous
packets chosen from the last ¢ packets preceding Pq;4. The reason to choose these
packets as non-contiguous is that Internet packet loss is burst in nature, and if
a packet P; is lost, packet P;i; is likely to be lost [2], [I8], [I9]. We mean by
non-contiguous packets that the next packet to P; is Piy; where j > i+ 1. On
the other hand contiguous packets mean that the next packet to P; is Pj4.
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Fig. 1. A construction of MC model when ¢ =8, k =4 and v =2

Each signature packet is sent after every kc packets, which determines the
block size, where k denotes the number of slices in MC model. The group of
the first ¢ packets {Py, Py, -+, P.} is the first slice in MC model, the group of
the second ¢ packets {P.y1, Poyo,- -, Pac} is the second slice, and so on. Fig.[Il
depicts a construction of MC model when ¢ =8, k =4, and v = 2.

Let E denote a set of the last ¢ packets preceding a signature one, then
E = {Pj-1)c41; Pk—1)ct2, - *» Prc}. Let the first packet of those that have their
p hashes appended to Pg;y chosen from E denote P_1)c+1 = Pj,, the last one
denotes Px. = Pj,, where p is the number of hashes appended to a signature
packet. So the set of the packets that have their ;1 hashes appended to Py is:

E(:u) :{levpjzv"'vpju}’

where j1 < j2--- < ju. In Fig. [Il the sender computes the hash value of the
first packet H(P;), then sends P;. A hash H(P;_1) is appended to every packet
P;, where 2 < i < ¢ before computing each packet’s hash value H(P;) and then
sends P;, where 2 < i < ¢. While H(P;_1) and H(P;_.) are appended to every
packet P;, where c+1 < i < 2¢ before computing each packet’s hash value H(F;)
and then sends P;, where c+ 1 < i < 2¢. Every packet P;, where 2c+1<:< N
contains H(P,_1), H(P;_.) and H(P;_2.) before computing each packet’s hash
value H(P;) and then sends P;, where 2¢+1 <7 < N.

The sender then appends p hashes to the signature packet P, , signs it
and sends it. The sender experiences a single packet delay since the computa-
tions of each packet’s hash value and the signature packet depend on previously
computed hashes.
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So in Fig. [0 the sender performs the following computation processes:

— H(P,) is computed,

(H(P,—1)||M;) — H(P;), where 2 <i <c¢,

(H(Bi1)|[H(Pi—c)||[M;) — H(P;), where ¢ +1 <i < 2¢,

— (H(Pi—)||H(Pi—o)||H(Pi—2¢)||M;) — H(P;), where 2¢+1<i < N,
— SAGK, H(P,)[H(P)| - |[H(P,,)) — Pag,

where || denotes concatenation, — denotes computation, SA represents the sign-
ing algorithm, and K represents the private key. The security of these amorti-
zation schemes is proven by Gennaro and Rohatgi in [6].

The following steps describes the authentication procedure according to MC
model. Since the same operations are performed on every block we only describe
it for the first block:

Choose value of v

Determine the number of chains ¢

Choose values of p and k

Append necessary hash values to P;, compute H(P;) and send P;, 1 <i < N
Choose E(u)

Append p hashes to Py, sign and send Py;g.

Bl

3 The Efficiency of MC Model

In this section we introduce factors, such as communication overhead and number
of chains, that affect the performance of the authentication scheme, equations
to measure these factors and the loss probability of E(u).

3.1 Communication Overhead

The communication overhead means the total size of the information added to
a packet to authenticate it, such as hashes and digital signature. The number of
packets v, number of hashes  and number of chains ¢ influence the performance
of the authentication scheme.

Since in MC model the packets of E(u) are chosen as non-contiguous to
each other from the last ¢ packets preceding the signature one, the value of p is
computed as

<[] »

Since each packet P; in MC model contains hashes of previous packets, P;
contains no additional hashes. While each of the rest packets of the first slice
{P2, Ps,-- -, P.} contains only a single hash, that is, in total there are c—1 hashes.
Each packet of the second slice {P.i1, Peyo,- -, Pac} contains 2 hashes of the
previous packets, so that in total there are 2¢ hashes. Each packet of the ith slice
contains 7 hashes of previous packets where i < v except for P;. In total we have

¢—142c+ 3¢+ -+ vc hashes in the first v slices; that is, (”2;”)0 — 1. Each
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packet of the remaining packets { P ct1, Pyet2, -, Pn} contains v+ 1 hashes of
previous packets. In total we have (v 4+ 1)(IN — vc) hashes. Accordingly, the total
number of hashes 5 appended to the packets of stream S is computed as

V2+1/
B=(—

The total size of all hashes H in the stream depends on the hash value the
algorithm uses. In general H is computed as

Je+ (v +1)(N —ve) — 1. (2)

H = hp. (3)

Since there are kc packets in each block, the number of signatures « in the stream
is expressed as
N
=|—]. 4
=] @

Dividing the overhead by the total number of packets in the stream gives the
overhead per packet.

Lemma 1. The communication overhead 6 in bytes per packet is

6:H+7(s+uh). (5)
N

Proof. Packets of a stream contain hashes and signatures in addition to data.
The total of all hashes in the stream is given as H, while every signature packet
contains a signature and p hashes of other packets. Therefore, we have s + ph
overhead per signature packet. Since we have ~y signatures in the stream, the
overhead of all signature packets is y(s + ph). In total we have, H + v(s + ph),
dividing this total by N gives the overhead per packet . a

The stream size N is assumed to be known in advance for the above equations.
In case N is unknown or infinite, the following equation is obtained:

. . HA~(s+ph) s+ uh
i o= i TG S S @

Loss resistance ¢ is the maximum number of lost packets the scheme can
sustain and still able to authenticate received packets. To resist burst loss of
packets, the distance from P; to the last packet that contains H(FP;) must be
longer than the expected burst packet loss length. Accordingly, in our scheme
resistance ¢ against burst loss is achieved by

l=vec—1. (7)

Longer resistance against burst packet loss is achieved by increasing the num-
ber of chains ¢ in our model. The number of chains plays an important role in
the efficiency of our model, so as to determine the appropriate number ¢, we
introduce a measure regarding burst packet loss length b and the loss resistance
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£. The model must resist the expected burst loss b, otherwise, the authentica-
tion of the received packets preceding the start of the loss can not take place.
Accordingly, vc — 1 > b, that is,
b+1
ex |2, (®)

v

Fig. Rl shows how ¢ for different streams decreases in terms of k when ¢ = 16,
w=3,v=2 s =128 bytes, and h = 16 bytes. Increasing number of slices k
decreases 6. For streams of sizes N = 320, 1000, 2000 and 5000, the overhead
per packet 6 decreases 6.7%, 5.9%, 6.0% and 6.0%, respectively, when increasing
k from 3 to 20. Our model construction depends mainly on the number of the

52

320 ——
o 1000 ~--x-—-
2000 - %---
* 5000 @
510

50 [

49

overhead/packet (byte)

48 -

a7+

46

25 30 35 40
number of slices k

Fig. 2. Overhead per packet in terms of number of slices k for different streams when
c=16,v=2and p=3

chains ¢. The increase of ¢ affects § positively. This effect is shown in Fig. [ for
different chains ¢ and streams, where the number of slices k¥ = 3. The overhead
per packet § decreases 27.5%, 16.6%, 14.1% and 12.5% for the streams 320, 1000,
2000 and 5000, respectively, when increasing ¢ from 8 to 64. The effect of p on
the overhead is depicted in Figlll when ¢ = 16, K = 3 and h = 16 bytes. The
increase of ¢ is linear with respect to p. The overhead increment ratio of small
streams IV is more than that of large ones regarding u, that is, when N increases
the increment ratio of § becomes less regarding p. When increasing p from 2 to
16, the ratio is equal to 3.43%, 2.84%, 2.55% and 2.45% for the streams of sizes
320, 1000, 2000 and 5000 respectively.

3.2 Characterizing Loss Probability with Gilbert Model

In this section we derive the loss probability of E(u) in case the packets are
contiguous to each other and non-contiguous using Gilbert model. Since in MC
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Fig. 3. Overhead per packet in terms of number of chains c for different streams where
k=3, v=2and p=3

model the packets of E(u) are chosen as non-contiguous to each other, the dis-
tance between each two packets of F(u) as well as the loss probability of these
packets depend on c.

Fig. [0 shows the Gilbert model that is used for characterizing burst packet
loss. In the figure, r represents the probability that the next packet is lost,
provided the previous one has arrived. ¢ is the probability to transit from loss
state to received state, and it is opposite to r. The transition matrix P of the
Gilbert model is expressed as

ool

P10 P11 qg 1—gq
where p;; is the transition probability from state ¢ to state j.

Lemma 2. Let G be the set of the first signature packet Pgq, and the last c
packets preceding it, then G = {Pp_1)c41s-- - Pres Psig, }- Let Py, and Pj, be
chosen as P_1yc41 and Py, respectively. Let p1 be the loss probability of non-
contiguous packets chosen from G whose hashes are appended to the signature
one, and ps be the loss probability of contiguous ones. According to the Gilbert
model p1 and p2 are given by

pr=(L—r) 2 pi gt e>2p—1, (10)
and
pr=1—-r)"Fr-1=q"'q, c>p (11)

Proof. In case of non-contiguity in our model, the first packet is P_1)c41, the
last one is Py, and the others are any non-contiguous packets in between the
first and the last. When the packets that have hashes appended to P4, are lost
and the rest packets of G are received, we have p transitions from non-loss state



Signature Amortization Using Multiple Connected Chains 73

50

48 e R R

IS

3
T
x
X

overhed/packet (byte)
IS
&
T
S
88
S8
>3< ‘\‘

IS
S
T

. . .
2 4 6 8 10 12 14 16
hashes appended to signature packet

Fig. 4. Overhead per packet for different streams in terms of y when ¢ = 16 and k = 3

Fig. 5. The Gilbert model for burst packet loss

to loss state and p inverse transitions. The other transitions are from non-loss
state to non-loss state, and the total number is ¢ — 2u + 1. Accordingly,

p1 = (1—r)2HFt gt gt

In case of contiguity, packets that have their ;1 hashes appended to P, are
Pic—py oy Pre—1 and Pr.. When all of these packets are lost and the other
packets of G are received, the loss probability ps can be derived similarly. a

Lemma 3. In the Gilbert model, let v be the probability that the next packet is
lost, provided that the previous one has arrived, and q be the opposite probability.
Then, the relation between loss probabilities p1 and ps given in Lemma 2 is

p1 < p2 when r+q¢<1,

and
p1>p2  when r+q>1.

Proof. Dividing ps by p1, we get

p2 _ v o 1—q)“_1.

P1 r q

When 1;’” X % > 1, we get 7+ ¢ < 1 and p; < p2. On the other hand, when
Ior w129 <1 we get 7 +¢ > 1 and p; > po. 0

T q
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The loss probability of the packets that have their hashes appended to the
signature one in case of contiguity ps is equal to or greater than that of non-
contiguity p; when r 4+ ¢ < 1 and smaller when r +¢ > 1.

4 Buffer Capacity and Delay

The scope of any packet P; is the maximum length from that packet to the other
packet that contains its hash P;, where j > 4. In our model the hash of P; is
appended to P;y,. at most, and so the scope is vc + 1. The details of the buffer
capacity and delay can be found in [16], [I7].

4.1 Sender’s Buffer and Delay

The sender experiences a delay of a single packet, since the last packet of a block
is signed and it depends on previously computed hashes. The requested buffer
size denoted as «, is equal to the scope of P;, so according to available buffer
resources the sender can always choose the number of chains ¢ so as to achieve
sufficient resistance to the expected burst packet loss denoted as b. The buffer
capacity is then large enough to store the scope of P;. Accordingly the following
relation holds b < ¢ < a.

4.2 Receiver’s Buffer and Delay

The necessary buffer size for the receiver denoted as «; to authenticate the
received packets depends on the following factors: the start of the burst loss,
its length and the loss of the signature packet. When 6 denote the number of
consecutive signatures loss and n denotes the number of bursts, the following
measures the necessary buffer and delay in number of packets the receiver waits:

a1 = (9+1)kc—§n:bi (12)

=1

5 Performance Evaluation

In this section we compare our solution with previously proposed schemes, EMSS
[2] and AC [3]. The comparison is in terms of hash chain construction and loss
resistance.

In terms of hash chain construction, The EMSS does not specify what and
how many hashes to be appended to each packet, or to the signature packet.
EMSS only determines the best case of the chain construction to achieve high
robustness against packet loss by simulation.

AC also does not give a clear method to determine the number of packets
to be inserted between every two packets of the original chain. Also, it does not
explain clearly the signature packet, which packets to append their hashes to
the signature and the number of hashes to be appended to the signature.
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Our solution specifies clearly the hashes to be appended to each packet and
to the signature one, in addition to introducing a mathematical model and the
loss probability.

Loss resistance achieved by EMSS depends on the way that the hash of a
packet is appended to other packets. In the case of the scheme “5 — 11 — 17 —
24 — 36 — 397, that is, the hash of P; is appended to P45, Pit11, Piy17, Pitoa,
P, 136, and P;439, an EMSS achieves loss resistance equal to i +39 —i — 1 =38
packets. For EMSS to increase loss resistance the hash of P; should be appended
to more packets, which in turn increases the overhead.

The AC achieves loss resistance equal to p(a — 1), where a represents the
strength of the chain, and p represents the sender buffer size in the AC scheme.
When C,, = Cs;, loss resistance is equal to 12 packets. The way AC can
increase the resistance against packet loss is by increasing p or a, which means
to append more hashes to other packets that in turn increases the overhead.

Our solution on the other hand, achieves the loss resistance equal to ¢ = ve—1
as given by equation (). Note that ¢ does not depend on the number of hashes
appended to each packet and requires no extra computation resources, rather
it depends on the number of chains c. Longer loss resistance is achieved by
increasing ¢, and this will also reduce the overhead, which is the major advantage
of our scheme over those previously proposed.

6 Conclusion

We introduced a generalization of our MC model for signature amortization to
authenticate multicast streams. We analyzed the generalization and introduced
a measure to determine the maximum number of hashes to be appended to
the signature packet. The loss probability of the packets with hashes appended
to the signature packet in case they are non-contiguous and contiguous are also
discussed. The effect of the number of hashes that are appended to the signature
packet on the overhead for different streams is also provided.

Our scheme achieves greater loss resistance against packet loss and lower
overhead by increasing the number of chains of our model. The buffer capacity
needed by the sender when constructing our model so as to achieve the desired
resistance against packet loss is studied. The receivers buffer capacity and delay
increases as the loss of signature packets increases.

As future works, derivation of the authentication probability for our model
and discuss the optimal values of the number of chains, number of slices, ;1 and
v of our model. We will also conduct an empirical study to see the performance
of our method and compare it to the performance of the existing methods.
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Abstract. The problem of controlling access to multimedia multicasts requires
the distribution and maintenance of keying information. This paper proposes a
new key embedded video codec for the media-dependent approach that involves
the use of a data-dependent channel, and can be achieved for multimedia by using
data embedding techniques. Using data embedding to convey keying information
can provide an additional security and reduce the demand of bandwidth. In this
paper, we develop a new statistical data embedding algorithm on
compression-domain, then, by combining FEC (Forward Error Correction)
algorithm and our proposed key information frame format. After a series of
simulation experiments, we find that the new codec can satisfy the special
demand of media-dependent approach. At the same time, the codec provides
good performance.

1 Introduction

Access control in video multicast is usually achieved by encrypting the content using
an encryption key, known as the session key (SK) that is shared by all legitimate group
members [1] [2]. Since the group membership will most likely be dynamic with users
joining and leaving the services, it is necessary to change the SK in order to prevent the
leaving user from accessing future communication and prevent the joining user from
accessing prior communication. In order to update the SK, a party responsible for
distributing the keys, called the group center (GC), must securely communicate the new
key material to the valid users. This task is achieved by transmitting rekeying messages
that use key encrypting keys (KEKSs) to encrypt and distribute new keys. In addition,
any solution to access control should address issues of resource scalability for scenarios
of large privileged groups.
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The problem of access control for multicasts has been recent attention in the
literature, and several efficient schemes have been proposed with desirable
communication properties. These schemes can be classified into two distinct classes of
mechanisms: media-independent mechanism and media-dependent mechanism [1]. In
media-independent mechanism, the rekeying messages are conveyed by a means totally
disjoint from the multimedia content; while in media-dependent mechanism, the
rekeying messages are embedded in the multimedia content and distributed to those
who receive the data.

When media-dependent mechanism uses data embedding techniques to delivery
rekeying messages, the issues of reliability of them and transparency for adaptation
mechanisms become more pronounced than in the media-independent case. New video
codec should face these challenges: 1) transparency for adaptation mechanism;

2) reliability for rekeying message delivery; 3)real-time key embedding;4) Multicast
architecture and packetization independence;5) Video Quality; since the rekeying
messages are embedded into the video content by modifying the original signal, there
will be great impact for video quality. How to make the video quality after key
embedding acceptable for users and meanwhile maintain preferable security is another
challenge.

In this paper we propose a new key embedded video codec which can solve the
challenges mentioned in above. The rest of the paper is organized as follows Section 2
presents our key embedded video codec, including the error resilient embedded video
coding and detecting scheme. Section 3 evaluates our codec by a series of simulation
experiments. Section 4 contains some concluding remarks. Appendix A proves the
validity of our key embedding scheme. Appendix B presents the relationship between
luminance in spatial domain and the coefficients in the DCT domain, and infers the
luminance alteration method in DCT domain.

2 Error Resilient Embedded Video Coding Scheme

2.1 Overview

The whole the real-time key embedding and detecting process is divided into two parts:
key embedded video coding part and key detecting & decoding part. In the key
embedded video coding part, key embedding algorithm is added into the process of
source coding of MPEG?2 video. In this algorithm, key message will be modulated into
the DCT coefficients. In order to improve the error resilience of the embedded key
messages, we make use of FEC approach to conduct error control. Then, all messages
will be encrypted by old key and sent out to another host via the network. In key
detecting & decoding part, firstly we use the shared key to decrypt the incoming data
packet, and decoding them. While decoding it, we detect the embedded key messages,
which will be the shared key at the next communication interval and be used to decrypt
the incoming packets.

2.2 Key Embeding and Key Detecting Algorithm

In this section, we use the ALV (Average Luminance Value) modulation in the DCT
domain to implement this algorithm. When the MPEG2 bitstream arrives to the
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transcoder, the transcoding algorithm can be abstracted to perform in a way that first
decodes the MPEG?2 bitstream, then down-samples the YUV sequence and re-encodes
the bitstream into MPEG4 or H.264 bitstream. It is the re-encoding process,
specifically, the re-quantization process that makes the video signal different from the
original content. As for the ALV of a field, since it is averaged by the number of DCT
blocks, when such number is large enough and these blocks are independent, based on
the “Law of Large Numbers”, the displacement of the ALV of a field will be small. The
detailed demonstration is shown in Appendix A. Fig.1 illustrates one kind of method to
divide the 640x480 format picture into 10 fields which is composed of
640x480/8/8/10=480 8 by 8 blocks. The distance between any of the two blocks in
the same field must be as far as possible to satisfy the independence requirement. Such
a blocks partition philosophy is the same as cell allocation philosophy in cellular
mobile communication system [3] and it is benefit for satisfying this independence
requirement. By changing the ALV of the fields, we can embed 1 bit in each field.
Since 480 are large enough to resist the “noise”, the receiver can successfully detect the
embedded bit with great probability.
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Fig. 1. One type of Block set partition mode in 640x480 format sequence

Although the adjustment can take place in both pixel domain and DCT domain, the
DCT domain seems better because it is nearer to the output bitstream than the pixel
domain and thus makes the embedding more precisely. In Appendix A, we have
analysis the relationship between the ALV of a 8x8 DCT block (no matter residual
block or intra block) and it’s DC component after quantization then we have come to

the conclusion: To increase the average value of a block by A in MPEG2 encoder, set

Q

C§=L(8A+CD+5)/QJ ey

Here the meanings of parameters in equation (1) are illustrated in Fig.2 which is the
outline of DCT domain key embedding diagram using MPEG?2 encoder. By using this
DCT domain key embedding diagram, we can embed a key bit into each field of the
picture.

The above processes have determined that the ALV of a field can be a carrier wave
to bear the key data. Fig.3 illustrates the modulation scheme and detecting scheme we
have proposed.
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Fig. 3. Receiver’s theoretical ALV distribution by using quantization index modulation

The horizontal coordinate is ALV (Average Luminance Value) of a field, Y is a real
number arbitrarily selected between [0, 255] as an anchor value to prevent ALV value
from being out of range and must be known by both the encoder and the receiver. C is
the modulation cycle. Once Y is determined, the value of C depends on the distribution
of ALV deviation after transcoding which is in inverse ration to the block set size N and
in direct proportion ratio to transcoder’s quantizers. In our experiments, C ranges from
4 to 16. Adding integer numbers of C to the datum mark Y will produce a series of
modulation reference points Y+nC (n=0, 1...). Note that when 7 is an odd number, the
reference point is for embedded bit ‘0’, otherwise it is for embedded bit ‘1’. The
reference points are the only values that the block sets” ALV can be after the
embedding modulation. As shown in Fig.4, to embed a bit ‘1’ in a region of a picture,
we first compute the ALV value of this block set, assuming it is X, then we find ‘0’ is
the nearest reference point. So we change the ALV of this region to be Y+2C which
stands for bit ‘1°. This ALV value might be slightly changed during the transmission.
On the receiver side, decoder can compute the region’s ALV value X, by judging the
type of its nearest reference point, decoder can draw out the embedded bit easily. Here,
the displacement of X’ to Y+2C is due to the network handling and the transcoder. The
probability of successfully detecting one bit key depends on modulation cycle C and
the quantizers used in the transcoder.

2.3 Error Resilient Key Embedding Algorithm

The reliability of key data transmission can be improved by Forward Error Correction
(FEC), thus lowering the key data missing probability in packet lossy environment. In
this paper, we use Reed-Solomon (RS) codes [4]. For symbols composed of m bits, the



A Key Embedded Video Codec for Secure Video Multicast 81

encoder for an (n, k) RS code group the incoming data stream into blocks of k
information symbols (km bits) and appends n-k parity symbols to each block. And # is
the block length. For RS codes operating on m-bits symbols, the maximum block

lengthis :n_ = 2™ —1.For an (n, k) RS code, any error pattern resulting in less than
[ = {%J symbol errors can be corrected. For symbol erasures (symbol loss or

known symbol errors), (n, k) RS code can correct 1, =n— k erasures. Generally, if
2t,+t,<n-k

the RS code can recover all the original symbols. In this paper, we choose m = 8,
therefore a symbol corresponds to one byte.

2.4 Key Data Frame Format

To make the system more robust, a key data frame format can be designed for
synchronization of key data detecting. The key data stream will be sent in the form of
frames, and the key technique used in this procedure is called “bit stuffing”. This
technique makes the frame be able to contain any amount of bits. In this schema, each
frame uses a binary sequence that consists of two ‘0’ and eight ‘1°, i.e., ‘01111110’ to
denote the place of its beginning and end, and the key data is placed between the two
flags. Since the key data stream may also contain the same sequence, the sender should
count the number of “1” in series in the data stream. When the number reaches 5, a bit
of “0” will be inserted, by what means the sequence “01111110” existed in the data
stream becomes “011111010”. The receiver still counts the number of “1” in series. If a
sequence of “01111110” is detected, the starting or end flag is met and the receiver
determines to start or end storing a frame of data to its memory. Otherwise when
“0111110” is detected, the receiver removes the last “0” automatically and saves the
“011111” before it. In this scheme the border between two frames can be uniquely
detected, since the flag sequence never exists in the data stream.

3 Simulation Experiments

As for source signals, we use two MPEG2 test sequences dinosaur and Live-captured
video which are both encoded at 640x480 size and 20fps using 500frames. Dinosaur
contains fast motion and scene change; while Live-captured video is derived from
captured video, which contains slow motion and fixed scene. And our simulation
platform is illustrated in Fig.4.

The source-coding distortion introduced by our key embedding algorithm is illustrated
on Fig.5. Fig.5 (a) illustrates the PSNR of the dinosaur sequence at the receiver. We can
find that when modulation cycle smaller than 4 can provide good performance and the
distortion derived from key embedding can be neglected. Fig.5 (b) illustrates the
probability of successfully detecting all the 10 bits in a frame changing with the
modulation cycle C. Here we can see that when the successfully detecting probability is
set to 0.98, the modulation cycle can be minimized with the maximum profit.
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Fig. 5. PSNR of frames and the probability of successfully detecting 10 bits in a frame changing
with the modulation cycle C at the receiver

Assuming that the probability of successively detect a bit from a region is &, and
the packet loss rate is £ , then the probability that there is no key bit error in a frame is

_ 10
p framesafe — o

The value of p, .. ... is determined by the luminance modulated scheme.
Practically, trading off between safety and video quality, we usually set p, ... =
0.98. The probability that the parity bits can check out the key bit error in a frame is

Dotocted = Z Z [Pt bits emor n region 1.23:49) X P{; bits eror inregion S678.10)1- P s

i=0135 j=0,135
1 9 2 8 21 3 7 31 4 6 41
~C10a (1—0{)+C10a (l1-o) §+C10a (l1-o) Z+C10a (lI-o) 2

(ignore the advent of > 5 key bit errors in one frame), thus comes the probability of
“erasure” for a frame P = ﬂ + P jeckea @nd the probability of “error” for a frame

erasure

is
Perror = (1 - p checked ~ p fmmesafe)

Fig.6 illustrates the probability of safely received 128 bits key data vs the loss packet
rate of the network. It can be seen that the key data error rate of a GOP ( P

unsafe )

increases with increasing packet loss rate ( R, , ) for different value p framesafe *
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This RS code can only be used when the network transmission is extremely reliable
and the value of P

[framesafe

redundant packet by 3, we get the results indicated in Fig.6(b). In this situation, the

approach to ideal ( Pf — 1). Increasing the number of

ramesafe

target value p framesafe is quite satisfied when packet loss rate is lower than 16% and
P_ framesafe
again increase the number of redundant embedded frames, with results shown in
Fig.6(c), to serve the high reliability of key drawing. The only flaw of such increasing is
that the feasible rekey cycle becomes longer.

=0.98. As for the case when the value of P,

framesafe is eSPeCiaUy hlgh, we can
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Fig. 6. The error rate of a GOP by using different packet loss rate and redundant packets

Table 1. Complexity of the proposed key embedding algorithm

Sequence Dinosaur Live-captured
Coding time without embedding 1.211/s 1.281/s
Coding time with embedding 1.12f/s 1.18f/s
Increased processing time 8.03% 8.47%

As for the embedding speed of the algorithm, table 1 presents comparison of coding
times with/without key embedding. Note that the two sequences are all 500 frames with
640x480 pixel format and the CPU used is P4 2.0G.

4 Conclusion

In this paper, we propose a new key embedded video coding scheme, which is of error
resilience and transparence for adaptation mechanism, and can be combined with
existing key distribution mechanism to provide access control for video multicast
applications. After a series of simulation experiments, we can see from the figures that
when using more redundant embedded frames, the probability of successfully detecting
the key data can be quite satisfied in a worse network environment.
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Appendix A:
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Fig. 7. Simply Cascaded Pixel-Domain Transcoder (MPEG2 to MPEG4)

The module SD (spatial resolution downscaling) in the transcoder diagram is optional,

it converts the M X N spatial resolution into a stream with smaller resolution, such as
M/2XN/2 or M/4xN/4 . Usually, the downscaling can assure the average
luminance value in a16X16 luminance block remain unchanged after downscale
to 8% 8 luminance block no mater the downscale is operating in the spatial domain or in
the DCT domain. Details can be found in [5, 6].

The input sequence to the MPEG4 encoder is a YUV sequence decoded by the

MPEG? decoder. Let C p be the DC coefficient of an 8X8 block after discrete cosine

transform in MPEG4 encoder, C g be the coefficient after being quantized by Q,,, and

*
C, be the reconstructed DC coefficient of C,,, we have:
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=L(CD+QD)/Q J C,=CjxQ,
Let DQ = C;—CD = L(CD-;QD)/QDJXQD C, - Obviously, DQ is uniform

distributed between _Q% and Q% , and the expected value of DQ is
E(D,)=0. @
and the variance of DQ is
Var(DQ)=LQg 3)
12
Suppose that there are N times of such different blocks in a same frame, with DQ

D i

M=

marked as Dé (i=L2..N).Lety _ ‘= ¢, then we also have:
N
_ ZN Dy - )
E(D)= E(=p—) = =3 E(D;)=0

i=1
N

o o )2 = ° 2 1 - iy2
and Var(D)= E(D -~ E(D))’ = E(Zo)" = =5 E(Y D)) )

i=1

if blocks are independent, then Dé are independent, we have:

— 1 N O i, _Var(D,) 0} (6)

Equation (6) tells us that for a “region” composed of a certain large number of
independent luminance blocks, the average luminance value of the pixels compound
this region will be only little changed during the transcoding manipulation. The extent
of this value alteration is in inverse proportion to the number of the blocks.

Fig. 8. ALV of the field during the transcoding manipulation with different number of blocks
(a) shows the theoretical distribution of ALV displacement of a field composed of N
macroblocks after transcoding with QD =16 . (b) and (c) illustrate the experimental distribution
of ALV displacement after H.264 and MPEG#4 transcoding respectively.
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Appendix B: DCT Domain Luminance Alteration

A two-dimensional DCT is performed on small blocks (8 pixels by 8 lines) of each
component of the picture to produce blocks of DCT coefficients. The coefficient
corresponding to zero horizontal and vertical frequency is called the DC coefficient:

2x+Dur cos Cy+bve  (7)
2N 2N

) N-1N -1
F(M,V)=VC(M)C(V) X X f(x,y)cos
x=0y=0

L for u,v=0
Where: Cw),C(v)=12 T (®)

1 otherwise
Substitute N by 8, for the value of DC coefficient of block is

S fxy) ©)

From equation (9) we can come to the following conclusion:

F(0,0) =

o0 | =

Theorem 1: for 8 by 8 blocks, if each of the luminance pixel value is increased
by AY , the DC coefficient will also increase by 8 AY . In other words, the increasing
of DC coefficient by 8 AY will lead to the average luminance value of an 8 by 8 block
increasing by AY .

To change the average value of the block according to the volume of embedded

data, operation can be performed on Cg which will be VLC coded in the MPEG2

bitstream. Here Cg is a DC coefficient value after alteration and quantization.
Attention must be paid that the AC coefficients are not changed. As for the value of the

. . * .
reconstructed DC coefficient C), , we can express it by:

C, =0xC! (10)
According to theorem 1, the increase of the average luminance value of a block is:
A=(C,—C,)I8=(QxCi~-C,)/8 (11)

If we want to increase the average value of a block by A, we can set
CZ={(8A+CD+%)/QJ (12)

Although the average luminance pixel of a block could be changed easily after
quantization, two troubles are still remained. First is that equation (12) does not

promise to find out a CZ precisely change the average value we need
unless (8A+C,)/Q is an integer. Second is the limitation of the pixel value which

prevents the exact change of the value evenif (8A+C,,)/Q is aninteger. For example,
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increasing a block’s average luminance value by 1 will be ignored if the luminance
values of the block are totally 255.

Fortunately, the rigorous demand is not for a block, but for a region. Because of the
large number of blocks, if we come up against unsatisfied block value change, we can
compensate from other blocks. In this section, we forward a simple scheme to control
the value change of the blocks in a region as shown in Fig.9.

(" Initialize, setsS =0 )

2
w block

Read a ne
S=sS+A

< —L (8BS + 7 + %))/Q)J

Write Cfinto bitstream
1
S =S —(O=<CZ —CL)/8+7V ‘

1

——"Last block in this field? ~ -

: L ves ]
(Process the next field)

Fig. 9. Scheme to change the average luminance value of the blocks to embed data in the region.
Adis the average value increased in the region. Q is the quantizer of the DC coefficient. S is the
residual ALV for all blocks that have been processed.
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Abstract. Networked multimedia applications have matured in recent years to
be deployed in a larger scale in the Internet. Confidentiality is one of the pri-
mary concerns of these services for their commercial usages, e.g. in video on
demand services or in video conferences. In particular, video encryption algo-
rithms are strongly required that fulfill real-time requirements. In this paper we
present the video encryption algorithm Puzzle to encrypting video streams in
software. It is fast enough to fulfill real-time constraints and to provide a suffi-
cient security. Puzzle is a video compression independent algorithm which can
be easily incorporated into existing multimedia systems.

1 Introduction

Due to significant advances in video compression and networking technologies, net-
worked multimedia applications, e.g. video on demand or video conferences, are
becoming increasingly popular. Confidentiality is one of the primary concerns for
their commercial use. This issue is usually addressed by encryption. Only authorized
parties who possess the decryption keys are able to access to the clear multimedia
contents. While for text and audio encryption applicable algorithms are available,
there is still a lack of appropriate video encryption algorithms. In particular, video
encryption algorithms are strongly required that fulfill real-time requirements. The
most straightforward approach is to encrypt the entire compressed video stream with
conventional cryptographic algorithms such as AES [1]. This is called a naive algo-
rithm approach [2]. This approach is simple to implement and easy to integrate into
existing multimedia systems, since it is independent of certain video compression
algorithms.

Nowadays, advanced computers are fast enough to encrypt a single channel
MPEG?2 video stream with a bit rate between 4 and 9 Mbps in real-time using the
naive algorithm approach [3]. However, this evolution of the computer power does
not completely eliminate the need to develop faster encryption algorithms for video
data. Many multimedia applications such as video on demand and multiparty P2P
video conferences always require specific algorithms for the video encryption because
they usually support multi-channel video communication. The simultaneous encryp-
tion or decryption, respectively, of all streams causes a huge processing burden at the
end systems. Appropriate encryption algorithms allow to alleviate these burdens and
to enroll more users to the service.

J. Dittmann, S. Katzenbeisser, and A. Uhl (Eds.): CMS 2005, LNCS 3677, pp. 88 2005.
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Since mid 90’s many research efforts have been devoted to designing specific
video encryption algorithms. Several algorithms were proposed. These algorithms,
however, are characterized by a considerable unbalance between security and effi-
ciency. Some of them are efficient to fulfill the real-time requirements but with a
limited security level, whilst others are vice versa strong enough to meet the security
demands but with a limited encryption efficiency. Moreover, most of these algorithms
are related to a certain video compression algorithm and implemented together in
software. This makes them less practicable, because today video compression algo-
rithms are standardized and mostly implemented in hardware.

In this paper we propose the video encryption algorithm Puzzle which is not only
efficient but also sufficiently secure. Puzzle can be easily integrated into existing vi-
deo systems regardless of their implementation (i.e. software or hardware). The paper
is organized as follows. After addressing related work in Section 2 we describe the
principle of the Puzzle algorithm in Section 3. Next in Section 4, we evaluate its per-
formance and compare it with the standard cipher AES. In Section 5 we give a secu-
rity analysis of Puzzle. Some final remarks conclude the paper.

2 Related Work

Existing video encryption methods have been comprehensively surveyed in [4], [5],
where they are called selective encryption algorithms. This underlines the essence of
these methods. They only partially encrypt relevant video information to reduce the
computational complexity by exploiting compression and perceptual characteristics.
The relationship between selective encryption algorithms and video compression
algorithms is a key factor to decide whether an encryption algorithm can easily be
integrated into a multimedia system. In this paper we therefore further classify the
selective encryption algorithms into two categories according to their association with
video compression algorithms: joint compression and encryption algorithms and
compression- independent encryption algorithms.

The main idea of the joint compression and encryption algorithms is that encryp-
tion is applied to a certain step of the compression algorithm so that the output is
significantly different from a video stream using a standard compression algorithm.
The receivers cannot re-establish the original video without having the encryption
key. Figure 1 illustrates the paradigm.

Video coder

. Compressed
Or!glnal ber Quantization Entr?py and encrypted
Video Transfer Coding Video

Special
encryption
algorithm

Fig. 1. Principle of joint compression and encryption algorithms
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The approaches [6], [7], [8], [9] are well known examples of such kind of algori-
thms. The weakness of the joint compression and encryption techniques is that they
cannot be integrated into multimedia systems whose video codecs are implemented in
hardware. Certainly, these approaches can be combined with multimedia systems im-
plemented in software, but they completely destroy the modular design of the original
codec. Appropriate modifications of the standard video codecs must be made to ac-
commodate these schemes. Therefore, joint compression and encryption algorithms
preclude the use of standard video codecs in multimedia systems.

The basic idea of compression-independent encryption algorithms (see Fig.2) is
that compression and encryption are carried out separately. Only parts of the com-
pressed video streams are encrypted with conventional algorithms taking the particu-
lar characteristics of the compressed video streams into account.

Video coder
. Special Compressed
Original DCT Quantization Entropy encryption and encrypted
Video Transfer Coding algorithm Video

Fig. 2. Principle of compression- independent encryption algorithms

So Spanos and Maples [10] and Li [11] exploit the fact that B- and P-frames are
predicted from I-frames in interframe compression algorithms. Both proposed encryp-
tion approaches in which only the I-frames are encrypted. In theory it should prevent
an eavesdropper without encryption key from the reconstruction of the original video.
However, Agi and Gong [2] demonstrated that some scene contents are still discerni-
ble by directly playing back the selectively encrypted video stream on a standard
decoder, since the unencrypted I-macro blocks in the B- and P-frames can be fully
decoded without any information from the I-frames. Moreover, this approach did not
achieve a significant computational reduction with respect to the total encryption,
because the I-frames make about 30~ 60 per cent of an MPEG video [2]. Qiao and
Nahrstedt [12] introduced the video encryption algorithm VEA in which half of the
bit stream is encrypted with a standard encryption algorithm. This half stream is ex-
clusive-ORed with the other half stream. The statistical analysis shows that MPEG
video streams are almost uniformly distributed. VEA takes advantage of this special
statistical behaviour of MPEG video streams to achieve the sufficient security level.
However, the algorithm reduces the encryption load only by 47 per cent, since a half
bit stream has to be encrypted with conventional algorithms.

The inflexibility and confinement to deploying joint compression and encryption
algorithms in current multimedia systems make them less practicable. Compression-
independent encryption algorithms, in contrast, do not suffer from this weakness.
They can be easily integrated into existing multimedia systems. Although several
such kinds of algorithms are available, they do not achieve a noticeable encryption
speed improvement compared to naive algorithms (only about a double speed-up).
Moreover, some of them are not resistant to the simple perceptual attack (playing
back an encrypted video stream on a standard video player).
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In the sequel, we present an efficient and sufficiently secure video encryption algo-
rithm. The outstanding benefit of this scheme is the drastic reduction of encryption
overhead for the high resolution video. The algorithm we present here has been im-
proved compared to the first sketch in [13] which appeared not strong enough to resist
against sophisticated differential attacks [15]. The new version performs the encryp-
tion in reverse order to remove the suspected vulnerability. This reordering in part
changed the encryption steps.

3 Principle of the Puzzle Algorithm

In this section we first give an overview on the basic idea of the Puzzle algorithm.
After that the steps of the algorithm are described in detail.

3.1 Principle

The Puzzle algorithm is inspired by the children game puzzle which splits an entire
picture into many small pieces and places them in disorder so that children cannot
recognize the entire picture. When children play the game, they have to spend much
time to put these pieces together to re-establish the original picture (see Figure 3).

Lok

ﬁ

Fig. 3. Puzzle game

Children usually reconstruct the original picture using or comparing known frag-
ments of the picture and referring them to the accompanied original picture. We can-
not therefore straightforwardly apply the game to encrypt a video frame. If we, how-
ever, modify the rules of the game in the following way, it will be nearly impossible
for children to recover the original picture. The children should be only allowed to
view the reverse side of the pieces, so that they have to re-establish the picture with-
out any hints to the original picture. It is manifested that n/ trials are required to re-
establish the original, where n is the number of pieces. Basically, n needs not neces-
sarily to be large. Assume that a picture is divided into 64 pieces, then the number of
possible permutations is 64! = 1.27x10*’. It is unlikely that children reconstruct the
original picture when having so many permutations. With this rule in mind we de-
signed our Puzzle algorithm.

3.2 Encryption Steps

Puzzle consists of two steps: (1) Puzzling the compressed video data of each frame
and (2) Obscuring the puzzled video data. In step (1) the video data are partitioned
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into many blocks which are randomly shuffled afterwards. Step (2) corresponds to the
turning over the pieces to the reverse side.

3.2.1 Puzzling
A compressed video frame is puzzled by partitioning the frame into n blocks of same
length b and disordering these blocks according to a random permutation list.

3.2.1.1 Partitioning
Given a L bytes long frame (excluding the frame header) of compressed video data V
( vyv;...vp). The partitioning of the compressed video data V of length L into n blocks
of the same length b is a typical factoring problem, i.e. L = nx b . This problem is
easy to solve if one of two variables (n,b) is assumed as constant. Unfortunately, we
cannot solve this problem this way. If we fix the value of b, the value of n may be-
come very large in some frames or very small in other ones, since the length L varies
for each frame. On the other hand, a too large value of n causes a larger computation
overhead when exchanging the blocks. If the value of 7 is too small the scheme can be
easily be broken. To solve the problem we put some constraints on the variables n,b.
The length of a block b should be b=2", where m is an integer. The value of n is only
allowed to vary in the range from mb to 2mb, whereby mb is a predefined constant
number. It indicates that the compressed video data V should be at least split into mb
blocks.

Using these constraints, the value of m can be uniquely determined by the follow-
ing formula:

mb < L/2" <2mb . (1
The length of a block is given through h=2". The actual block number n can be

calculated by the following formula:
Fooni
-y if pnis even @)
pn—1 if pn is odd
Where pn is the quotient of L/b. Formula (2) makes the value of n always an even
number. This operation is necessary to disorder the blocks in the next step. With for-
mula (1) and (2), the product of n and b might be unequal to the video frame length L

when pn is odd or the remainder of L/b is unequal to zero. The difference between
both is determined using the following formula:

d=L-nxb 3)

Formula (3) implies that the d bytes video data at the beginning of the video frame
will be excluded from the disordering procedure.

3.2.1.2 Disordering

The basic idea for the disordering of the blocks is that the n blocks of compressed vi-
deo data V(v ;v 442...vy) are divided into two equal parts: an upper and the lower one.
Each consists of n/2 blocks. Both parts are interchanged in accordance with a permu-
tation list P=p,p;...p,». This permutation list should be derived from a random se-
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quence to resist an attacker to guess the original position of the blocks. We exploit a
stream cipher with an key K, such as SEAL [16] or AES-CTR[17], to generate / bytes
of random sequence, called key stream S (s;s....s;), for each video frame. Since the
values of the key stream S vary for each video frame, the permutation lists of different
frames are distinct. The algorithm to generate the permutation list is described in the
Appendix. After deriving the permutation list we can generate the temporary cipher
text T=t;t,...t;. o from the video data V=v,, ;v 4,,...v, by swapping the i"™ block of the
upper part with the p;" block of the lower part of V. Figure 4 shows an example of
this disordering process. It is assumed that a frame V is split into 256 blocks B;B;...
B;ss. The permutation list derived from the key stream S is P= {256, 213, 216 ...
130}.

B, OB, J(B; )
1
] Eoofl N 1K

Lower | . . . .
Part
. . . . Ny

Biis Bors Boss

Fig. 4. A Puzzle scenario

3.2.2 Obscuring

The temporary cipher text T is obscured using a light-weight encryption. Its basic idea
is to encrypt only a small portion of T (first [ bytes) with a stream cipher. Every /
bytes are grouped into a portion for the rest data of 7. Each portion is encrypted by
simply exclsive-ORing its preceding. The procedure is as follows. The first d bytes of
the compressed video data V( v;v,...v,) that are not involved in the puzzling procedure
are exclusive-ORed with d bytes of key stream A(a; a,...a;) generated by a stream
cipher with the encryption key K. The first [ (I<L) bytes of T (#;t,...t;) are exclusive-
ORed with [/ bytes of the key stream S (s;5,...s;) generated in the puzzling step. The
sense of the reuse of key stream S is to make the algorithm more efficient. After that
the first / bytes of T are used as key stream and exclusive-ORed with the second /

Input text Vivo. Vgl t; b oo e by oeee b \fier tas2 oeee B3|l e tra
Key stream a;a,...al s; S» ... S/ |1 [7) [T TR I (775 T VRN PR 11 a1
Cipher text  ¢; ¢;...C4|Cav1 Cara..Cani| Casivi Casirz--Caw2i |Cd+21+1 Ca+2i+2... Ca+31| +ov +-- CcL

Note: v;, s; a; and t; denote a data byte. The input text contains the temporary cipher text 7" and the first d
bytes of the compressed video data.

Fig. 5. Obscuring algorithm



94 F. Liu and H. Koenig

bytes. Then the second / bytes of T are exclusive-ORed with the third / byte and so on
until the end of the frame is reached. As output we receive the L bytes long cipher text
C (cjc;.. .t1). Figure 5 shows the principle. Note that the frame header remains unen-
crypted, because it usually contains standard information.

3.3 Encoding and Decoding Procedures

The components of the Puzzle encoding procedure described above are summarized in
Figure 6a). The original compressed video sequence can be recovered from the cipher
text at the receiver’s side by executing the encoding operations in reverse order (see
Figure 6b)).

Gereratrg

Permutation List P
nput

Permutation List P
Compressed

l!npm Input

i Obscurin, 0 i i i Compressed
Vibo [— guEing L Torpuy —— CEen s CPher | Cone |, Ot Temporay |y POy i
Sequence V | ot Oufput | 4P it oupt | P Input ™ Sequence V

a) Encoding b) Decoding

Fig. 6. Encoding and decoding procedures of Puzzle

4 Measurements

We run a series of experiments for different resolution videos to measure the speed of
Puzzle in comparison with the standard cipher AES on a SUN ULTRA 10 platform.
To make a trade-off between security and efficiency, the values of the variable / and
mb in our algorithm are both set to 128. Further we used AES-CTR [17] as stream
cipher. The measurement results are depicted in Figure 7.
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Frame size (Kbyte)

Fig. 7. Comparison of the encryption speed of AES and Puzzle
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Figure 7 shows that the encryption speed of AES basically does not change for dif-
ferent frame sizes, whereas that of Puzzle noticeably increases for larger frames. AES
and Puzzle only have a nearly equivalent encryption speed at a frame size of 300 byte.
With increasing frame sizes the encryption speed of Puzzle becomes considerably
higher than that of AES. This indicates that Puzzle is better suited for high resolution
video streams which usually have a large frame size.

S Security Analysis of the Puzzle Algorithm

In this section we evaluate the security properties of the Puzzle algorithm. A good
crypto system should withstand the following most important attack classes [14]: ci-
phertext-only attacks, known-plaintext attacks, and chosen-plaintext attacks. Further-
more, the measure to defend against differential attack should be taken into account.

Ciphertext-only attacks: Based on the cipher text an adversary has two possibilities
for trying to re-establish the original frame encrypted with Puzzle (see Figure 6b)).
He/she can either attempt to break the puzzling and then the obscuring operation or to
crack these steps in the reverse order. The first attack corresponds to the situation
when the child first tries to put the disordered pieces to their correct position only
looking at their backside and then turns the whole correctly reordered picture to the
right side. In Puzzle each frame is split in at least 128 blocks in the puzzling opera-
tion, i.e. more than 64! = 1.27x10® trials to reconstruct a single original frame. This is
obviously computationally infeasible to be broken, especially as a 128 bit key length
standard block cipher is believed to be computationally secure enough today. The
number gg possible permutation for such standard block cipher is, however, only 2'*
=3.4x10".

The second attack resembles the situation when the child first turns the disordered
pieces to the right side one by one and then re-establishes the picture using content
information. In Puzzle the cipher text C is generated by connecting two puzzled plain-
texts fragments using the exclusive OR operation except the first /+d bytes of the
obscuring operation. As shown in [12] the computation complexity to obtain a 10
bytes MPEG compressed video sequence by separating two 5 bytes long exclusive-
ORed plaintext is equivalent to that of breaking a 64-bit key length block cipher
which has 2% combinations. As mentioned in Section 4, we recommend to applying
Puzzle on video sequences with a frame length larger than 300 bytes. Accordingly the
attacker has at least to try all 30x2°* ~ 2% combinations to obtain the plain texts of the
disordered blocks for a single frame.

Known- plaintext attacks: Given a compressed video frame and its corresponding
cipher text, as show in Figures 5 and 6b), it is not difficult for an attacker to get the /
bytes long key stream S and the d bytes long key stream A. However, the attacker is
unable to decrypt the other video frames using this key stream, since we utilize AES-
CTR as the stream cipher to generate the distinct key streams S and A with encryption
key K for each frame. It is further impossible to derive the encryption key K from a
known key stream S, since AES-CTR is a confidentiality mode [17] which is secure
against known-plaintext attacks. Therefore our algorithm can withstand these attacks.

Chosen-plaintext attacks: Our scheme is resistant against chosen-plaintext attacks
for the same reasons given for known- plaintext attacks.
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Differential attacks: The original goal of the differential cryptanalysis is to attempt
to reconstruct the encryption key by studying the differences between the plaintext
and the respective ciphertext pairs. The differential cryptanalysis can reduce the com-
plexity of attacking a cipher by half. Generally speaking, it is a specific kind of a
chosen-plaintext attack. As discussed above, such attack is not effective to our
scheme. On the other hand, attackers might apply the basic idea of differential crypt-
analysis to launch a specific ciphertext-only attack by analyzing the ciphertext of our
scheme without the knowledge of the respective plaintext for the specific structure of
our scheme. The order of encryption procedure in our scheme decides, whether our
scheme is strong enough to withstand such a specific ciphertext-only attack. In [13]
we first obscured the original frame and then puzzled the obscured one. This encryp-
tion order is suspect to be too weak for specific ciphertext-only attacks, because the
edges values of the blocks of the original video frame tend to be very close. These
close values are inherited to the obscured frame in this encryption order. The attacker
might determine which blocks might be neighbors using this information. For that
reason, we have changed the encryption order, i.e. first puzzling then obscuring. The
edges of neighbor blocks will now have significantly different values so that such an
attack is avoided.

6 Final Remarks

In this paper we presented the improved video encryption algorithm Puzzle for en-
crypting video communication in real-time. Puzzle is a compression-independent
encryption algorithm which can be easily integrated into available multimedia appli-
cations. It provides a good trade-off between security demands and encryption effi-
ciency. Puzzle achieves a sufficiently fast encryption speed to meet the real-time re-
quirements of most used multimedia applications, especially for high resolution video
streams. Puzzle withstands most important cryptanalysis attacks. By changing the
order of the encryption steps the algorithm has become resistant against differential
attacks. We use Puzzle as part of the security architecture of our multiparty P2P video
conference system BRAVIS [18] to ensuring confidential talks over the Internet.
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Appendix: Generation of the Permutation List

Algorithm Permutation list generation

Input: A key stream S=s;s,...s;, n -- number of blocks in the compressed video data V
Output: A permutation list P=p;p,..p,..

begin
Let A be an auxiliary sequence A=a;a;...a,, its value of an element is
a,=i+n/2, 1<i<n/2;
Define D as another auxiliary sequence which is used to temporarily save the value
selected from the key stream S;
for i=/to/do
/* Make the value of every element in S ranging from 1+n/2 to n. */
if ((s;mod n)<n/2) s;= (s; mod n)+n/2;
else s;= s; mod n;
end if
Put s;in the auxiliary sequence D without repetition;
Extract s; from the sequence A and build sequence {A-D};
end for;
/* Get the permutation list P, || denotes the append operation. */
P=DI{A-D};
end
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Abstract. Selective encryption techniques of JBIG encoded visual data
are discussed. We are able to show attack resistance against common im-
age processing attacks and replacement attacks even in case of restricting
the amount of encryption to 1% — 2% of the data. The low encryption
effort required is due to the exploitation of the interdependencies among
resolution layers in the JBIG hierarchical progressive coding mode.

1 Introduction

Encryption schemes for multimedia data need to be specifically designed to
protect multimedia content and fulfil the security requirements for a particu-
lar multimedia application [9]. For example, real-time encryption of an entire
video stream using classical ciphers requires heavy computation due to the large
amounts of data involved, but many multimedia applications require security
on a much lower level (e.g. TV news broadcasting [I7]). In this context, several
selective encryption schemes have been proposed recently which do not strive
for maximum security, but trade off security for computational complexity.

Several reviews have been published on image and video encryption includ-
ing selective (or partial) encryption methods providing a more or less complete
overview of the techniques proposed so far [24]. Kunkelmann [12], T1] and Qiao
and Nahrstedt [22] provide overviews, comparisons, and assessments of classical
encryption schemes for visual data with emphasis on MPEG proposed up to
1998. Bhargava et al. [I] review four MPEG encryption algorithms published by
the authors themselves in the period 1997 — 1999. More recent MPEG encryp-
tion surveys are provided by But [2] (where the suitability of available MPEG-1
ciphers for streaming video is assessed) and Lookabaugh et al. [I5] (who focus
on a cryptanalysis of MPEG-2 ciphers; in [14] the authors discuss MPEG-2 en-
cryption as an example for selective encryption in consumer applications, the
paper having broader scope though).

Of course, other data formats have been discussed with respect to selective
encryption as well (Liu and Eskicioglu [16] give an overview with focus on short-
comings of current schemes and future issues): coding schemes based on wavelets
[21], quadtrees [, [13], iterated function systems (fractal coding) [23], and vector
quantization [3] have been used to create selective encryption schemes.
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In case a selective encryption process requires a multimedia bitstream to be
parsed in order to identify the parts to be subjected to encryption, the problem
of high processing overhead occurs in general. For example, in order to selectively
protect DC and large AC coefficients of a JPEG image (as suggested by some
authors), the file needs to be parsed for the EOB symbols 0x00 to identify the
start of a new 8 x 8 pixels block (with two exceptions: if 0xFF is followed by
0x00, 0x00 is used as a stuffbit and has to be ignored and if AC63 (the last
AC-Coefficient) not equals 0 there will be no 0x00 and the AC coefficients have
to be counted). Under such circumstances, selective encryption will not help to
reduce the processing demands of the entire application [20].

A possible solution to this problem is to use the visual data in the form
of progressive, scalable, or embedded bitstreams. In such bitstreams the data
is already organized in layers according to its visual importance due to the
compression procedure and the bitstreams do not have to be parsed to identify
the parts that should be protected by the encryption process. In previous work,
several suggestions have been made to exploit the base and enhancement layer
structure of the MPEG-2/4 scalable profiles [5 [7, 8, 12, [25] as well as to use
embedded bitstreams like SPTHT [4] and JPEG 2000 [10, 18] to construct efficient
selective encryption schemes.

In this work we propose a selective encryption scheme with extremely low
encryption demand focussed onto losslessly encoded imagery which is based on
the hierarchical progressive coding mode of JBIG. In order to be able to process
grayscale images with this JBIG based approach, we use a bitplane representa-
tion which has been discussed before in the context of selective bitplane encryp-
tion [6l, T9]. The JBIG based approach improves the latter techniques signifi-
cantly. Section 2 reviews the basic functionalities of the JBIG format. Section 3
explains how to exploit the JBIG format properties for selective encryption and
provides experimental results showing evidence of our schemes’ effectiveness and
ability to withstand attacks. Concluding remarks are given in section 4.

2 JBIG Basics

Joint Binary Image Experts Group is an ITU standard (ITU recommendation
T.82) finalized in 1993 for compressing binary images and was meant to improve
the fax compression standards of that time especially with respect to the coding
of halftoned images.

JBIGs core coding engine is a binary context-based adaptive arithmetic coder
similar to the IBM Q-coder. In this section we will mainly focus on the hierar-
chical progressive coding mode of JBIG since the understanding of the associ-
ated techniques is crucial for the selective encryption technique described sub-
sequently. As a first step a binary multiresultion hierarchy is being constructed
as shown in Fig. [l

Simple downsampling by two violates the Nyquist sampling theorem and
leads to severe artifacts especially for typed documents and halftoned images.
Therefore, a linear recursive IIR filter employing a 3 x 3 window in the higher re-
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W’Qi/‘ 128 x 128 bit
- s

28

Fig. 1. Resolution layers of JBIGs hierarchical progressive mode

sulution level and 3 neighbouring samples from the already filtered low resolution
image is used to create the low-pass filtered versions of the binary image.

When feeding these binary images into the arithmetic coder, for all resolution
layers except the lowest one the context used within the coder consists of 6
neighbouring pixels of the currently encoded resolution layer and employs as
well 4 neighbouring pixels of the already encoded layer with lower resolution to
exploit the correlations among the resolution layers. This leads to significantly
lower entropy values for the pixels to be coded in the higher resultion layers.
Additionally, two strategies bypass the arithmetic coder if pixel values may be
determined without encoding the actual values:

— Deterministic prediction (DP): based on knowledge about neighbouring pixel
values of the current resolution layer, neighbouring pixel values of the layer
with lower resolution, and the rule how the multiresolution hierarchy has
been built, some pixel values are known without explicitely encoding them,
the values may be derived from the other data.

— Typical prediction (TP): in the lowest resolution layer this means that iden-
tical lines are coded only once. A following identical line is labelled as being
“typical” by setting a corresponding flag and the content is not fed into the
coder. In the remaining layers, for a “typical” pixel being surrounded by pix-
els of the same colour follows that the corresponding four pixels in the next
higher resolution layer have the same colour. A line is labelled as “typical”
if it entirely consists of typical pixels and a corresponding flag is being set.
Based on this technique, large homogeneous regions may be reconstructed
without actually decoding a single pixel.

Note that by using cross-layer contexts, DP, and TP a high amount of depen-
dency among resolution layers is used for encoding the data. As a consequence,
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if parts of the data are lost for some reason, the errors caused by the missing
data are propagated into the other resolution layers originally not affected by
data loss.

In addition to the hierarchical layer structure, JBIG supports to partition the
input image and all lower resolution layers into equally sized horizontal stripes.
Accordingly, the entities encoded independently into the bitstream are denoted
“stripe data entities” (SDE) which may be ordered in different manners. This
has to be synchronized between encoder and decoder of course.

LSB

Fig. 2. Splitting an 8bpp image into its 8 bitplanes

In order to be able to compress grayscale images with JBIG, the grayscale im-
ages are split into a bitplane representation (e.g. 8 bitplanes for a 8bpp grayscale
image as shown in Fig. ), subsequently the bitplanes are JBIG compressed in-
dependently.

3 Selective Encryption Using JBIG

In previous work we have used the bitplane representation as described in the
last section for selective encryption [19] — after splitting a grayscale image into
its bitplanes, only a fraction of these planes (starting with the MSB) can be
encrypted. It turns out that this approach is vulnerable by replacement and
reconstruction attacks and therefore a secure setting requires up to 50% of the
data to be encrypted. This approach is shown in the upper half of Fig. B (note
that the processing of 4 bitplanes requires only the encryption of 35% of the JBIG
encoded image in this case since planes close to the MSB can be compressed more
efficiently of course).
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> -

Fig. 3. Selective bitplane encryption vs. JBIG based encryption

When using the JBIG hierarchy for selective encryption only the lowest res-
olution of 5 layers may be encrypted, in this case for all bitplanes. This results
in encrypting 0.5% of the original data only. These two principles may be mixed
additionally: it is possible to limit encryption to a subset of reslution layers of a
selected set of bitplanes only. In the following subsections, we will evaluate this
idea and we will assess the robustness of this scheme against attacks.

We use the C JBIG implementation of M. Kuhn available via anonymous ftp
from ftp.uni-erlangen.de in the directory pub/doc/IS0/JBIG/. This software
has been extended to support encryption of arbitrary SDEs, for encryption we
use the C++ AES implementation of B. Gladmarf] in CFB mode to avoid data
padding for block completion. Our software avoids unwanted marker emulation
by simply skipping parts of the encryption keystream in that case. For the sub-
sequent experiments, we use 8bpp 512 x 512 grayscale images (see Fig. ) and
set the lowest resolution in JBIG to 32 x 32 pixels.

3.1 Reduction of Encryption Effort

The most extreme case in our setting is to encrypt the lowest resolution layer of
the MSB only. This corresponds to encrypting 0.056% and 0.066% of the JBIG
encoded Escher and Lena images, respectively. Fig.[5(a)|shows the directly recon-
structed Lena image where a significant amount of high frequency information
is still visible (see Fig. [l left for the Escher image case). Additionally, we know
from analysis in [I9] that encrypting MSB data only is highly insecure against
attacks.

We know furthermore from previous results that restricting the encryption
operation to a low number of bitplanes does not lead to satisfying results with

! http://fp.gladman.plus.com/AES /index.htm
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(a) Lena (b) Escher painting

Fig. 4. Test images

(a) Lena, 0.066% (i.e. 117 bytes) (b) Escher, 1.977% (4074 bytes)

Fig. 5. Encrypting different amounts of data

respect to securtiy. Therefore, we slightly increase the amount of data subject
to encryption by protecting the lowest resolution layer of 4 bitplanes, starting
from the MSB. This results in encrypting 0.265% of the JBIG encoded Escher
image (see Fig. Bl left for a visual impression of the directly reconstructed data
where no structures related to the image are visible any more). As we shall see
later, this setting is already almost satisfactory from the security standpoint.
Finally, we look at the most secure setting considered in this context where
we encrypt the two lowest resolution layers of all bitplanes. This still limits the
amount of encrypted data to 1.977% and 2.292% for the Escher and Lena images,
respectively. We show an example of a directly reconstructed Escher image in

Fig.
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3.2 Attack Resistance

For testing attack resistance, we apply the following operations to the selectively
encrypted images:

— Median filtering

— Edge detection (for the latter two attacks, we use the corresponding default
Paint Shop Pro® algorithms)

— Replacement attack: the encrypted data used in the reconstruction process
introduces a noise like pattern into the image. Therefore, we replace the
encrypted data by constant zero data. We compensate for the change in
average luminance as described in [19].

We first investigate the most extreme setting where only the lowest layer of
the MSB bitplane is encrypted (compare Fig. for the Lena case and Fig. [
left for Escher). Neither median filtering nor edge detection do reveal the content
of the image to a satisfying extent (see Fig. [).

(a) Median filter (b) Edge detection

Fig. 6. Attack results: Escher image, 0.056% encrypted

However, the replacement attack shows to be effective in this setting (based
on the results in [I9], this is not surprising of course) which means that this
parameter choice is not secure enough — Fig. [] clearly shows the main structures
of the original image.

When increasing the amount of encryption to 0.265% (by encrypting the low-
est resolution layer of 4 bitplanes), we realize that now not even the replacement
attack is able to deliver results that give any detailed information about the
encrypted image (see Fig. ).

As a consequence, the scenario when encrypting the lowest two resolution
layers of all bitplanes (as shown in Fig. can be considered secure in any
case.
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Fig. 7. Escher image (0.056% encrypted), direct reconstruction & replacement attack

Fig. 8. Escher image (0.265% encrypted), direct reconstruction & replacement attack

4 Conclusion

We have discussed selective encryption of JBIG encoded visual data exploit-
ing the interdependencies among resolution layers in the JBIG hierarchical pro-
gressive coding mode. Contrasting to earlier ideas when selectively encrypting
a subset of bitplanes, we are able to show attack resistance even in case of
restricting the amount of encryption to 1% — 2% of the data only. The ex-
tremely low amount of data required to be protected in our technique also al-
lows the use of public-key cryptography thereby simplifying key management
issues.
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Abstract. In this paper, we analyze a possibility of reversibility of data-
hiding techniques based on random binning from multimedia perspec-
tives. We demonstrate the capabilities of unauthorized users to perform
hidden data removal using solely a signal processing approach based on
optimal estimation as well as consider reversibility on the side of autho-
rized users who have the knowledge of key used for the message hiding.

1 Introduction

Digital data-hiding appeared as an emerging tool for multimedia security, pro-
cessing and management. A tremendous amount of possible applications have
been recently reported that include copyright protection, tamper proofing, con-
tent integrity verification, steganography and watermark-assisted media process-
ing such as multimedia indexing, retrieval and quality enhancement [1J.

Most of these applications are facing an important problem of host interfer-
ence. The related issue in communications under the assumption of a fixed chan-
nel was considered by Gel’fand and Pinsker [2]. Costa considered the Gel’fand-
Pinsker problem in a Gaussian formulation and mean squared distortion criteria
and demonstrated that the capacity of the Gaussian channel with the Gaussian
interfering host can be equal to the capacity of interference-free communica-
tions using random binning-based codebook design [3]. Recent advantages in
the design of practical capacity achieving codes makes this technique even more
attractive for various purposes [4].

The wide practical use of the Gel’fand-Pinsker set-up has raised a number
of problems related to its performance and reversibility in various multimedia
applications. Although these aspects seem to be unrelated from the first point
of view, there exist a lot in common among these issues that can throw more
light on the optimal design of binning-based techniques.

Therefore, the goal of this paper is to reveal these relationships on the side of
data-hider in multimedia applications. Similar framework for the case of descrete
alphabets was considered by Eggers et al. [5].

J. Dittmann, S. Katzenbeisser, and A. Uhl (Eds.): CMS 2005, LNCS 3677, pp. 108-[IT8] 2005.
© IFIP International Federation for Information Processing 2005
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The paper has the following structure. The basic information-theoretic set-
up of side information-assisted data-hiding is considered in Section 2l Section Bl
presents the analysis of reversibility problem from multimedia perspectives for
both unauthorized and authorized users. The experimental results demonstrating
the validity of presented theoretical analysis are given in Section El Finally,
Section [l concludes the paper and presents some future research perspectives.

Notations. We use capital letters to denote scalar random variables X,
bold capital letters to denote vector random variables X, corresponding small
letters x and x to denote the realizations of scalar and vector random vari-
ables, respectively. The superscript IV is used to designate length-N vectors
x = N = [z[1],2[2], ..., z[N]]T with k*" element x[k]. We use X ~ px(x) or
simply X ~ p(z) to indicate that a random variable X is distributed according
to px(z). The mathematical expectation of a random variable X ~ px(x) is
denoted by E,, [X] or simply by E[X] and Var[X] denotes the variance of X.
Calligraphic fonts X denote sets X € X and |X| denotes the cardinality of set X'.

Ix denotes the N x N identity matrix. We also define the watermark-to-image
2

ratio (WIR) as WIR=10log;, 2% and the watermark-to-noise ratio (WNR) as

oX
2
_ o 2 2 2 :
WNR = 10log;, ;%ZH where 0%, 0y}, 07 represent the variances of host data,
watermark and noise, respectively.

2 Gel’fand-Pinsker Set-Up: Random Binning in
Data-Hiding

In this section we consider the Gel’fand-Pinsker problem in data-hiding formu-
lation. The generalized block-diagram of this set-up is shown in Figure [II

Attacking channel
N

w¥ (M, X" K v N
] e [0 ) L) P e i)
1
K

1
K

Fig. 1. Generalized Gel’fand-Pinsker channel coding with side information at the en-
coder: data-hiding formulation

In this scenario, the data-hider has access to the uniquely assigned secret
key K = k, uniformly distributed over the set K = {1,2, ..., |K|} of cardinality
|K|, and to the non-causal interference x € XV. A message m € M is uniformly
distributed over M = {1,2,...,|M|}, with |[M| = 2N¥% where R is the data-
hiding rate. It is assumed that the stego and attacked data are defined on'y € YN
and v € VN, respectively. The length N vector distortion function is defined as:

dV(x,y) = % S0 d(zi, i), (1)

where d(z;,y;) denotes element-wise distortion between z; and y;.
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Definition 1: A discrete memoryless data-hiding channel consists of five al-
phabets X', K, W, Y, V and a transition probability matrix py w,x (vjw,z) =
pyw,x (y|w, z)py|y (v|y). The attack channel is subject to the distortion con-
straint DA:

ZyeyN ZvevN dN(y’V)pV|Y(V‘y)pY (y) < DA’ (2)

N
where py |y (V|y) = [[;i21 pviyp(vily:).

Definition 2: A (2V% N) code for data-hiding channel consists of a message
set M = {1,2,....2N%} "an encoding function: f¥ : M x XN x K — WY an
embedding function: o™ : WN x XN — YN subject to the embedding distortion
constraint D¥: Wlf\/ﬂ Dkek Zomert 2oxean AN (N (FN (m,x, k), %))px (x) <
DF and a decoding function: gV : VN x K — M.

We define the average probability of error for a (2NV%, N) code as:

P = e S e Prig™ (V. K) # m|M = m). (3)

Definition 3: A rate R = 3 log,|M]| is achievable for the distortions
(DP, D4), if there exists a sequence (2N, N) codes with PMN) S5 0as N — oo.

Definition 4: The capacity of the data-hiding channel is the supremum of all
achievable rates.

Theorem 1 (Data-hiding capacity for the fixed channel): A rate R is
achievable for the distortion D and the attack channel p(v|y), with the bounded
distortion D4, iff R < C, where:

C = maxp(ywzk) L(U; VIK) = I(U; X|K)], (4)

and U to be a random variable u € U, with [U| < min{|W|, ||} + |X| — 1. We
also assume that p(u, w|x, k) = p(ulz, k)p(w|u, z, k).

The details of this theorem proof in more general form of active attacker are
provided in [6]. The main difference with our set-up is the codebook construction
and the corresponding interpretation of the user key. In the scope of this paper,
the key K is considered uniquely as the index that defines the codebook of a
particular user. Contrarily, in [6] the key represents a side information shared
between the encoder and the decoder and can be in some relationship with X.
Therefore, we assume that K is solely an independent of X cryptographic key.

2.1 Costa Set-Up: Gaussian Assumption
Costa considered the Gel’fand-Pinsker problem for the Gaussian context and

mean-square error distance [3]. The corresponding fixed channel py|w, x (v|w, z)
is the Gaussian one with X ~ N(0,0%) and additive Z ~ N(0,0%) (Figure ).
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The auxiliary random variable was chosen in the form U = W + aX with
optimization parameter o to maximize the rate:

2 (2 2 2
R(a) = %logz g%vng(?fv—(g)vg—:;ﬁjé:,z42020§()' (5)

2
Costa has shown that if o = a,pr = 0_2”% that requires the knowledge of 0'%
w zZ

at the encoder, R(a,p¢) does not depend on the host variance and:
Rlaop) = CAWON = Llog, (1+ 2 ) (6)

that corresponds to the capacity of AWGN channel without host interference.
It is important to note that the number of codewords in each message bin of
the Gel’fand-Pinsker set-up is approximately equal to 2V (UiXIK) Tn the Costa
2
set-up, I[(U; X|K) = %logQ (1 + Q2ZTX). Thus, the larger variance of the host
w

0%, the larger number of codewords is needed at the encoder at each bin.

X.V Z,’\'
Mw@ e
f
K K

Fig. 2. Costa channel coding with the host state information at the encoder

3 Reversibility of Random Binning

3.1 Unauthorized User Reversibility

In multimedia applications, the unauthorized users are considered not to have
access to the secret key used for the data-hiding. Nevertheless, these users might
be motivated in certain circumstances [7] to estimate the original image X given
noisy version of stego data V (Figure ().

X
f
l Attacking channel
W M, XK N Y
P K g L U6 [ ey LA

I
K

Fig. 3. Reversibility set-up for the unauthorized user

Assume that in this set-up X ~ N(0,0%In), W ~ N (0,03, In) and Z ~
N(0,021y). In this case, the embedding distortion is D¥ = ¢, and the attacker
distortion corresponds to the variance of AWGN, i.e., D4 = 0%.



112 S. Voloshynovskiy et al.

To estimate X, one can use either minimum mean squared error (MMSE) or
maximum a posteriori probability (MAP) estimators that coincide in the case of
Gaussian set-up. The MMSE estimate of the unauthorized user is obtained as:

X = E[X|V]. (7)
Assuming v = x + w + z, one obtains the following MMSE estimate []]:

XK= _ % v, (8)

2 2 2
0'X+<7'W+0'Z

The variance of this estimate Dy g is given by:

Dipnasy = Bld™ (X, X)) = Zicdites) ©)
MMSE ) oL to% ol

It is important to note that X depends on the variances of original image,
watermark and noise. In the asymptotic case of infinitely large image variance
(0% — 00) that corresponds to the highly textured regions in images or edges,
no reliable estimate is possible. Moreover, perfect host restoration is not possible
in this set-up even in the noiseless case (0% = 0) due to the watermark presence

that reflects the price of lack of information for the unauthorized users.

3.2 Authorized User Reversibility

In the case of authorized user, the secret key used for data-hiding at the encoder
is available at the decoder side. The knowledge of the key considerably extends
the possibilities of image restoration on the decoder side in comparison with the
unauthorized user. The block-diagram of this set-up is shown in Figure 4

o
i U

K
—%E[X“l Y?U“]’—» ba
o
WM, X" K N -
MM, Embedder | p(vly) m(rK)

[
K

N

Fig. 4. Reversibility set-up for the authorized user

Several scenarios are possible. Scenario (A) (noisy case). This scenario refers
to the situation when the data-hider designs the scheme for a particular fixed
channel p(v|y), certain achievable rate and corresponding codebook construction.
The decoder should properly estimate the sent message based on V and K. At
the same time, the authorized user is interested to estimate the host based on
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the available possibly distorted data V using the mapping ¥V : V¥ x I — XN,
The criterion that judges the performance of above mapping is defined based on
the mean-squared estimation error similarly to the previous case, i.e.:

D" = E[dY (X, X)]. (10)

Therefore, the problem is to design the estimator ¢ that produces the minimum
mean-squared estimation error.

Scenario (B) (Noiseless Case). The second scenario of interest (upper part of
Figure M) refers to the situation when the data-hider designs the codebook for a
particular fixed channel p(v|y), performs data-hiding procedure and stores the
data in the form of Y for himself and at the same time makes it available via the
channel p(v|y). After certain time, the data-hider finds it necessary to recover
the original host data due to some reasons caused by the loss of original data,
its unavailability due to the time or access restrictions. In these circumstances,
the authorized user knows the key and has the undistorted watermarked data
Y. The problem now is formulated as the design of a proper mapper ¢ that
can produce MMSE estimation of X based on Y. Moreover, it is of particular
interest to establish a possibility to perfectly restore the original data X, i.e., to
achieve restoration distortion equal to zero.

We split our analysis in two parts. Firstly, we consider the reversibility of
Gel’fand-Pinsker problem for the authorized user. Secondly, we analyze the Costa
set-up to have a fair comparison with the previously considered scenario of unau-
thorized user reversibility.

The problem formulation that will be a common basis for the set-ups below
can be given as follows. In the case of authorized user it is supposed that the
distorted version of the watermarked data V and the key K are available. The
problem is to design the estimate X of the original data X based on V using all
information about the data-hiding scheme design and corresponding codebook
of the user defined by the key K. The quality of the obtained estimate should
be validated by the restoration distortion D".

Reversibility of the Gel’fand-Pinsker Set-Up. In the analysis of Gel’fand-
Pinsker set-up, we assume that the conditions of reliable message communica-
tions provided by the Theorem 1 are satisfied and m = m with Pe(N) — 0 as
N — oo. This implies that given the distorted data v~ and the key k, the de-
coder can uniquely find a jointly typical pair (u(m,j,k),v") € AZ(N)(U, V,
where j € {1,2,...,J},J = 2VR' R’ = I(U; X) is the number of bits that are
used to represent the host, and it can declare that m = m and @~ = ", where
@ is the estimate of u®.

! Here and in the following we assume that the set A;W)(U,X) is defined for a par-
ticular realization of the key K = k. Typical and jointly typical sets are defined in
the strong sense, see [9], pp. 288 and 434.
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In the noisy case (scenario A) (Figure ) one can design a proper estimator
of #V based on v"V for the fixed channel p(v|y) and errorless knowledge of u”.
The decoder forms the MMSE estimate % given vV and u”:

X = E[X|V,U(W(M, X, K),X)], (11)

where we emphasize that u” is a function of the known message m, key k and
the host realization %V itself.

In the noiseless case (scenario B), vV = y¥ and y¥ = o™ (2, w"). Since
w™ = fN(m, 2V, k) and assuming that 7 = m is correctly decoded that is obvi-
ously a case for the noiseless transmission and k is known, one can substitute w”
into ™V obtaining y~ = ™ (zV, fN(m, 2"V, k)) and find £V assuming invertibil-
ity of functions ¢V (.) and fV(.). In this case, #V = 2" and the authorized user
can obtain the perfect estimate of the original data at the decoder.

M)

Reversibility of the Costa Set-Up. To practically validate the above frame-
work, we consider reversibility of the Costa set-up assuming X ~ N(0,0%1Iy),
W ~ N(0,0%Iy) and Z ~ N(0,0%Iy). The distorted version of the water-
marked data v = x+ w + z is available at the decoder as well as the authorized
user key k. This makes possible to find @ based on the jointly typical decoding
in the k-specified codebook. Moreover, we assume that 1 = u meaning that
the sent codeword can be recovered at the decoder. From the Costa assumption
about the auxiliary random variable, one can express the watermark as:

W =U — aX. (12)
Substituting W into V, one obtains:
V=1-a)X+U+2Z, (13)

because of i = u according to our assumption. The MMSE estimate of X,
X = E[X|V, U], assuming Gaussian data statistics is given by:

X = aV +bU, (14)

where a = 0% 03, (1 — a)(—2a0},0% + 0% 03, +a’0d,0% +a’0%0% +o%0,) 71,
b=0%(c},atacy—o¥)(—2a0d,0% +0% o, +a’oi0% +a*ohok +o%0%,) L.
The variance of this estimator is:

2

D"(a) = E[d¥ (X, X)] = it (15)

a20%0%+0%, (0% (1—a)2+0%)"

In the noiseless case (scenario B), 0% = 0, using (I2)) and assuming that

a#1land V=Y =X + W, the estimate (I4) is reduced to:
X=5(V-U)= (Y -U) = X+ W-aX-W) =X (16)

that leads to D" = 0 and provides the perfect reversibility.
In the above analysis we have referred to the generic selection of the parame-
ter . However, it depends on the variance of the watermark and the noise, i.e.,
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maximum allowed embedding and attacking distortions. Normally in the prac-
tice of the digital data-hiding, the actual value of the applied attack variance
is rarely known in advance at the encoder. Thus, « is selected keeping in mind
some critical, the least favorable, or average conditions of system applications.
This definitely provides the mismatch between the optimal parameter and the
actual one that leads to some decrease in the system performance in terms of
maximum achievable rate that will be shown by the results of our simulation.
Nevertheless, it is interesting to investigate the hypothetical system perfor-
mance in terms of reversibility, if one assumes the perfect knowledge of the
operational scenario at the encoder that makes possible to choose the optimal
parameter o = ¢ according to the Costa result. In this case, substituting

2
(TW . .
= W __ ip n ins:
Aopt = o7 to ([IA)), one obtains

D( )= o (o +o%) (17)
Qort) = G2 Fo%+o}

that coincides with the estimation variance of the unauthorized user ([@). The
Gel’fand-Pinsker/Costa set-ups are designed to maximize the rate of reliable
communications but not to minimize possible distortion of the host communi-
cated via the noisy channel. This justifies that side information-assisted host
estimation accuracy in this set-up cannot exceed one provided by estimation
without side information. Thus, this scheme is not the optimal one when two
constraints are imposed simultaneously. The option of reversibility was consid-
ered as a granted one along the main line of reliable message communications.

4 Results of Computer Simulation

To confirm the theoretical findings, we have performed the experimental vali-
dation of different reversibility scenarios for the Gaussian set-up. Figure [l sum-
marizes the known results for the achievable rates of the Costa set-up (@) with
different values of optimization parameter a for the WIR equal to -6 dB and
-16 dB to underline the critical dependence of the achievable rates on the selec-
tion of o. While capacity of the AWGN channel is achieved for aop: (@), the
fixed « is not optimal for all WNRs in terms of achievable rate and one observes
the rate loss. It is a natural price for the lack of prior information about attack
variance at the encoder.

To investigate the impact of a on the restoration distortion, we have per-
formed a number of simulations for different types of users. Firstly, assuming
unauthorized user, who is aware only of the host, watermark and noise statis-
tics, we have applied the MMSE estimation (). The variance of this estimate
Diivse @) equals to the variance of the authorized user D" (cwp:) (I7) and is
plotted in Figure[@l for both WIRs. Secondly, assuming the authorized user with
the knowledge of the key (consequently, we suppose the knowledge of U), we
have computed the variance of the restored host D" («) according to ([IH]) for
various values of a (Figure [@]).
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Fig. 5. Costa rate: WIR=-6 dB and WIR=-16 dB

The obtained results confirm the non-optimality of the optimal Costa «a se-
lection for host communications. They demonstrate the estimation accuracy im-
provement at low WNRs in comparison with unauthorized user/authorized user
with o = aopt Wwhen o parameter increases. However, at high WNRs the situ-
ation is the opposite one. This behavior is justified by the fact that for « = 0
(spread sprectrum communications) U = W and it represents additional inter-
ference source for host communications. In this case the input for the optimal

MMSE estimator of X will be (V — U). Therefore, D(a = 0) = 952 and

O’g( +U%
asymptotically perfect host recovery at high WNRs (0% — 0) is possible.
Whena =1, V=X4+W+Z,U=X+W and the optimal MMSE estimate

is obtained based on U only. Thus, D(a = 1) = G‘%fffgw and it is independent
of 0%. Therefore, at low WNRs this selection of a provides the smallest possible
variance of the host estimation while at the high WNRs presence of W leads to
the performance loss in comparison with the previous case (o = 0).

The performed analysis allows to conclude that knowledge of the auxiliary
random variable plays a crucial role for accurate host estimation in the Costa
communications set-up. However, in order to provide satisfactory solution for
both high and low WNRs one needs to design a communications protocol for
the properly selected value of « (for instance, a € [0.4, 0.6], Figure [d]).

Finally, it can be observed (Figure [f) that as WNR — oo or 0% — 0 that
corresponds to the noiseless case within the considered scenario B, D" for the
authorized user tends to 0 for all values of . This corresponds to the case of
perfect reversibility and confirms our theoretical analysis. At the same time,

2 2

the unauthorized user distortion asymptotically tends to U‘;Xf;‘g , 1.e., it is non-
X w

decreasing with 0% that prevents the perfect reversibility for the unauthorized

user in this signal processing set-up.

5 Conclusions and Future Perspectives

In this paper, the problem of reversibility of random binning-based data-hiding
was analyzed from multimedia perspectives. Estimation-based reversibility was
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generally formulated within the Gel’fand-Pinsker framework and qualitatively
analyzed in the Costa set-up. We demonstrated that in the noisy case the unau-
thorized user is capable to remove the hidden data using optimal MMSE with
the same host reconstruction distortion than the authorized one with the perfect
knowledge of the attacking noise variance. Contrarily, non-optimal in the com-
munications sense selection of a together with the access to the proper codeword
U provide significant estimation performance improvement. In the noiseless case
(02 — 0), the knowledge of U allows the authorized user to completely recover
the host data (0% = 0) that is never possible for the unauthorized user.

As a possible extension of the presented results we are going to consider the
problem of maximization of the rate of reliable communications for a given target
distortion D*" and WNR regime that can be formulated as a joint optimization
of achievable rate and restoration distortion. Finally, the same set-up will be
analyzed from the security perspective.
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Abstract. We suggest a graph-theoretic approach to steganography
based on the idea of exchanging rather than overwriting pixels. We con-
struct a graph from the cover data and the secret message. Pixels that
need to be modified are represented as vertices and possible partners
of an exchange are connected by edges. An embedding is constructed
by solving the combinatorial problem of calculating a maximum cardi-
nality matching. The secret message is then embedded by exchanging
those samples given by the matched edges. This embedding preserves
first-order statistics. Additionally, the visual changes can be minimized
by introducing edge weights.

We have implemented an algorithm based on this approach with sup-
port for several types of image and audio files and we have conducted
computational studies to evaluate the performance of the algorithm.

Keywords: Steganography, graph theory, information hiding,.

1 Introduction

The purpose of steganography is to conceal the fact that some communication
is taking place. This is achieved by embedding a secret message in some cover
data. This process — the embedding algorithm — produces stego data which must
not raise suspicion that the secret message exists. The intended receiver extracts
the secret message from the stego data. Typically, the sender and the receiver
must share a common secret, like a secret key in cryptography.

This paper presents a new graph-theoretic approach to steganography based
on the idea of exchanging rather than overwriting samples. By exchanging sam-
ples, the secret message can be embedded while preserving the color frequencies,
thus automatically avoiding detection by tests based on first-order statistics. We
construct a graph from the cover data and the secret message. A vertex in this
graph will correspond to the necessity of making a change to the cover data.
Two vertices that are potential partners for an exchange will be connected by
an edge. This approach has the following advantages:

J. Dittmann, S. Katzenbeisser, and A. Uhl (Eds.): CMS 2005, LNCS 3677, pp. 119-[I28] 2005.
© IFIP International Federation for Information Processing 2005
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1. It does not depend on the type of the cover data (e.g. image, audio,...).

2. It is easily extendable concerning the question which exchanges are allowed
by defining additional restrictions on the set of edges. This allows for modular
addition of visual and statistical criteria to the embedding algorithm.

3. It reduces the problem of finding a steganographic embedding to the well
investigated combinatorial problem of finding a maximum matching in a
graph (see e.g. [918]).

We have implemented an algorithm based on this approach in the system
steghide [7]. Our computational experiments have shown that sufficiently large
matchings can be found, so that first-order statistics are not changed substan-
tially. Additionally, the visual differences can be minimized by introducing edge
weights and minimizing the weights of all matched edges.

This paper is organized as follows. Section 2l contains a theoretical description
of our new approach. In Section[3we describe the implementation of an algorithm
based on this approach. Section M contains a discussion of the steganographic
security of our algorithm in comparison to other methods.

2 A Graph-Theoretic Approach

2.1 Terminology

The central concept for abstracting the embedding process from the underlying
data format is that of a sample. A sample is the smallest data unit of a certain
data format, e.g., the data making up a pixel in an image (a R/G/B triple in
true-color bitmaps). The set of values a sample (of a certain data format) can
have, is denoted as S. A cover (or stego) file is an array of samples.

For cover (or stego) data D = (s1,...,sn) and a set P C {1,..., N} the
frequency of the sample value z € S in the set P is |{i € P | s; = z}|. We define
a function v : S — {0,...,m — 1} assigning an embedded value to every sample
value, where m can be varied for different data formats. For a traditional least
significant bit (LSB) embedding, m would be 2 and v(s) = LSB(s). Additionally
we use a construction mentioned in [IJ: We do not embed a value in a single
sample, but instead in a set of k samples, more precisely, as modulo m sum
of their embedded values. This has the advantage that we have the freedom
to choose one of these k samples for modification. Let D = (s1,...,sn) be
some cover (or stego) data. We define the value that is embedded in the i-
th k-tuple of samples as: Vi(D) = v(sk.(i—1)41) @m - - - B V(Sk.(i=1)+k), Where
1 < i < [£&]. The secret message will be denoted as E,, = (e1,...,e,) where
e; € {0,...,m—1} for i € {1,...,n}. The purpose of this notation is to make
clear that the data that will be embedded is encoded in digits modulo m which
is assumed for the construction of the graph. For m = 2, the values e; are the
bits of the secret message.

A graph G is a structure (V, E) where V is the set of verticesand E C V xV
is the set of edges. We will only consider undirected graphs, so (x,y) € E and
(y,x) € E are the same edge. Every edge can be assigned a weight which will be
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denoted by c(e) for e € E. A matching M C E is a set vertex-disjoint edges, i.e.
there do not exists two edges e;,es € M and a v € V such that both e; and es
are connected to v. A mazimum cardinality matching on a given graph G is one
largest (w.r.t. its cardinality) matching on G. A mazimum cardinality minimum
weight matching M is a maximum cardinality matching where ) _,, c(e) is
minimal among all maximum cardinality matchings. An edge e € E is called
matched with respect to some matching M if e € M. A vertex v € V is called
matched (in M) if there is an edge in M that is incident to v. We will sometimes
write v € M for a vertex v € V to indicate that this vertex is matched in M,
respectively v ¢ M to indicate that it is not matched. A perfect matching is a
matching such that all vertices of the graph are matched.

2.2 Construction of the Graph
In this section we will describe the construction of the graph.

Definition 1. Let C = (s1,...,sn) be the cover data, k > 1. A vertex is a
structure (P,T) where P = (p1,...,px) € {1,...,N}¥ is a k-tuple of positions
in the cover file, and T = {(t1,...,t) € {0,...,m — 1}*¥ is a k-tuple of target
values.

The precise meaning of a vertex is as follows: Exactly one of the samples s,,,,
i € {1,...,k} needs to be changed to a sample value s} for which v(s}) = ¢;
holds to embed a certain part of the secret message. The number k is fixed for
a graph and will in the following also be called the samples per vertex ratio.

s. S1 s2 S3 34 SS Ss nk-2 nk-1 ~nk
vis):|2|2|1|3[1]0|-|2]|1]|3

V(C): 1 0 2

e 2 0 1
((PoppP )t tt)): | ((1,2,3),(3,3,2)) |- -~‘(<nk—2,nk—1,nk>,<1,0,2>)

Fig. 1. Example for the vertex construction with £k =3 and m =4

After having defined the structure of a single vertex it remains to describe the
construction of the set of vertices: Basically we have to create a vertex for every
k-tuple of samples of which one needs to be changed. Fig. [l shows an example of
our construction for cover data C' = (s1,...,sy) with kK = 3, m = 4 and secret
message Ey = (e1,...,en). The first row contains the samples of the cover data.
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The second row contains the values that are embedded in the (unmodified) cover
data. Three (in general k) of these values are combined using addition modulo
four (in general m) to form the value V;(C') which is compared to the [-th part
of the secret message (e;). If these two values are not equal (as in the first and
last case but not in the second case) a vertex is created in the last line. The
target values are computed by adding the difference d = ¢; ©,, Vi(C) to each
v(s;). This has the effect that replacing one of the v(s;) with its corresponding
target value t1,to or t3 yields e; as value of the vertex. This operation is called
embedding a vertex.

Definition 2. Let v and w be two vertices with v = ((p1,...,Pk), {t1,---,tk))
and w = ({q1,-- -, qr), (U1,...,uk)) and let i,j € {1,...,k}. There is an edge
connecting the i-ith sample value of v with the j-th sample value of w, written
as (v,w);; € E if

v(sp,) = uj and v(sy;) =t

An edge connects two vertices and is labeled with the index of one sample value
from each vertex. An exchange of these two sample values results in embedding
both vertices. Note that it is possible that two vertices are connected by more
than one edge. In this case a matching can contain only one of these edges.

The above definition alone does not prohibit exchanges that create visible
distortions such as for example exchanging a black and a cyan pixel. We need to
define a restriction on this set of edges that takes visual similarity into account.
We define a distance function d : S x S — R meant to capture the notion of
visual distance. We define a relation of visual similarity ~ for s1,s2 € S as:
81 ~ 83 < d(s1,82) < r for some neighborhood radius r. Now we can give the
refined definition of the set of edges restricted by ~:

E™ = {(va)iyj S | Sp; ™ Sq_j}

where v = ((p1,...,Pk), (t1,...,tx)) and w = ({(q1,-..,qk), (u1,...,ug)). The
cost ¢ : £ — R of an edge is the distance of the two sample values d(sp,, sq;)-

2.3 Finding an Embedding

The goal of the embedding process is to find a way to modify the cover file such
that all vertices are embedded. For this purpose we try to calculate a perfect
matching on the graph defined in the previous section. Every matching on this
graph corresponds to a set of (disjoint) exchanges of sample values in the cover
file. Conducting these exchanges has the effect that all matched vertices will be
embedded. Of course we cannot except to reach a perfect matching for every
cover file. To embed those vertices that can not be matched it is necessary to
overwrite one sample per vertex. An operation like this will change the sample
value frequencies, but this operation needs to be done only on the unmatched
vertices and in Sec.[B.2lwe show that for natural cover data we can find matchings
of sufficient cardinality.
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As an additional feature one can bias the algorithm towards choosing short
(w.r.t. their cost) edges to minimize the overall visual impact by trying to find
a minimal weight maximum matching.

3 Implementation

We have implemented an algorithm based on our new graph-theoretic approach
in the system steghide [7]. Our implementation supports palette images, true-
color images, jpeg images, waveform audio data and p-law audio data. As ad-
ditional security measure we permute the samples before embedding in a way
determined by the secret key to guarantee a uniform distribution of stego samples
in the stego file (as recommended e.g. in [12]).

3.1 Data Structures and Algorithms

The number of vertices in our graphs grows in O(n), where n is the size of the
secret message. The number of edges grows in O(n?). For example, a graph for a
true-color image and embedding data of size 1KB has about 3,200 vertices and
98,000 edges (on average). If the size of the embedded data raises to 4KB, then
the size of the graph gets up to 12,500 vertices and 1,470,000 edges. However,
our aim is to embed an even greater amount of data. This huge size of the
graphs has two important implications: First, it is impossible to store a graph
using an adjacency list, because the number of edges simply becomes too high.
And second, even if there are fast algorithms to solve the matching problem
running in time O(y/|V] - |E|) (see [§]) it is necessary to use simple heuristics
that are even faster. Note that this does not result in a decrease of the quality
of the obtained matchings because it is compensated by choosing data format
specific values for the parameters m, k and r that result in graphs such that
heuristics can find matchings of sufficient quality (see Sect. B.2).

In our implementation, we have not stored the graph using an adjacency list,
instead we use data structures that allow an on-the-fly construction of the edges:
The sample value adjacency list is an array indexed by the sample values that for
each sample value s contains a list of those sample values that have a distance
< r to s. These lists are sorted by distance in ascending order. We also need a
data structure called sample value occurrences that is an array indexed by the
sample values that for each sample value s contains a list of pointers to those
vertices that contain s. Using these two data structures we can iterate through
the edges of a given vertex in order of ascending distance without the need to
store an adjacency list.

As mentioned above, we use heuristics to speed up the calculation of the
maximum cardinality minimum weight matching. We use the greedy construc-
tion heuristic formally described in Algorithm [ (see, e.g., [9]).

This heuristic adds vertices ordered by their degre and - for equal degrees -
with their shortest edge to the matching. Sorting by degree significantly increases

! The degree of a vertex is the number of edges incident to this vertex.
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Input : Graph G = (V, F)
Output : Matching M on G

Sort all vertices by degree in ascending order into (v1,...,vn);
Initialize M = 0;
Mark all vertices as active;
fori=1,...,ndo
if v; is active and degree(v;) > 0 then
Set e = (v;, w) = shortest edge of v;;
Set M = M U {e};
Mark v; and w as inactive and delete all of their edges from FE;
end
end
return M,

Algorithm 1. The static minimum degree construction heuristic (SMD)

the cardinality in comparison to a random selection because vertices that have a
lower number of possible partners are matched first. Additionally sorting vertices
with equal degrees by shortest edge biases the non-determinism in the algorithm
towards choosing shorter edges.

After this construction heuristic, for some data formats we use a heuris-
tic depth-first search for augmenting paths as postprocessing step. Augmenting
paths then can be used to increase the cardinality of the matching. The interested
reader is referred to [9] for details.

3.2 Computational Studies

To evaluate the performance of the implementation empirically, we created a test
set of cover files for every data format. The image test sets have been created
by digitizing 50 images showing natural scenes with an Epson flatbed scanner,
which then have been converted to the appropriate file format: to bitmaps using
256 color palettes, to uncompressed true-color bitmaps (16.7 million colors) and
to color jpeg images. The audio data has been taken from different CDs and then
stored as 16 bit waveform data and converted to the p-law format. The tests
have been conducted with different amounts of random data as secret messages.

These test sets have been very useful to determine good values for the data
format specific parameters: the samples per vertex ratio k, the modulus m and
the radius r. As distance function we use the euclidean distance in the RGB
cube for palette and true-color images, for the other formats we use the absolute
distance between the sample values. Table [Il shows values for the parameters
s.t. an embedding rate as high as possible is reached while still allowing nearly
perfect matchings and thus preservation of first-order statistics. The embedding
rate is the rate of the size of the secret message to the size of the cover file and
can be calculated as r = %ks where s is the size of a sample in bits. A sample
in a jpeg file is a coefficient of the discrete cosine transform. Coefficients with
the value 0 are not used to embed data, because setting a coefficient that is 0
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Table 1. Data format specific definitions

palette|true-color| jpeg |waveform | p-law

radius r 20 10 1 20 1
samples/vertex k| 3 2 3 2 2
modulus m 4 4 2 2 2

embedding rate | 8.33% | 4.16% [5.86%| 3.13% 6.25%
algorithms SMD SMD SMD |SMD,DFS|SMD,DFS

100 | : b

+ X

9

98 B

Cardinality of Matching [%]
t

97 . * T
palette images
true-color images
jpeg images
waveform audio data
96 ) mu-IawI audio data

oomx X +

1 1 1 1
1 2 3 4
Size of Embedded Data [KB]

o
o

Fig. 2. Matching cardinality

in the cover file to 1 in the stego file can result in visually detectable distortion
of the image. For this reason, the embedding rate of a jpeg file can be given
only empirically, so the exact value given in the table is only valid for our image
database, however for other natural images the value will be similar. The last
row shows which algorithms are used on a specific file format. SMD refers to the
static minimum degree construction heuristic (as described in Algorithm []) and
DFS refers to the heuristic depth first search for augmenting paths presented
in [9]. For the audio data formats it is useful to apply the DFS postprocessing
step, because the SMD heuristic already produced high quality solutions (98.2%—
99.7% matched vertices for waveform data and 99.8%-99.9% for u-law data) and
the DFS postprocessing step is rather fast when applied to such high quality
solutions but still yields even better solutions.

Fig. 2 shows the cardinalities of the calculated matchings. The cardinality
of the obtained matchings is very high (more than 97% of the vertices have
been matched). This is due to the high density of the graphs obtained using
our parameter settings. For the audio data formats almost 100% of the vertices
have been matched. In contrast to the audio data formats, for jpeg files only
97% can be reached. This data format is more difficult to handle, because the
coefficients of the discrete cosine transform do not have a uniform distribution,
instead sample values with smaller absolute values occur more often (see, e.g.
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[12]). These results show that embeddings can be found that do not modify
first-order statistics substantially.

Fig. B shows the average weight in % of the radius. An unbiased algorithm
would choose edges with random weight with the result of an average edge weight
of 50% of the radius. Biasing the algorithms towards choosing shorter edges has
a significant effect for true-color images and waveform audio data.

We have observed that true-color images need considerable more running
time than the other data formats, e.g. for embedding 6KB data the construction
heuristic takes approximatly 12 seconds to complete compared to less than one
second for the other data formats. This is due to the high number of different
sample values. The problem is that, in general, creating the sample value adja-
cency list needs O(|S'|?) time (where S’ is the number of sample values actually
occurring in the graph).

4 Steganalysis

The number of unmatched vertices is an upper bound on the number of changes
to first-order statistics. Our experiments have shown that sufficiently good
matchings (< 3% unmatched) can be reached for natural cover data. This makes
our approach practically undetectable by tests that look only at first-order sta-
tistics such as the x2-attack [14]. Furthermore it is not possible to specify a set
of groups partitioning S s.t. exchanges occur only inside a group making our
approach also undetecable by the generalized y?-attacks in [TO/4JL3].

It would be interesting to run the blind steganalysis scheme [5] against
our implementation to compare its detectability to the other tested algorithms
[I2/TOITT], in particular to Salle’s model-based approach. His algorithm does not
only preserve the global histogram of jpeg files but also the frequencies of each
individual DCT coefficent. Note that our approach could easily be extended by
adding a restriction to the set of edges which allows only exchanges of sample
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within one DCT coefficient. This would have the effect that also the frequencies
of the individual coefficients will be preserved. In fact, any restriction that can
be expressed by allowing or disallowing single sample value exchanges can be
added. It remains to be investigated how powerful this really is.

For a targeted steganalysis of our approach for jpeg files the blockiness mea-
sure seems to be a candidate. The blockiness measure gives an indication of the
discontinuities at the 8x8 boundaries of jpeg blocks and was used in [6] to break
outguess [10].

5 Summary and Outlook

We have presented a graph-theoretic approach to steganography that is based
on exchanging rather than overwriting samples. Thus it preserves first-order sta-
tistics without the need for additional changes as in [I0]. A graph is constructed
from the cover data and the secret message where each vertex corresponds to
the necessity of making a certain change and each edge represents a possible
sample exchange. The embedding is found by solving the well-investigated com-
binatorial problem of finding a maximum cardinality minimum weight matching
in this graph. The maximality of the cardinality ensures that a maximal amount
of data is embedded by exchanges. The unmatched vertices need to be embedded
in a way that does not preserve first-order statistics. However, as demonstrated
in our computational studies, the number of unmatched vertices is negligibly
low (0% — 3%) for natural cover data. Additionally the minimality of the edge
weights ensures that the visual changes introduced by the embedding are as
small as possible. We have implemented the algorithm with support for true-
color images, palette image and jpeg images as well as waveform and pu-law
audio data.

Our approach can easily be extended by adding further restrictions on the
set of edges (beyond the simple visual restriction sp, ~ s,4;). An example would
be a restriction for jpeg files to preserve also the frequencies for each individual
DCT coefficient. Another example is the method described in [3] (and recently
broken in [2]) to determine all pairs of stochastically independent sample values.
Any restriction that can be expressed by allowing or disallowing single sample
value exchanges can be added.

From the point of view of combinatorics the following two extension seem
interesting: 1) to allow exchanging more than one sample per vertex and 2)
to allow not only (disjoint) exchanges but arbitrary permutations. Both would
provide more flexibility but would amount to more difficult combinatorial
problems.
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Abstract. Cryptographic techniques have been deployed to securely
prove the presence of a watermark in stego-data without disclosing any
security critical information to the detecting party.

This paper presents a detailed practical construction and implemen-
tation results of a correlation-based non-blind watermarking scheme in
the non-interactive zero-knowledge setting. We extensively describe the
modifications and hurdles that had to be overcome to transform a well-
known watermarking scheme — whose general detection principle is ap-
plied in many other known schemes — into a two-party setting where
the critical detection input, i.e. the watermark vector and the origi-
nal data is cryptographically concealed from the verifying party using a
commitment scheme. Our prototype implementation is very efficient and
is an evidence of the practical feasibility of zero-knowledge watermark
detection.

Keywords: Watermark, detection, implementation, zero-knowledge.

1 Introduction

When using watermarks as evidence in applications, such as fingerprinting, dis-
pute resolving or direct authorship proofs, the presence of a watermark, em-
bedded by some party (e.g., a merchant or the author) has to be verifiable by
another, not fully trusted party (e.g., a judge, a dispute resolver or a customer).
Unfortunately, verifying the presence of a watermark in given data by means of
the watermarking system’s detection algorithm requires knowledge of the water-
mark, the watermarking key and, in non-blind watermarking systems, addition-
ally the original data. Once this information was disclosed to a malicious party,
it enables this party to perfectly remove the watermark without any perceptible
quality degradation.

Adelsbach and Sadeghi [I] suggest to conceal the critical detection input
from the potentially dishonest verifying party in commitments and to apply a
zero-knowledge protocol in which a prover P proves to the verifying party V that
the committed watermark is detectable in the alleged stego-datall The protocol

1 Other protocols have been proposed before, but these do not achieve the same level
of security or have documented security flaws [2].

J. Dittmann, S. Katzenbeisser, and A. Uhl (Eds.): CMS 2005, LNCS 3677, pp. 129-I39] 2005.
© IFIP International Federation for Information Processing 2005
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is zero-knowledge which guarantees that the verifier gains no knowledge on the
embedded watermark.

In this paper we present the concrete construction of a zero-knowledge proof
system for the watermarking scheme proposed by Cox et al. [3] as one exam-
ple for the class of correlation-based and non-blind detectable watermarking
schemes. Furthermore, we give a precise quantisation of the computation and
communication complexities of the protocol. After minor transformations, the
correlation value can be computed as a polynomial expression such that the
entire zero-knowledge watermark detection protocol can be composed from ele-
mentary zero-knowledge sub-protocols and by using the commitment scheme’s
homomorphic property.

We want to stress that this zero-knowledge watermark detection paradigm
can be applied to any watermarking scheme whose detection criterion can be
expressed as a polynomial expression. This also includes more advanced embed-
ding and detection strategies to improve robustness and imperceptibility with
respect to the HVS as cited in [4]. We have chosen the scheme of Cox et al. [3],
because it is a widely known example of correlation-based watermark detection
and convenient to demonstrate the practical feasibility of strong zero-knowledge
watermark detection.

Outline: Section [2recapitulates the technical basics, i.e. the applied watermark-
ing scheme and the cryptographic primitives. Section [3 treats all considerations
and modifications of the original watermarking scheme when it is transformed
into an efficient zero-knowledge protocol. In Section H] we estimate the com-
putation and communication complexities and present results of a prototype
implementation.

2 Technical Preliminaries

2.1 Watermarking Scheme by Cox et al.

Here we shortly recall the major facts from the watermarking scheme by Cox et
al. [3] for black and white still-images as the basis for our detection protocol.

Generation: The watermark vector WM consists of m (in the order of 1000)
independently chosen N (0, 1)-distributed coefficients.

Embedding: The discrete cosine transformation (DCT) is applied to the orig-
inal image, resulting in W. Let W™ denote the m coefficients carrying the
watermark information which corresponds here to the m highest magnitude AC-
coefficients in W. Cox et al. originally propose three different equations to embed

the watermark, yielding the m-dimensional vector W’ ] of marked coefficients
-, [m]

w', “fori=0,...,m—1:

=W s o WM, (1)
= w1+ o WM, (2)
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where the constant a denotes the strength of embedding. As the third equation
W Em] = Wi[m] . (ea'WM L) is practically not used, we omit its further discussion.
- [m]

Substituting W’ in W and applying the inverse discrete cosine transfor-
mation DCT ™! results in the watermarked image W'.

Detection: To decide whether a given watermark WM is contained in image W*
we extract a watermark candidate WM™ whose correlation value is computed
against the watermark WM. In this extraction we first compute W = DCT (W)
and W* = DCT(W*). Then set W™ to the m-highest magnitude coefficients

of W and W*[m] to the corresponding coefficients (same position) of W*. Then
WM* is obtained by inverting the embedding equation (see Section [B1]). Finally,
we compute the correlation

WM - WM* 3)

corr = ———
| W]

and compare it to some given threshold S. If corr > S then WM is considered
to be present. Otherwise it is considered to be absent.

2.2 Cryptographic Primitives

Commitment Scheme. A commitment scheme is a cryptographic protocol
that allows one party, the so-called committer C, to commit himself to a message
s € M from the message space M, such that the recipient R of the commitment
C; is assured that C is unable to change the value of s afterwards (binding prop-
erty). At the same time s is kept secret from the recipient R (hiding property).

Protocols: A commitment scheme consists of two main protocol steps:

1. Commit(): To commit to a certain message s € M, C runs the algorithm
(Cs, skeo,) < commit (s) to obtain the commitment Cs to s and the corre-
sponding secret key skc, that allows C to open Cy correctly in the Open()
protocol. The committer passes Cs to the recipient who saves it for further
use.

2. Open(): To open Cs to R, C sends the message s and the corresponding
secret key skc, to the recipient. With this information R is able to verify
s regarding the previously received commitment Cs. If the verification has
been successful, R outputs the message s, otherwise he rejects. We denote
such a successful protocol run as (C: —; R :s) « (C : s,8kc,; R : —; Cs)

We refer to [5] for a detailed introduction to commitment schemes.

The Concrete Commitment Scheme: We use the Damgard-Fujisaki (DF)
integer commitment scheme [6] in our protocol. A commitment to a message
s € Z is computed as Cy := ¢°h**es mod n, where n is the product of two safe
primes, h is a random element of high order and its order has only large prime
factors. g is a random element from < h > and log, g is unknown to C. g, h
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and n form together with some other public (security) parameters (cf. Section
M) the so-called commitment description descreom. Instantiated in this manner,
the DF commitment scheme is statistically hiding and computationally binding
under the strong RSA assumption.

Homomorphic Property: The structure of the DF commitment scheme al-
lows R to perform computations on secret values without knowledge of the
corresponding opening information. This feature can be used to increase the
efficiency of the watermark detection protocol. Let C; and Cy be two commit-
ments to the secret values x and y and ~ be some publicly known integer. The
committer C, knowing skc, and skc,, can open the product C, - Cy as x + y:
(C:=R:x+y)— (C:x+y,skc, +skc,; R : —;Cy - Cy). Furthermore, (C;)”
can be opened asy-x: (C: —;R:vy-x) — (C:v-z,7-skc,; R: —;(Cy)7) and
C,-g” can be opened as y+x: (C: —; R : y+x) < (C: y+x,skc,; R : —;Cp-g7).
Consequently, R can autonomously compute Cy1y, Cy., and Cy,, which can
be opened accordingly by C.

Elementary Zero-Knowledge Proof Systems. Interactive two-party proof
systems involve a so-called prover P and a so-called verifier V where each of them
has its own private input and both have access to some given common input.
In our context, the common input consists of commitments of which P is aware
of the secret messages and the corresponding secret keys as its private input.
Applying such proof systems P convinces V that he is indeed able to open the
commitments, provided as common input, correctly and that certain relations
hold among their secret messages. There exist three security requirements for
these proof systems: Completeness: If P and V act honestly, every run of the
proof system will be accepted by V. Soundness guarantees that a cheating prover
(e.g. P has no opening information for the commitments) can trick ¥ to accept
the proof protocol only with a negligible probability. Finally, the zero-knowledge
requirement guarantees that V gains no new knowledge from a protocol run
beyond the assertion that has been proven.

We will make use of several elementary zero-knowledge proof protocols, which
prove the multiplicative relation (PoK,.i()), the square relation (PoKsq()) and
the equality relation on committed values (PoKeq()) We use the multiplication
protocol proposed by Damgard and Fujisaki [6], while the square and the equality
proof are adapted from Boudot [7]. Finally, we use a proof system PoK>(() which
proves that a committed value is greater or equal to zero. An elegant proof system
has been suggested by Lipmaa [§] and is based on a number theoretical result
by Lagrange, which states that every positive integer x can be represented as a
sum of four squares, i.e. z = 3 + 23 + z3 + 3. Hence, the proof system PoK>()
can be composed by 4 square proofs, the homomorphic addition of wa, e Cxi
and the proof of an equality relation for Cy2 1 ,2,2,2 and Cj.

Typically, zero-knowledge proofs are executed as interactive challenge-
response protocols. However, there exists an efficient transformation to convert

2 For example, PoK,u1:(Ce; Ca, Ch) denotes a zero-knowledge proof that P can open
Ca, Cy and C., such that a - b = ¢ holds.
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the interactive version of a proof protocol into a non-interactive version in the
random oracle model [9] where the prover performs a complete precomputation
of a proof and passes it to the verifier. Our implementation uses the elementary
sub-proofs in this efficient proof mode.

We will give the computational complexity of all protocols in terms of mod-
ular exponentiations (F), modular inversions (I) and modular multiplications
(M), as these operations dominate their complexities. With Comp, we denote
the computational complezity of the prover, whereas Comp,, refers to that of the
verifier. L denotes the computation expense of a 4-square Lagrange decompo-
sition, for which an efficient probabilistic algorithm can be found in [I0]. With
Comm(py) we denote the communication complezity, measured as the number
of bits exchanged between P and V.

The complexities of the basic protocols mainly depend on the security pa-
rameters of the DF commitment scheme, namely |n|, k, T, B and C(k) (which
we will denote as F'). Here, |n| denotes the binary length of the strong RSA
modulus. B is an estimator for the upper bound of the order of < h >, such
that ord(< h >) < 2B, while T specifies the message space M = [T, T]. We
use the parameter k to limit the maximum statistical distance (statistical zero
knowledge property) between an accepting real and a simulated protocol view
which is less than 27%. F' (aka C(k) in [6]) determines the challenge size and
therefore the security parameter for the proof’s soundness. As such, it limits
the probability that a cheating prover is able to carry out an accepting proof to
< 27171, For further details regarding these parameters we refer to [6]. Table M
gives an overview of Compp, Comp,, and Comm(p ), including the communica-
tion complexity for reasonably chosen security parameters (cf. Section H).

Technical Remark: Watermarking schemes require computations on real num-
bers, while the applied DF commitment scheme supports integers. However, by
scaling all real values by an appropriate factor A (e.g. A = 10'° or 10%°) we
can perform all required computations in the integer domain. For instance, the
relation a - b = ¢ is scaled as (A,a) - (M) = (Aadp)c.

Table 1. Communication and computation complexities in the non-interactive proof
mode

Relation | Compp | Comp,, | Commp 1y |[KBytes]

PoKmuit()| 6E +9M 9F + 31+ 6M |6|F|+3|T|+8k+3B+5| 0.66

PoKyq () 4F + 6M 6F + 21 +4M |4|F| +2|T| + 5k + 2B + 3| 0.44

PoKeq () 4E + 5M 6FE +2I +4M |4|F|+|T|+5k+2B+3| 0.38

PoK>o() [38E + 42M + L|30E + 101 + 23M|8|n| + 20|F| + 9|T| + 25k | 3.13
+10B + 15
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3 Transformation into the ZK-Setting

For each embedding equation () and (2]) we consider its inversion, yielding WM*
and rate its usability. Furthermore, we address the problem how V chooses the

detection coefficients W*[m] as he is only aware of the committed version of w.

3.1 Embedding Equations

The first step of the detection algorithm is to extract WM™ from the alleged
stego-image W+, which, in non-blind detection, additionally involves the orig-
inal image W. In zero-knowledge watermark detection, V is only aware of the
committed version C' () 1= (CW1 fmly e C’Wm i) of W such that, after the ex-
traction, he has to be convinced in zero-knowledge that the content of Cyyps+ :=
(Cwar*yy -, Cwar~,,) has been obtained correctly.

Equation [T} In case WM was embedded according to Equation () then WM*
is obtainedd as -

Ai = WM*Z = W*im - V[/?[m] (4)
such that 4; is a difference of committed values, which can be easily computed

in the committed domain by taking advantage of the homomorphic property of
the commitment scheme.

Equation [2} In this case 4A; is obtained as the quotient

[m]

A= o Wy = (W = ) g, (5)

To convince V in the committed domain that A; in Ca, has been computed cor-

A~ m s~ [m -1
rectly as A; = W*£ L ( Wi[ ]) —1 an additional zero-knowledge proof has to be
performed. Therefore, the computation of C4, at the beginning of the detection
protocol described in Section B4 has to be extended by an additional multiplica-

. -1
tion subproof and a proof that (m[m]) was computed correctlyH Clearly, the

entire detection protocol can be extended by the described subproofs, but this
introduces additional overhead. Hence, embedding the watermark with Equation
() yields a more efficient zero-knowledge watermark detection protocol.

3.2 How Verifier Determines W*[m]

The original heuristic in Cox’s watermarking scheme (see Section 2] requires to
A A m

select the coefficients of W with the m-highest magnitudes to construct W*[ ]

3 We invert to A; := o - WM?*; instead of WM*;, because with A; in the detection
inequality the construction of an efficient protocol is easier to achieve, cf. Sec. 33l

4 This can be achieved by proving the multiplicative relation PoKi:(Cy; C( W[""]) —1,
CW["L]) and that z is close enough to 1. The latter can be proven by an interval

progf [7] that z € [1 — 6,1 + 6] for a reasonable small 6.
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and W™l In the context of zero-knowledge watermark detection, this heuristic
cannot be done in a straightforward way, since ¥V only knows the committed
version C'y, ) of the original transformed image W. We describe two (among
several other) viable solutions to overcome this problem:

Solution 1: This method provides a generic solution which is applicable to
every correlation-based watermarking scheme whose detection criterion can be
expressed as a polynomial. The general idea of this solution is that WM is chosen

as large as the image size (e.g., m = N-N) and that all positions 4, not supposed
to be marked, are set to value WM, := 0. In this case no selection for W*[m} and

wiml s required at all and corr remains unaffected as well. Unfortunately, this
general approach involves a significant overhead, as the number m of coefficients
that have to be processed becomes quite large.

Solution 2:Here we consider the special case where the embedding positions are
public parameters of the watermarking scheme and, therefore, can be given as
common input to both parties, thus yielding more efficient detection protocols.
One possibility to obtain these fixed embedding positions has been proposed by
Piva et al [11] and works as follows: Embed WM along a zig-zag scan of the AC
coefficients similar to the walk in the JPEG compression algorithm (but on the
entire N X N DCT-transformed image). Embedding of the watermark begins at
a predetermined diagonal [, which becomes part of the common input. [ is chosen
such that a sufficient number of low-frequency AC coefficients is used for em-
bedding. This methodology matches the required choice of significant coefficients
in W for embedding WM, since for most images the low-frequency coefficients
mainly coincide with the highest magnitude coefficients of W. The result is a
compatible efficient zero-knowledge version of Cox’s watermarking scheme.

3.3 Adaption of the Detection Inequality

We have to transform the detection criterion corr > S respectively corr — S >
0 such that the computation of corr can be expressed as a polynomial term.
Inserting Equation (B) into corr — S > 0 leads to Z;ZBI WM, - WM*, — S

Z?igl(WM*i)Q > 0. The detection threshold S is chosen as S > 0 [3]. If

WM is present, then Z:’;_Ol WM; - WM*; > 0 also holds. In this case we are
allowed to square the inequality in order to eliminate the root term which would
require additional zero-knowledge subproofs. Otherwise, we are already assured
in this stage that WM is not present and can omit further computations (cf.
Section B4)).

Now the resulting term has a polynomial form which allows us to apply the zero-
knowledge protocol primitives. A multiplication with a? allows us to use A; :=
a - WM, directly from Equation (@) or (Bl) which leads to the detection criterion

m—1 2 m—1
(Z WMZ-~AZ-> - 82y A >0 (6)
=0 =0

—:A =:B
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An intermediate computation of Ca,, C42 and C and a proof that 42— B >0
in C'y2_ g convinces a verifier that a given committed watermark C'yyps is present
in W*.

Certainly, the entire protocol becomes less sophisticated if one assumes a
detection criterion S > WM - WM™ without any denominator. However, in the
zero-knowledge setting, one cannot simply multiply Equation @) by ||WM*||
because this value is obtained from W™ which is cryptographically concealed
from the verifier by C,(..;. Making it public as a new detection threshold S -

| WM*|| would leak knowledge about WM* and, hence, about W™l

3.4 The Entire Detection Protocol

The common input to the protocol (a graphical illustration can be found in
[12]) consists of the commitments C'was, Cyjm), the commitment description
descreom, W*, the watermark position [ and the detection threshold S. Further-
more, P knows the plain-text version of WM and Wl as well as the corre-
sponding secret opening information of the commitments.

First, P and V compute W*[m} according to the JPEG-analog zig-zag heuris-
tic, starting at diagonal [. In several stages, P and V interactively compute the
required committed intermediate results Cx, C'42 and Cp. Finally, P proves to
V that the detection equation (@) is satisfied.

[m]

V computes all m components Ca, of C'a homomorphically as Ca, := g W

-1
(CW[m]) . The committed addends for C4, i.e., Cwar,. a,, have to be provided

by P and P initiates m subproofs PoK,,,;:() to convince V that the products
contained in C'yy,. 4, are correct. Afterwards, V can compute C'4 homomorphi-
cally on his own as Cy := H?;Bl Cww, a,- Before the squaring step, P has to
prove that A contained in C4 is greater or equal to zero. Otherwise, this would
imply that corr in Equation (@) is < 0 and V would be assured already in this
stage of the protocol that WM is not present in W* and aborts the protocol.
Finally, P generates Cyz, sends it to V and proves in zero-knowledge that C 42
indeed contains the square of the value A contained in Cy.

In the next protocol section, value B of Equation (@) is determined: P pro-
vides C 42 and proves that C,2 indeed contains the square of the value A;
contained in Ca,. Then V can éompute Cp and C42_p by making use of the
commitment scheme’s homomorphic property. The watermark detection proto-
col is finished by a proof that the value A2 — B, contained in Cy2_p, is greater
or equal to 0.

Completeness of the protocol follows from the completeness of all sub-
protocols and the homomorphic property of the commitment scheme. The sound-
ness of the entire protocol holds, because P would either have to break the
soundness of at least one sub-protocol or the binding property of the commit-
ment scheme. As both is assumed to be computationally infeasible, soundness
of the overall protocol follows. The zero-knowledge property follows from the
zero-knowledge property of the sub-protocols and from the fact that additional
communication consists of commitments, which are statistically hiding.
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4 Implementation Results

Theoretical Bounds: We discuss the communication complexity for the se-
quential composition of non-interactive elementary sub-protocols. The genera-

tion of W*[m] will be neglected in computation complexity as it is not part
of the very zero-knowledge watermark detection protocol. All in all, in ad-
dition to the protocol communication of the sub-proofs, P transfers 2m + 1

commitments (namely Cwas,.a,, Ca2 and C’A?; i=0,...,m— 1), which cor-
responds to approximately (2m + 1) - |n| bits of traffic. Comm%%?“ = m-

PoK>¢ () PoKsq (

Comm}();;xgj";“() + 2 Comm 3" + (m+1)- Comm )) +(2m+1)-|n| =
(2m+17)|n|+ (10m+44)|F|+ (5m~+20)|T|+ (13m+55)k—|—(5m—|—22)B—|—8m+33.

Next we consider V’s computation complexity: The homomorphic compu-
tations which provide the intermediate committed results require the following
operations: The computation of Ca, :m-E+m-I+m-M,Cs:(m—1)-M,
Cp: E+4+ (m—1) M, and the computation of Cy2_p : I + M such that we
obtain a computation complexity of (m+1)-E+ (m+1)-I+ (3m —1)- M.

WM Cox PoKy it () +92.

Together with the sub-protocols, we get Comp,, = m - Comp,,

CompP°K>°o + (m+1)- Compp°K“‘() +(m+1)-E+m+1)-IT+@Bm—-1)-M =
(16m+67)-E+(6m+23) I+(13m+49) - M

P is able to follow V’s homomorphic operations directly on the secret val-
ues and secret keys of the corresponding commitments. Therefore, we obtain a
computation complexity of (4m+4)- E 4 (4m+5)- M. Hence, P’s computation
complexity including all sub-protocols is: CompWMCOI Pokmute() |

2. Compis=*V 4 (m + 1) - Comp™V & (4m +4) - E+ (4m +5) - M =
(14m+84) E+(19m+95)-M +2- L.

This leads to a total computation complexity of Com p(WM)OOT = (30m+151)-
E+ (6m+23)-1+(32m+144) - M +2- L.

= m - Compy

Practical Results: A prototype implementation was done in JAVA to achieve
a proof of concept of the practicability of zero-knowledge watermark detection.
Table [ shows the results for different numbers of coefficients while the security
parameters were chosen as follows: |n| = 1024, B = 1024, T = 2%12_ |F| = 80 and
k = 40. The runtime was measured for a prover and a verifier process, running
simultaneously on one Athlon 1200 desktop PC. The estimated lower bound
for the communication complexity Comm(p,v) — without any implementation
or network overhead — is obtained by summarising the theoretical results from
Table[Il together with the transmission of the supplementary commitments. The
last column of Table [2 shows that if the communication traffic exchanged by
our implementation is compressed by a zip-packer, we come very close to the
expected theoretical bound Commp ).

Since the same bases g and h are used in all subproofs and intermediate
commitments, the use of fixed-base exponentiation algorithms (see Chapter 14
of [13]), achieved a speed up of factor 3 for the modular exponentiations. The
precomputation required by these exponentiation algorithms took 4 : 20 minutes
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Table 2. time [min:sec] and Comm p [Bytes], precomputation time excluded

Coeffs|time|Comm 5 ,,)|measured Comm o 1y |zip (Commp ) Zi}ig:% in %
100 |0:58 152,360 221,614 161,879 5.6
200 |1:33 290,560 413,808 303,825 4.4
400 |3:42 566,960 801,080 587,493 3.5
800 |7:19| 1,119,760 1,572,529 1,154,695 3.0
1000 |9:09| 1,396,160 1,958,554 1,438,377 2.9

and can be done during the setup of the commitment scheme and has to be done
only once for all further executions of watermark detection protocol.

5 Conclusion

We presented the entire technical details how to construct a non-interactive
zero-knowledge watermark detection protocol for the watermarking scheme by
Cox et al [3] chosen as an established correlation-based scheme for many similar
derivatives. The obtained results of a prototype implementation state that this
secure methodology is indeed applicable in practice and not just a theoretical
construction.
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Abstract. The topmost concern of users who are kept under surveil-
lance by a CCTV-System is the loss of their privacy. To gain a high
acceptance by the monitored users, we have to assure, that the recorded
video-material is only available to a subset of authorized users under ex-
actly previously defined circumstances. In this paper we propose a CCTV
video surveillance system providing privacy in a distributed way using
threshold multi-party computation. Due to the flexibility of the access
structure, we can handle the problem of loosing private-key-shares that
are necessary for reconstructing video-material as well as adding new
users to the system. If a pre-defined threshold is reached, a shared up-
date of the master secret and the according re-encryption of previously
stored ciphertext without revealing the plaintext is provided.

1 Introduction

The major concern of users monitored by a CCTV video surveillance system
is the loss of their privacy. It is obvious, that encrypting the recorded material
raises the acceptance by the monitored users. But what about unauthorized
decryption? In this paper we propose several mechanisms concerning the setup,
the recording and the retrieval of videos, and the key management during all
these phases. Some of the mechanisms involve multi-party computation (MPC,
see [I8I6I8]), so that we can enforce dual control. A trusted third party (TTP)
may also be used to enforce dual control. But if this TTP is compromised, a
single unauthorized person may be able to decrypt the whole video-material.
The main requirements for our system include:

— Privacy-protection of the monitored users.

Shared generation and update of keys and key components.
Tree-based access structure to provide a mechanism for substitution.
— Dual control (4-eyes principle) within the video retrieval process.

— Minimal access of authorized people to monitored information.

Several papers about video surveillance exist, most of which focus on the
ability to detect and identify moving targets. Only a few discuss the privacy
protection of recorded material. The authors in [9] for example describe a coop-
erative, multi-sensor video surveillance system that provides continuous coverage

J. Dittmann, S. Katzenbeisser, and A. Uhl (Eds.): CMS 2005, LNCS 3677, pp. 140-{IZ9] 2005.
© IFIP International Federation for Information Processing 2005
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over battlefield areas. In [10] the emphasis lies on face recognition — a solution to
protect privacy by de-identifying facial images is given. A similar approach can
be found in [2] concentrating on videos in general. The most general solution
to cover privacy in coherence to monitoring targets seems to be presented in
[16]. However the system in [I6] uses a privacy preserving video console provid-
ing access control lists. Once the console has been compromised videos may be
decrypted without any restrictions.

In our paper we focus on video surveillance where real-time reactions are not
necessary like in private organisations where staff has to be monitored. In case
of criminal behaviour recorded video material can be decrypted if sufficiently
enough instances agree — this e.g. is not provided in [I0]. Our approach can
certainly be combined with the general solution proposed in [16] but also used
for other applications such as key escrow as proposed in [15].

Video Cameras

. VC; encryption of video
key generation X
ko el Eideok) = ¢
O e “ k ’
key-share
generation Py ke
1 )
dyey > 8 g, |1 T |
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Fig. 1. System Architecture

Figure [Il shows the system architecture of the proposed system including all
components and interactions within the setup phase, recording phase, retrieval
phase and key management. Computations within dotted boxes represent MPCs
whereas undotted boxes are performed by a single instance. Labelled arrows show
which instance(s) deliver(s) or receive(s) which value(s).

The proposed system employs the following hardware-components and users:

Video Cameras. According to the monitored processes, video cameras record
either single pictures or videos. Since we want to guarantee privacy of the
monitored users, we have to encrypt the video material. After encrypting
the video, it is sent to the video server Sy, whereas the key used for this
encryption is (encrypted and) sent to the key server Sk.
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Video Server Sy. Here the received encrypted video material is stored in a
suitable database so that it can be easily retrieved, if required.

Key Server Sgk. Keys that are used for encrypting videos are chosen interval-
wise (so we provide minimal access to videos). Therefore, we call them
interval-keys (ikeys) and store them encrypted at Sk .

Users. In this paper, the term user always means an instance retrieving videos,
not a person monitored by the system. Within strict regulations (e.g. dual
control), these users are authorized to decrypt the stored videos. Due to the
fact that enterprises are often hierarchically structured, we have to provide
easy deputy-mechanisms. If a user is not available, he may be simply replaced
by a qualified set of users of the next lower level in the hierarchy.

Smartcards. In order to enforce the cooperation of several users in the decryp-
tion process, the corresponding private key d is shared among a group of
users. Hence, each user holds a share of the private key, which is stored in
a pin-protected smartcard. Note that the private key d is never available in
the system or present during intermediate results of the decryption process.

The proposed system consists of the following procedures:

Setup Phase. To initialize the system, the users perform a MPC which pro-
vides each user with a random share of private key d in a fair way. Addition-
ally, the users generate shares of the corresponding public key. These shares
are sent to the video cameras which reconstruct the public key e.

Recording Phase. Due to performance reasons, the recorded video-material
is encrypted by use of a hybrid cryptosystem. Hence, each video camera has
to hold the public key e. The ikey is then encrypted by use of an asymmetric
scheme (employing the public key e) and is finally sent to Sk, whereas the
symmetrically encrypted video is sent to Sy .

Retrieval Phase. Within the retrieval phase, the authorized users perform a
MPC which provides them with the ikey of the specific interval, without
direct usage of the private key d (which corresponds to the public key e).

Key Management. In order to take part in the system, a new user has to re-
trieve a share of the private key d. To achieve this, the users already enrolled
in the system perform a MPC which finally provides the new user with his
share. Since the decryption process involves threshold cryptography, some
smartcards (and the shares stored there) may be lost, without any danger
for the privacy of the stored video material. Additionally, we employ a mech-
anism which regularly updates the remaining shares (without changing the
shared private key) and hence makes the shares on the lost (or stolen) smart-
cards useless. Finally, we propose a mechanism to perform a shared update
of d and the corresponding public key e. It is obvious that in this case, all en-
crypted ikeys have to be re-encrypted, whereas the encrypted video material
remains unchanged since the ikeys have not been compromised.

In the remainder of the paper we will give a more formal description of the
processes briefly discussed by now. Note that within the proposed mechanisms
we will only care about passive adversaries (see [6/8]) from inside the system and



Video Surveillance: A Distributed Approach to Protect Privacy 143

we will assume that there exist pair-wise protected links between the individual
parties participating in the surveillance process.

2 Fundamentals

Every computation in the following sections — except symmetric algorithms —
is reduced modulo p (within bases) or modulo ¢ (within exponents, sharing
polynomials and interpolation formulas). The direct successors of the root of the
tree-based access structure are called first-level-users and united in the set U.
To reduce complexity, we will only consider one video camera called VC.

2.1 Shamir’s Secret Sharing

To share a secret s € ZZ; among n users resulting in the shares s1,. .., s, (short:
s — (81,...,8,)) we use the following randomly chosen t-degree polynomial
according to [I7]:

t
57:g(l), g(a?):S—‘rZTj'J?j, T €R Z; (1)

j=1
In order to reconstruct the secret s (short: (s1,...,8,) +— s) we need at least

t+1 shares, because there are t+1 unknown values in a t-degree polynomial. For
efficiency reasons we use the interpolation formula of Lagrange (see e.g. [12]):

n

s=9(0), g@)=> si-A; N,=][@-5) G- (2)
i=1 =1

Several computations of the upcoming sections use the following transformation:

o) n
£ = ys = yzizl 8 X0, — Hysrkb‘q: (3)
=1

2.2 Symmetric Cryptosystem

Recording videos causes a lot of data. Hence, we apply a symmetric algorithm
(e.g. AES, see [I]) to encrypt the video-material. We simply define the encryption
function Eg(m, k) = ¢ and decryption function Dg(c, k) = m.

2.3 ElGamal Cryptosystem

We suppose that the reader is familiar with the basic ElGamal cryptosystem [4].
Assuming the key generation has already taken place resulting in the public key
e and the private key d, the encryption F and decryption D can be performed
as follows (with g a generator of Z77):

E(m,e) = (g%, m-e®) = (c1,¢2), e=g% aep Z, (4)

D((c1,e2),d) = ca- (&) =m (5)
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3 ElGamal Threshold Decryption and Re-encryption

A public key cryptosystem can be shared in several ways. The plaintext, the
public key, the ciphertext as well as the private key can be used in a distributed
way. For a video surveillance system sharing the encryption process does not
make sense. However, sharing the decryption process enables us to realize dual-
control. To increase the security it is very useful to share the ciphertext as well.
For lack of space we decided not to describe this variation. Instead we focus
on how to share the decryption process emphasizing on selected aspects of the
corresponding management of key-shares. Due to its simplicity we use ElGamal
threshold decryption firstly proposed in [3]. The basic ElGamal decryption can
be divided into two parts so that its computation only uses shares of private key
d. Therefore d has to be shared using a t-degree polynomial: d — (d1,...,dy).
The ElGamal decryption function can be modified replacing d with its Lagrange-
representation over the shares:

n -1
D((er,e2).d) = ez (¢f) 2 “r ( Cli"‘> g m, c=cf (6)
i=1

Now we can divide this computation into the following two sub-functions:

Decryption Step 1. This step has to be done by at least ¢t 4+ 1 shareowners.

Di(er,d;) = @ C1;

Decryption Step 2. To compute m at least ¢t + 1 outputs of Dy are required.

n -1
¢,
Da((e11; -+ €1n)s c2) = c2- (Hclf”) @m

i=1

If the private key d has been compromised we have to provide an update of d
and a re-encryption of the corresponding ciphertext without revealing plaintext.
In [T9] an approach based on distributed blinding is given. There, a ciphertext is
first blinded by a randomly chosen and encrypted value. After having decrypted
the blinded ciphertext in a particular way the resulting blinded plaintext is en-
crypted with the new public key and finally unblinded. The advantage of this
approach is that the instances that blind the ciphertext do not know anything
about the private key. This is useful for transferring a ciphertext from one in-
stance to another one (with different keys). In our case we need a mechanism
that provides an update of the private key and the corresponding ciphertext. In
our scenario the solution in [19] would require a distributed blinding, a distrib-
uted decryption and a distributed unblinding. As a consequence we propose a
different variation based on the distance 6 between the old private key d and the
new private key d’. The advantage of our re-encryption is that we only modify
the old ciphertext and do not perform decryptions and encryptions respectively.
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Theorem 1. Assume (c1,c2) is a ciphertext performed over m and e. Then a
ciphertext based on € = e - ¢° and decryptable by d' = d + 6 can be computed
by doing the following random transformation of (c1,ca) without intermediately
revealing the corresponding plaintext m:

RE((c1,¢2),6,€) = (c1-¢°%, ¢a- & -eP) = (d), ch), B Er 7, (7)
d=d+6 €=eg° (8)

Proof. Let (¢}, c) be a transformed ciphertext according to (7). Then the basic
ElGamal decryption with new private key d’ results in m because:

e , - @

D((¢y, ch)d) = ey ()T = eaeef P ((ea - gM)F) T

@ e (e-g%)? - ((cr - g%)HH0) 1

_gﬂ(d+6) . (g(a+6)(d+5))—1 —

The re-encryption process in () can also be divided into two sub-functions so
that it can be performed in a distributed way (assume: é and [ are shared):

Re-encryption Step 1. The first step is done locally by every user P;.
RE\(c1,65, €, 8;) = (9%, ¢}, €/%) = (¢14, c14, €))

Re-encryption Step 2. The second step uses all outputs of RE; and the old
ciphertext.

REs(c1, (C11, -+, C1n), (€115, C1n), (€1, -, €h), c2) = (¢}, cb)
n N3 n NS n N
o TTe8 ame (T168) TT0%

i=1 i=1 i=1

If there is no need to mask the correspondence between old and new ciphertext,
the modifications of the original randomness a by use of § can be removed.

4 Video Surveillance

4.1 Setup Phase

During the initialization of the system, a key-pair (e, d) for the ElGamal cryp-
tosystem has to be generated in a shared way. To achieve this, all users co-
operatively generate shares of the private key d without reconstructing it. Then
they compute shares of e without any interaction and send them to the video
camera which interpolates e. The distributed key generation proposed in [11] is
very useful to generate a private key without reconstructing it. A more secure
version is proposed in [5]. However, we need a fair tree-structured generation of
the private key. Based on this fact we modify the original protocol in order to
be able to build such a tree. A detailed description of a tree-shared generation
of secret values can be found in [T4] — we refer to it for lack of space.



146 M. Schaffer and P. Schartner

4.2 Recording Phase

Within this phase V' C uses local hybrid encryption. First of all VC' generates
an interval-key k at random and encrypts the interval-video using symmetric
encryption described in section Es(video, k) = c. For encryption of k the
camera uses asymmetric encryption described in section 23] with public key e:
E(k,e) = (c1,c2). Within each interval the camera sends the encrypted video to
Sy and its corresponding encrypted ikey to Sk . Both server store the ciphertext
in a particular database.

4.3 Retrieval Phase
The retrieval of a particular video can be done in two steps:

Decryption of ikey. Sk has to send (c1,c2) to every user in U who agrees
to reconstruct the video. Then each user P; performs Dq(c1,d;) = ¢1; and
broadcasts the result within U. Finally every user P; decrypts ikey k by
computing Da((c11,-..,¢1n),c2) = k.

Decryption of Video. Sy has to send the encrypted video ¢ (corresponding
to k) to every user P; who decrypts it by performing Dg(c, k) = video.

5 Managing Private-Key-Shares

Generally, an access structure has to be very flexible within an organisation. The
more users exist the sooner it might occur that a user is leaving or joining the
system.

5.1 Registration of a New User

When registering a new user P, 11 we have to distinguish users of the first level
who do not have a predecessor and users of lower levels who always have prede-
CEessors.

New First-Level-User. Every existing first-level-user P; shares his share d; —
(di1,...,dint1) among U = U U {P,41}. Then every user P; in U’ inter-
polates the received shares (dij, ..., dy;) — dj. Due to the fact, that every
share changes, an update of successor-shares has to be performed.

Others. Every user P; of a lower level always has a predecessor P who is re-
sponsible for registering his new successor P,y1. If P does not know the
shares of his existing successors they have to send him their shares. Own-
ing at least t + 1 shares of his successor enables P to generate a share

dnt1 = Yoi i d; - A?L+1,i for P,4+1 without provoking a recursive update
of successor-shares. After importing d,4+1 to P,y1’s smartcard P removes
dy,...,dy, form his smartcard.

Generation of new shares can be done in several ways. An important fact is to
keep side effects minimal which we cannot guarantee with the solution described
above when registering a first-level-user. For more efficient but also some more
complex variations we refer to our technical report [13].
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5.2 Loss of Smartcards

If a user collects at least ¢t + 1 previously lost smartcards he might be able to
compromise the private key d. Regularly updates of shares without changing d
make the collector’s shares unusable. Such updates can be very time-consuming
because all users of the access structure have to participate in the update process
at the same time (except if centralized updates are used). If a user looses his
smartcard his share can be reconstructed using the computations in section 5.1}
We always have to consider the worst case which is that another user of the
access structure finds the smartcard. Then the threshold is decreased which we
want to avoid. Due to this fact we propose to run an update-protocol first and
then generate a new share for the user who lost his smartcard.

5.3 Proactive Behaviour

Collecting lost smartcards can be used to decrease the threshold. So we have to
update the private-key-shares without changing the private key (as proposed in
[7]). This should be done in case of loosing a smartcard but can also be performed
proactively regularly. Using short intervals can be very time-consuming if up-
dates are done in a distributed way because users have to be online at the same
time. In this case the update could be initiated by a central trusted authority.
A big advantage of this variation is that updates could be run in batch-mode.
What happens if threshold ¢ is vulnerable within one interval? In this case we
propose to update the private key in a shared way in sufficient time which forces
a re-encryption of ciphertext that corresponds to the compromised private key
(see section [G]). Until the re-encryption process has been finished Sk has to be
protected against availability-compromising attacks. To handle this problem we
propose to share the ciphertext-pairs (c1,c2) among several server. This would
lead to several modifications of the basic system which we do not describe here.

5.4 De-registration of Users

If a user leaves the organisation his smartcard (holding the share) should be
securely destroyed. If a new user takes over his tasks the protocol described in
section [B1] has to be run.

6 Update of Private Key and Corresponding Ciphertext

First of all (e,d) has to be updated by all cameras and all shareowners of d.
Before destroying the update-values a re-encryption of every ciphertext (c1, c2)
generated using e has to be done.

Shared Generation of Update-Values. All the usersin i/ run the tree-based
key generation mentioned in section £l to get shares 61, ..., 6, of a private-
key-update ¢ and shares 31, ..., 3, of randomness-update (.
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Update of Private-Key-Shares. Every user P; computes d; = d; + ¢; which
is a share of private key d’ = d + 6.

Shared Update of Public Key. All users perform the updated public key
e =e-[l, g‘si'Agﬂ' in a distributed way and send €’ to VC.

Re-encryption of Encrypted ikeys. Sk has to send the old ciphertext-part
c1 to every user P; participating in the re-encryption processes. Then each P;
has to perform RFE;(c1,6;, ¢, 3;) = (14, c14, €}). Finally, each output of RE;
has to be sent to Sk which then replaces the old ciphertext (¢1,c2) by the

output of REs(c1, (Ci1,---,C1n), (C11, -+, C1n), (€), ... €h),ca) = (¢, ).

7 Security Analysis

We now briefly analyse the power of each instance of the system to retrieve any
secret information. However, we do not consider the tree-structure — the analysis
can be interpreted recursively.

As long as video cameras are not able to solve the discrete logarithm problem
and do not compromise at least t 4+ 1 first-level-users, they are not able to get
any information about the private key d, update-values 6 and 8 or any shares
of the users. To decrypt video-material Sy needs the corresponding ikey. But to
get access to it he has to compromise at least ¢ + 1 first-level-users and Sg. A
first-level-user needs at least ¢ other shares to reconstruct d or update-values 6
and 3. Moreover, he has to compromise Sk and Sy to be able to decrypt videos.
Up to t smartcards of first-level-users can be stolen and compromised without
revealing any information about d. Regularly updates of shares increase the
security of the private key. Moreover, the smartcards are secured by a Personal
Identification Number. To preserve resistance against active malicious behaviour
(e.g. sending wrong intermediate results), extensions according to secure multi-
party computation with active adversaries are required (see [6l8]).

8 Conclusion and Future Research

Considering the requirements stated in section[I], it can be seen that all of them
have been realized.

Privacy-protection of the monitored users is provided by encryption of video-
material and interval-keys. 4-eyes principle (dual control) is provided by a tree-
based access structure. Minimal access of authorized people to monitored infor-
mation is guaranteed by scaling monitored intervals to a minimum so that many
ikeys are generated. Keys and key components are generated tree-based in a fair
distributed way according to [I4]. Update of keys and key components is realized
by tree-based update-value generation and threshold re-encryption. Tree-based
secret sharing provides the possibility to replace any user by his successors.

The discussed distributed version of ElGamal is well known since [3] and only
one-out-of many. Discussing how public key cryptosystems can be distributed can
lead to many more applications than access structures to monitored information.
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When sharing functions the management of key-shares appears to be much more
difficult than the “normal” key management. So our future research work will
emphasize on managing keys in distributed public-key cryptosystems keeping
the number of local shares minimal not limiting to the ElGamal cryptosystem.
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Abstract. Electronic health records enable the global availability of
medical data. This has numerous benefits for the quality of offered ser-
vices. However, privacy concerns may arise as now both the patient’s
medical history as well as the doctor’s activities can be tracked. In this
paper, we propose an electronic health record system which allows the
patient to control who has access to her health records. Furthermore, pro-
vided she does not misuse the system, a doctor will remain anonymous
with respect to any central authority.

1 Introduction

In e-health, new information and communication technologies are used to im-
prove the quality of healthcare services while at the same time reducing the
corresponding costs. This is, for example, achieved by electronic health records
(EHRs), which allow for global availability of medical information in a stan-
dardized format. EHRs enable efficient communication of medical information,
and thus reduce costs and administrative overhead. Furthermore, medical errors
can be reduced significantly. In current healthcare systems, medical data can
be interpreted in ambiguous ways. Moreover, a patient’s health records can be
dispersed over multiple sites without the healthcare professional having access
to (or even knowledge of) this data. EHRs provide a solution to these problems.

There are, however, serious privacy concerns associated with the move to-
wards electronic health records. Medical data should not only be protected
against outsiders, but also against insiders. Studies have shown that patients
do not trust central authorities with their medical data. They want to decide
themselves who is entrusted with this data and who is not. These concerns are
justified, as unauthorized secondary use of medical information, for example by
an employer or for advertising purposes, can easily be achieved.

Next to patients, healthcare providers want their privacy to be protected. A
central repository of medical data controlled by strong access regulations allows
for the monitoring of a doctor’s actions. Central authorities can track down who
is treated by which doctor, how, and for what reasons. Hence, patient-doctor
autonomy is disrupted.

Unfortunately, current technologies abstract away from privacy concerns in
order to obtain both secure and efficient health record systems. In this paper,

* Research Assistant of the Research Foundation - Flanders (FWO - Vlaanderen).

J. Dittmann, S. Katzenbeisser, and A. Uhl (Eds.): CMS 2005, LNCS 3677, pp. 150-{I59] 2005.
© IFIP International Federation for Information Processing 2005



Privacy-Preserving Electronic Health Records 151

we propose a system which is both secure and privacy-preserving. The system
protects the patient’s privacy by allowing her to control who has access to her
medical information. However, no personal information can be hidden from the
doctor entrusted with this access. Furthermore, a doctor’s privacy is condition-
ally preserved: unless abuse is detected, no central authority knows which patient
is treated by which doctor and for what purposes.

The remainder of this paper is structured as follows. First, the building blocks
used in the system are introduced. Afterwards, we describe the system itself and
evaluate its properties. Finally, we conclude the paper with a brief discussion of
related work and a summary containing the major conclusions and future work.

2 Basic Building Blocks

2.1 Cryptographic Hash Functions

A good hash function H resembles a random function as much as possible. It
takes an input of arbitrary length and maps it to an output of fixed length. Hash
functions are efficiently computable but hard to invert. Also, it is difficult to find
two inputs mapping onto the same output.

2.2 The RSA Function

The RSA function [I1] for an instance (n,v) is a trapdoor one-way permutation
in Z;, defined as RSA(, ) : w — w” mod n. Here, value n is constructed as
the product of two random primes p and ¢ with binary length |p| = |q| = |n|/2.
Value v is randomly chosen and relative prime to ¢(n) = (p — 1)(¢ — 1).

The function is efficiently computable and easy to invert if v=! mod ¢(n) is
known. It is assumed that in all other cases, the RSA function is hard to invert.

In the remainder of this paper, we will denote the execution of i subsequent
applications of RSA,, . to an initial value w as RSAin,v) (w), with RSA?W)) (w)=
w. Note that RSA%n’U)(w) = RSA(, i) (w) for each i € N.

2.3 The Guillou-Quisquater Proof of Knowledge

A Guillou-Quisquater proof of knowledge [7] is an interactive protocol between
a prover P and a verifier V. The inputs to the protocol are public values xz and
(n,v). After successful execution, V is convinced that P knows a value w such
that w = RSA(TL{U)(.’E). In addition, the only thing V can learn from this protocol
execution is whether or not P knows such a w.

In the remainder of this paper, we will denote the Guillou-Quisquater proof
for an instance (n,v") with i € N\ {0} as GQProof{RSA(_i (x)}.

n,v)
2.4 Verifiable Encryption

A verifiable encryption scheme [I3[T3] is an interactive two-party protocol be-
tween a prover P and a verifier V. The public input of the protocol is a public
encryption key pk and a value z with (w,z) € R for a one-way relation R
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and a secret value w only known to P. After successful execution, V' obtains an
encryption of w under public key pk.

A verifiable encryption ensures the verifier that the encrypted value w is as
such that (w,z) € R for the specified relation R and public value x. As a conse-
quence, it also convinces V' that the prover knows a secret value w corresponding
to x. Moreover, the protocol does not reveal any additional information about
w to V than what she already knew beforehand. In particular, if V' does not
know the private key sk corresponding to pk, then she cannot find out w.

A verifiable encryption protocol can be created for the RSA relation (w,x =
RSA%H,U) (w)). In the remainder of the paper, this encryption will be denoted as

VEncrypt,,, {w, w = RSA(_ni ») (x)}.

2.5 Anonymous Credential Systems

Anonymous credentials [42] allow for anonymous yet accountable transactions
between users and organizations. Here, a simplified version of the system is
presented. In particular, not all functionality is described and abstraction is
made of the use of pseudonyms. Also, note that anonymous credential systems
should be built on top of anonymous communication channels [5/10].

Credential Issuing. An organization can issue a credential to a user. This cre-
dential may contain attributes such as a name, address or expiration date. After
successful execution of the issue protocol, the user receives a non-transferable
credential Cred and the organization receives an issue transcript. The issue pro-
tocol will be denoted as getCred(attriist) — Cred; GetTrans.

Credential Showing. The user proves to an organization that she is in pos-
session of a credential Cred. In addition, she selectively discloses some attributes
to the verifier. The result of the protocol is a transcript ShowTrans for the
verifier. Different transcripts (and thus different shows) of the same credential
cannot be linked to each other or to their corresponding GetTrans. During a
show protocol, the user may decide to enable some additional options; she may
sign a message Msg with her credential, which provides a provable link between
ShowTrans and this message. In addition, she might enable ShowTrans to be
deanonymizable. Upon fulfillment of the condition DeanCond, this allows for a
trusted deanonymizer to recover the corresponding transcript GetTrans, which
might then be used to identify the user. In the sequel, the show protocol will be
denoted as showCred(Cred, [attrs], [DeanCond)], [M sg]) — ShowTrans.

Credential Revocation. A credential can be revoked by its issuer. This is
denoted as revokeCred(GetTrans).

3 Description of the System

We first give an overview of the system’s requirements, roles and protocols.
Afterwards, the construction of these protocols is described in detail.
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3.1 Requirements, Roles and Protocols

Requirements. The system consists of anonymized electronic health records,
which are stored in a central database. Each record contains medical information
about a patient, signed by an approved but unknown healthcare professional.

To protect the patient’s privacy, only authorized doctors may access the
database. These doctors can read and inspect all the health records. However,
unless they have gained the patient’s trust, doctors should not be able to link
different records of a patient to each other or to the patient. This trust must be
complete, i.e. the patient must not be able to hide partial medical information
towards a trusted doctor.

Doctors must enjoy full anonymity with respect to the system. It must not
be possible for any central authority to track down which patient is treated
by which doctor and for what purposes. However, when abuse of anonymity is
detected, this anonymity should be revoked and appropriate actions should be
taken. Types of abuse are, for example, illegal requests for a patient’s health
records or the submitting of incorrect health records.

Roles. An individual using the system is either a doctor D or a patient P.
A doctor is assumed to live up to a deontological code and does not share
any medical information about a patient with another doctor, unless both are
entrusted with the care of this person. A special type of doctor is an emergency
doctor ED. An emergency doctor works at an emergency room (ER) and hence
needs special privileges.

The system itself consists of a registrar R, a database manager DBMan,
and an emergency service ES. Next to this, a number of deanonymizers may
be present. Deanonymizers judge and perform deanonymizations when abuse
is detected. The registrar stores bookkeeping information and registers both
patients and doctors. The database manager guides the retrieval and addition
of health records from and to the database by performing the necessary access
controls. Finally, the emergency service performs emergency retrieval of health
records when the patient is unconscious and her doctor is unreachable.

Protocols. A patient entering the system first performs a patientRegistration
with R. As a result, she obtains a list of private keys sk,(i) (i € {1,...,t}),
which will be used at successive moments in time. P can now entrust a doctor D
with her medical information by executing a wvisitDoctor protocol with D. From
then on this doctor will be able to manage all of her health records. If P wants
to end this trust relation, she enables a new private key sk, (i +1) by performing
the changePrivateKey protocol with R. As a consequence, D will no longer be
able to add or retrieve any new health records concerning P.

A doctor registers with the system by executing the doctorRegistration pro-
tocol with R. This provides her with an access credential to the record database.
Once entrusted by a patient, D can manage her health records by means of the
addHealthRecord and retrieveHealthRecords protocols. Finally, a doctor working
at ER may perform an emergency retrieval of a patient’s medical data by using
the emergencyRetrieval protocol.
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3.2 Practical Construction

System Setup. A trusted third party TTP generates a strong hash function H
and system parameters (n,v) for the RSA-function. Furthermore, the emergency
service ES generates an encryption keypair (pkes, skes). Private key sks is kept
secret by ES, while values (n,v), H and pkes are made public to all participants.
As no participant may invert the RSA-function, TTP must make sure the factors
p and q of n = pq are discarded immediately after parameter generation.

Health Records. A health record is a show transcript ShowTrans generated
as a result of a deanonymizable credential show by a doctor. The content of
the record is a message of the form (ID,medical data), signed during the show
protocol. Medical data is a text string representing the health information and
ID is a unique identification tag created as ID = H(sk,(i) || j) for a counter
value j and a patient’s temporal private key sk, (). To ensure the uniqueness of
ID, each counter value is used only once for a temporal private key.

PatientRegistration. A patient entering the system first generates her (private
keys, public key) pair ((skp(1),..., sky(t)), pkp). This is done in a preprocessing
stage. Patient P chooses a suitable ¢ and random value x €r Z,. She then sets
skp(i) = RSAE;L)(QJ) for i € {1,...,t} and pk, = RSAfm))(az). Each of the
private keys will be used at successive moments in time. Note that, given private
key sk, (i), all previous keys sk, (j) with j € {1,...,i—1} can be computed, but
none of the future keys sk, (k) with k € {i +1,...,¢}.

P then starts the registration procedure with R. In a first step, she identifies
herself to R and provides her with a verifiable encryption wgy (1) of sky(1),
encrypted under the emergency service’s public key. Note that wgy, (1) implicitly
proves her knowledge of sk,(1). Afterwards, P retrieves a credential binding her
identity with her current private key sk, (1).

The registrar additionally stores some bookkeeping information for later use.
In particular, she stores a specification ¢ = 1 of the current private key sk (i),
a verifiable encryption of sk,(1) and the current value ny for the counter used
when creating a new record ID. She also stores the credential’s issue transcript.

. P i ((skp(1),...,skp(t)), pkp) = generatekeys(t)

. P — R :verification of P’s identity

. P — R :send(pkp)

P R:wg 1) = VEncrypt,,  {skp(1), skp(1) = RSA(*nl’v)(pkp)}

. P« R: getCred({‘patient’, P, pk,,1}) — Credg,, (1); Get Transy, (1)
R :store(P, pky, {1, wer, (1), GetTransg, 1)}, {1,n1 = 0})

OO W N =

DoctorRegistration. A doctor registering with the system provides her iden-
tity and relevant university diplomas to R. The registrar checks this information,
and, if approved, issues a doctor credential. This credential contains the doctor’s
specialties, such as, for example, the fact that she is an emergency physician.
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1. D < R : verification of identity and diplomas
2. D < R : getCred({‘doctor’, specialties}) — Credy; GetTransy
3. R :store(GetTransy)

VisitDoctor. Although a patient can visit her doctor anonymously, she must
allow D to access her complete list of health records. Therefore, she gives D
her private key skp(i) and additionally proves that this is her current private
key by showing both her credential and her public key pk,. The resulting show
transcript is then stored by D as a proof of the patient’s trust. The private key
sky,(i) can now be used by D to access the patient’s health records.

1. P — D : send(i, skp (i), pkp)

2.P— D: bhowCred(Credsk ) {pa tlent’,pkp, i}, null, null) — ShowTrans
3. D check(RSA(n ) (sk: (1)) = pkp)

4. D  :store(ShowTrans)

AddHealthRecord(P). In order to add a patient’s health record to the sys-
tem, a new counter value must be obtained from R. Using this value, a doctor
can create an identifier ID for the record. The record itself is then signed by a
deanonymizable credential show and stored by DBMan in the database.

The communication between D and both central authorities should be anony-
mous. Furthermore, for accountability reasons, D must prove to the registrar
that she is a valid doctor knowing the private key sk,(i). This is done by a
deanonymizable credential show combined with a GQ proof of knowledge.

1. D . (skp(3), pkp) =retrieveKeypair(P)

2. D~ R :showCred(Credy, {‘doctor’}, AddReqCond, pky,) —
ShowTrans

3. D<= R :GQProof{RSA;  (vky)}

4. R isetn; =n; + 1

5. D«— R :send(n;)

6. D : create ID = H(skp (i) || ns)

7. D < DBMan : showCred(Credg, {‘doctor’, [specialties]|}, AddCond,

(ID, data)) — ShowTransip = recordip
8. DBMan :add record;p to database

RetrieveHealthRecords(P). To retrieve all health records of a patient, D
requests from R all counter values for all of the patient’s current and previous
private keys. Once these are retrieved, D can compute the corresponding record
IDs and hence request P’s records from the database.

Again, communication between D and the central authorities should be ano-
nymous. Also, DBMan logs the retrieval transcripts for accountability purposes.
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1. D : (skp(i), pkp) =retrieveKeypair(P)
2. D — R  :indexRequest(pkp)

3. D—R :send({1,n1},...,{i,ni})

repeat step 4: Vj € {0,...,i —1},Vk € {1,...,n4_;}:

4.1, D : create ID;x = H(RSAY, , (sky(i)) || )
4.2. D < DBMan : showCred(Credg, {‘doctor’}, RetrCond, IDj;,) —
ShowTrans

4.3. D <= DBMan : send(recordip,,)
4.4. DBMan :log(ShowTrans)

ChangePrivateKey. A patient changing her temporal key sk, (z) into sk, (i +
1), reports this change to the registrar. She provides R with a verifiable encryp-
tion of her new private key and retrieves a credential Credgy,(;11) for her new
secret key. In addition, the patient’s old credential is revoked.

1.P « R:showCred(Credgy, ;), { ‘patient’, P, pky, i}, null, null) — ShowTrans
2.P < Riwgp,(i41) = VEncrypt,,, {skp(i +1),skp(i +1) = RSA@(,ZJT)(P’%)}
3. R revokeCred(GetTransgy, ()
4.P < R:getCred({‘patient’, P, pk,, (i + 1)}) —
Credsy, (i+1); GetTransgy, (i1 1)
5. R replace {i,wg, (i), GetTransg,, i)} with {(i + 1), wer, (i+1)
GetTranss,i+1)}, append {(i +1),n41) = 0} to stored data

EmergencyRetrieval(P). An emergency doctor ED may in emergencies re-
quest the patient’s private key. This is done by anonymously filing a deanonymiz-
able request with the emergency service ES. By decrypting the verifiable encryp-
tion of sk, (i), ES can recover the patient’s private key.

1. ED < ES: showCred(Credy, {‘doctor’,'ER’}, ERCond, { P, motivation})
— ShowTransgp

2. ES  :evaluate and store request

3. ES < R :request(wg, (i)

4. ES  :sky(i) = decrypty,  (Wsk,(s))

5. ED «— ES : send(sk,(i))

4 Evaluation

Both patients as well as doctors have privacy concerns regarding electronic health
records. First of all, patients do not want their medical history to be publicly
available. Also, in order to maintain their autonomy, doctors do not want their
activities to be centrally trackable.
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4.1 Privacy Control for the Patient

Because of the strong hash function H and secret input sk, (i), different health
records belonging to the same patient are unlinkable. As a consequence, only
authorized doctors being in possession of sk, (i) can access and link the patient’s
medical information. As these doctors know sk, (i), they must either enjoy the
patient’s trust, or be working at an emergency room.

By updating her private key, a patient prohibits all doctors from adding or
retrieving any of her new health records. She can then renew her trust relation
with some of these doctors by providing them with her new private key. All
other doctors, however, will no longer be able to manage the patient’s new
health records. A key update is executed, for example, when a patient changes
doctors or after an emergency retrieval.

Timing analysis may allow the database manager to estimate linkabilities
between health records. To solve this problem, a doctor should not retrieve all of
her patient’s health records at once. Also, it is advisable to use anonymous com-
munication channels and to store a cache of previously retrieved health records.

In case of an emergency, the emergency service ES can recover a patient’s
private key skp(i). Hence, ES can retrieve and link all of the patient’s health
records. This is necessary to allow for a good service, for example when the
patient is unconscious and her regular doctor is not available. However, the
service must be trusted not to abuse her recovering powers. In order to minimize
this trust, arbiters can inspect the recovery process. Also, trust can be distributed
over multiple emergency services, who then have to cooperate to retrieve sky(4).

When a patient detects abuse such as unauthorized access to her health
records or the addition of wrong information, she can file a complaint. The
doctor responsible for the abuse can then be identified and appropriate actions
can be taken. (e.g. the doctor’s credential could be revoked)

Although a patient can decide which doctor to trust, she cannot hide any me-
dical information from this doctor. Indeed, a doctor can only accept a patient’s
trust, if she is shown a valid credential containing the patient’s current private
key skp(3).

4.2 Autonomy of the Doctor

A health record in a database is actually a transcript ShowTrans of an anony-
mous credential. Therefore, the record does not reveal anything more about
its creating doctor than her status as an authorized doctor with the specified
specialties

Apart from the doctor registration procedure, all communication between a
doctor and the central authorities (R,DBMan and ES) is anonymous. Hence,
the only doctor information known to a central authority, is whether or not this
doctor is registered with the system.

The anonymity received by a doctor is conditional, and can be revoked if
abuse is detected. This revocation is performed by a third party trusted not to
perform arbitrary deanonymizations. This trust can be minimized by using ar-
biters and by distributing the power to deanonymize over multiple organizations.
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A doctor might want to know the identity of a health record creator. This is
useful when she wants to share advice or when she needs extra information about
the patient. Doctors can achieve this by anonymously filing a deanonymizable
request to a trusted deanonymization organization. An alternative is the use
of health records which contain no medical data but a reference to, and access
information for another database. This may for example be a hospital’s database
containing all health records created by doctors affiliated with this hospital.

4.3 Scalability

An important issue when regarding a practical implementation is the scalability
of the system. If more people use the system, a shift from a single central database
towards multiple databases will be necessary. The registrar will then need to keep
extra bookkeeping information about where each record is situated. Another
potential problem is the possibility for collisions of hashfunctions. This can be
countered by using multiple hashfunctions in order to create a unique record ID.
Also, multiple RSA instances (n,v) can be used.

5 Related Work

The Health Insurance Portability and Accountability Act [9] imposes the de-
velopment of national standards for electronic healthcare transactions. Next to
this, it states strong requirements concerning security and data protection safe-
guards for medical information. The most important of these security safeguards
is access control. The first proposals to solve this issue made use of public key
infrastructures (PKIs). However, PKI technology was not designed for imple-
menting access control. Rather, it was designed for public key cryptosystems to
provide for confidentiality and integrity protection of data, and authentication
of users. This authentication property can be used to implement access control.
However, as each certificate is unconditionally linked to a (possibly pseudony-
mous) identity, all the user’s transactional data can be collected. This has dev-
astating consequences for user privacy.

Another solution is role based access control [I2/6] in combination with
anonymous communication [BI0]. It enables access control based on contex-
tual information rather than on identity. However, anonymity is unconditional
and abusive behaviour cannot be punished.

To allow for patient control, a shift towards patient-involvement, for example
by the use of smartcards [§], is required. Such a shift allows the patient to view
and control her own information. A complete shift is undesirable though, as this
would allow the patient to add, delete or modify her own information.

6 Conclusions and Future Work

In this paper we have described a secure and privacy-preserving electronic health
record system. The system protects the patient’s privacy by allowing her to con-
trol who has access to her medical information. However, no personal information
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can be hidden from the medical practitioner entrusted with this access. Further-
more, the doctor’s anonymity is conditionally preserved.

Future work includes research on how to combine the system with smartcard
technology. These smartcards could contain, for example, the patient’s private
keys or medical certificates stating her blood group or a particular disease. Note
though, that our setting requires the private keys to leave the smartcard, which
is an alteration of the traditional smartcard setting.

Other work includes the usage of health records for statistical analysis. Such
usage will require a transformation from the original database without linkabil-
ities to a new anonymized database with linkabilities. Finally, a framework for
handling disputes and abuses will be developed.
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Abstract. With Federated Identity Management (FIM) protocols, ser-
vice providers can request user attributes, such as the billing address,
from the user’s identity provider. Access to this information is managed
using so-called Attribute Release Policies (ARPs). In this paper, we first
analyze various shortcomings of existing ARP implementations; then,
we demonstrate that the eXtensible Access Control Markup Language
(XACML) is very suitable for the task. We present an architecture for
the integration of XACML ARPs into SAML-based identity providers
and specify the policy evaluation workflows. We also introduce our im-
plementation and its integration into the Shibboleth architecture.

1 Introduction

With Identity & Access Management (I&AM) systems, organizations are able
to efficiently manage their employees’ and customers’ Personally Identifiable
Information (PII) and access rights to local services, typically by storing them
in a central enterprise directory or relational database.

To support cross-organizational business processes, I&AM has developed into
Federated Identity Management (FIM); FIM standards, such as the Security
Assertion Markup Language (SAML, [1), enable cross-domain Web single sign-
on, i.e. users are being authenticated by their so-called identity provider (IDP)
and may then use external service providers (SPs) without requiring separate
accounts there. Instead, the SPs trust the IDP, and the IDP vouches that the
user has successfully been authenticated. A set of SPs and IDPs with such trust
relationships established is called an identity federation.

The FIM protocols do not only provide single sign-on capabilities, i.e. the
transmission of authentication information, but also support the exchange of
user attributes between SP and IDP. For example, a SP could request a user’s
billing address and credit card information from the IDP. In business-to-business
(B2B) scenarios, the IDP typically is the organization the user is working for,
while in business-to-customer (B2C) scenarios it could be the user’s ISP or credit
card company.

Obviously, access to sensitive data such as Personally Identifiable Information
(PII) must be restricted, i.e. there must be a way to control which attributes
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the IDP hands out to the SPs, in order to protect the user’s privacy and thus
gain the user’s acceptance. While the necessity for such a control mechanism is
well-known under the term Attribute Release Policies (ARPs), none of the three
major FIM standards — SAML [I], Liberty Alliance [2] and WS-Federation [3] —
addresses this issue concretely and instead leaves it up to actual implementations.

Fortunately, although not required for standards compliance, some FIM im-
plementations offer ARP support; e.g., Shibboleth [4] is the most advanced and
wide-spread open source FIM software currently in use, with its focus on pri-
vacy clearly being one of the major reasons for its popularity. However, even
Shibboleth only provides rudimentary ARPs in a proprietary format, and the
development of more sophisticated ARPs is explicitely encouraged. We analyze
existing ARP implementations and their deficiencies in section 21

The eXtensible Access Control Markup Language (XACML, [0]) is a generic
and very flexible language for modeling access rights. In section Bl we derive
XACML’s suitability for the formulation and enforcement of ARPs and demon-
strate how it fulfills an advanced set of ARP design criteria and goals. We present
an architecture for the integration of XACML ARPs into SAML-based identity
providers and then introduce our implementation for Shibboleth in section [l

2 Related Work and State of the Art

Privacy on the internet and in e-commerce scenarios is a well-studied field and
several solutions have found many adopters. To clarify the scope of our work,
we first demonstrate how our intents differ from and complement those found in
the established privacy standard P3P [6]. We then analyze two ARP implemen-
tations and show their limits by means of an e-commerce scenario.

Independent from the development of the FIM standards, the Platform for
Privacy Preferences (P3P) has been standardized by the W3C for the use in web
sites. P3P-enabled web browsers automatically fetch a web site’s privacy policies;
by comparing them with the user’s locally specified preferences, they can decide
whether the user agrees to use the site under the given privacy conditions. P3P is
neither intended nor suitable for modeling FIM ARPs, because it is an SP-side-
only mechanism which does not specify how user preferences shall be stored on
the browser or IDP side. It also is limited to web sites and defines an e-commerce
specific user profile, whereas FIM protocols work for any kind of web service and
support federation-specific user attributes. However, our XACML approach to
FIM ARPs leverages the rationale behind P3P and the P3P Preference Exchange
Language (APPEL, [1]).

Shibboleth [4] is based on SAML and due to its origin, the higher education
institutions in the USA, privacy is an important aspect, so its built-in support for
fine-grained ARPs comes at no surprise. Shibboleth distinguishes between site
ARPs, which are used by IDP administrators to specify defaults for all users,
and individual user ARPs. Shibboleth ARPs consist of rules. Each rule specifies
one target, i.e. a tuple (service provider, service), which allows to differentiate
between multiple services offered by the same SP. For each attribute in the rule,
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this target’s access can be granted or denied, optionally based on the attribute’s
current value. In the following example access to the user’s surname is granted
to every SP (XML namespaces have been removed to enhance readability):

<AttributeReleasePolicy>
<Rule>
<Target> <AnyTarget/> </Target>
<Attribute name="surname”>
<AnyValue release="permit” />
</Attribute>
</Rule>
</AttributeReleasePolicy>

Shibboleth combines the site ARP and the user ARP to form the effective
ARP; if there is a conflict, i.e. one ARP allows access to an attribute while the
other does not, or if the SP requests an attribute for which no ARP has been
defined, access to the attribute will be denied.

To support distributed management of site ARPs and to distinguish between
multiple roles a user can be acting in, Nazareth and Smith suggested an alterna-
tive implementation, which uses public key based ARPs [8]. They are choosing
the simple public key infrastructure (SPKI, [9]) and the simple distributed secu-
rity infrastructure (SDSI, [I0]) as a base for their ARPs. This approach features
hierarchical ARPs, so, for example, a department’s ARP can be intersected with
the whole company’s ARP to form the resulting site ARP, which in turn is inter-
sected with the user ARP. Opposed to Shibboleth’s built-in ARPs, no conditions
on an attribute’s current value can be specified.

Both implementations lack functionality which is demanded in many real
world scenarios; those deficiencies are:

— The ARPs are not context sensitive. For example, users typically are willing
to grant access to more attributes, such as their credit card data, when
they purchase something from a web site than when they are just looking
for information; i.e., the purpose why the SP requests the attribute is not
considered at all.

— No obligations can be specified. As an example, a user might want to be
informed whenever an SP accesses the credit card data, e.g. by means of a
logfile or by email.

— Access must be granted or denied to each attribute separately, i.e. there is
no way to group attributes. For example, a delivery address may consist
of the attributes given name, surname, street, postal code and city. It is
cumbersome having to set up five rules per target instead of one.

— The access conditions are not flexible enough. For example, only the cur-
rently requested attribute’s value can be part of a Shibboleth ARP condition
and there are no environmental functions available; so, if credit card number
and expiry date are stored in separate attributes, there is no way to release
the credit card number only if it is still valid.
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Both approaches also use proprietary formats, leading to the typical impli-

cations such as lacking interoperability and the need for dedicated tools as well
as additional implementation work.

3

XACML-Based Attribute Release Policies

We will now demonstrate that XACML is an excellent choice to model and
enforce ARPs; our architecture, which integrates XACML components into a
SAML-based IDP, is introduced in section We tailor XACML to specify
the ARP syntax and semantics in section 3.3] and define the policy evaluation
workflow in section 3.4

3.1 XACML’s Suitability

There are many organizational and technical reasons to use XACML:

1.

Interoperability. XACML is an OASIS-ratified standard which has success-
fully been employed in distributed access control before, for example in com-
bination with SAML ([I1], [12]) and PERMIS [I3]. Its relationship to P3P
has been outlined in [T4]. Developers and administrators do not need to learn
yet another policy language, and GUIs for end users might be re-used with
only minor modifications.

Compatibility. As both are XML-based, Shibboleth ARPs can easily be con-
verted to XACML ARPs. The algorithm is outlined in section [l
Extensibility. As requirements are known to change over time and as users
will be more familiar with ARP concepts, the language used for ARPs must
be flexible enough to allow later extensions; XACML clearly is.

Schema independency. Opposed to e.g. P3P, XACML has not been designed
for a fixed schema; instead, each identity federation can select a suitable data
schema or create a dedicated new one. Due to XACML’s support for XPath
expressions, attributes need not be flat key/value pairs, but structured at-
tributes are also supported. Note that a standardized format for ARPs is
independent of the arbitrary format of the data protected by ARPs.
Multiple roles. IDPs may allow a user to store several profiles, e.g. one used
at work and one used in spare time; XACML ARPs can easily be applied to
each of them.

Grouping of attributes. XACML allows the definition of variables, which can
be used to group attributes, so access rules need not be specified for each
attribute separately. An example is given below.

Decentralized management. Besides distinguishing between user ARPs and
site ARPs, it is possible to split ARPs into multiple distributed parts, each
of which can be maintained on its own. The distribution optionally can
reflect hierarchical structures, but priority based and other policy conflict
resolution mechanisms are supported as well. The total number of rules
required even for sophisticated policies can be kept low. Policy evaluation is
easy to understand for the users, and the results are comprehensible.
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Conditions. XACML is very flexible regarding the formulation of conditions
under which an attribute can be accessed. Primarily, this includes the spec-
ification of a) the service provider who requests the data, b) the actual
service being used, in case an SP offers more than one service, and ¢) the
purpose the data is being collected for. Furthermore, all attributes’ current
values and environmental information, e.g. the current date and time, can
be used.

. Obligations. XACML features the specification of obligations, such as send-

ing an email or writing to a logfile when a positive or negative decision about
an access attempt has been made.

Optional use of PKI. While it is possible to use an existing public key in-
frastructure (PKI) to assure the integrity of user ARPs, it is not a prereq-
uisite for the use of ARPs. In particular, users are not required to handle
client-side certificates with their web browser, as this is often error-prone
and constrains the use of different machines, devices and browsers. Note
that this only affects how ARPs are stored and is independent of whether
the released attributes are transmitted to the service provider encrypted or
not.

Existing implementation. XACML ARPs can be evaluated by any standard
compliant XACML implementation. An excellent open source implementa-
tion is available [15].

Yet, XACML is a generic access control language and must be tailored to

our purpose. After an architectural overview, we specify the XACML elements,
which are necessary for ARPs, along with their syntax and semantics.

3.2 Architectural Overview

We

have integrated an XACML component into a SAML-based IDP, which is

minimally invasive and maintains full SAML compatibility. Our XACML com-
ponent consists of a policy enforcement point (PEP) which we have designed and
implemented as described below, and an out-of-the-box XACML policy decision
point (PDP).

Figure [Tl shows a high-level overview of the relevant components:

Attribute requests are received by the SAML PDP, which passes them on to
our XACML PEP.

The XACML PEP converts attribute requests into appropriate XACML
requests, which the XACML PDP evaluates. Details are given below.

The attribute values and ARPs are kept in dedicated stores, such as LDAP
servers or relational database management systems.

Administrators and users use dedicated interfaces to maintain the site and
user ARPs, respectively. For users, the ARP editing frontend could be com-
bined with the usual self services, i.e. the web site where they can change
their passwords, set up their e-mail addresses, update their personal infor-
mation, etc. The realization of a suitable web interface will be part of our
future work.
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Fig. 1. Overview of components involved in ARP processing

The ARP processing workflow for new attribute requests is as follows:

. Several parts of the attribute request are extracted by the SAML PDP and
forwarded to the XACML PEP: a) The list of the requested attributes, and
b) meta-data, such as an identifier of the service provider, the actual service
being used and the purpose as stated by the requester.

. The XACML PEP creates one XACML request per requested attribute,
which is then evaluated by the XACML PDP. This is necessary for the
following reason: if the complete list of requested attributes would be passed
on to the XACML PDP in a single XACML request, the result would be
an “all or nothing” response. This means that if just one attribute was not
allowed to be released, none of the requested attributes would be released.
However, in practice many SPs are greedy and request more attributes than
would be required for service provision. Thus, we have to decide about the
access to each of the attributes separately.

. To provide everything the XACML PDP needs, the PEP fetches the neces-
sary ARPs and attributes from the appropriate stores:

— Multiple ARPs may have to be evaluated; typically, there is at least one
site and one user ARP involved. Their combination and evaluation is
specified in section [3.4

— Besides the attributes which have been requested, additional attributes
for the evaluation of conditions within ARPs may be required. Those at-
tribute values are included in the XACML request as ResourceContent,
see section 3.3l

. Each attribute request is then evaluated by the XACML PDP; its response
is composed of the release decision and optional XACML obligations. The
XACML PEP fulfills these obligations before returning the attributes, whose
release was permitted, to the SAML PDP.

. The SAML PDP delivers the attributes to the SP.

The next section describes the elements available within each XACML ARP.
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3.3 XACML ARP Syntax and Semantics

In general, each XACML policy consists of rules. Rule combining algorithms
such as “first applicable” or “deny overrides” control how rules are evaluated and
when rule processing stops. Both rules and whole policies can specify targets; if
the policy’s targets do not match the actual attribute requester, none of its rules
are considered. An empty target definition makes sure that the whole policy is
always considered.

Each rule must have an effect, which is either permit or deny. It can declare
its own target by specifying the protected resources, one or more subjects and
the actions attempted by these subjects, and optionally also have a condition.

An XACML ARP will typically contain the following elements (a complete
example can be found below):

1. Priority specification. The policy’s priority is specified as XACML
CombinerParameter element. Typically, user ARPs will have higher priori-
ties than site ARPs, so users can override the default settings made by the
IDP administrator. The combination of multiple ARPs during the evaluation
of a request is described in section 3.4l Lines 2—6 demonstrate the priority
declaration in the example.

2. Rule precedence specification. Each policy must choose one rule combining
algorithm. XACML’s built-in “first applicable” algorithm, which stops rule
evaluation after the first matching rule has been found, is suitable for most
tasks and easy to comprehend by the users (see line 1 in the example).

3. Grouping of attributes. To group attributes, the names of any number of
attributes can be concatenated to form a regular expression, e.g. Street |-
ZIP|City, and assigned to a variable using a VariableDefinition element.

4. Attribute specification. XACML resource elements specify the user attribute
identifiers. Each attribute identifier is an URI, which shall be composed
of the IDP identifier, the user identifier, the user role and the attribute
name. XACML VariableReference elements can be used to speficy at-
tribute groups. Wildcards can also be used. In the example, lines 11-20
show how a user’s creditCardNumber attribute is selected.

5. Requester specification. The triple (service provider, service, purpose) is spec-
ified as a a conjunctive sequence of three SubjectMatch elements within an
XACML subject node-set as shown in lines 21-33 of the example.

6. Action specification. The obligatory XACML action is always read, as
SAML does not allow write operations by the SP yet (see lines 34-40).

7. Conditions. XACML conditions may be used to achieve even finer-grained
restrictions. All user attributes are included as ResourceContent in the
XACML request. A description of the powerful XACML functions which
can be used within conditions is out of the scope of this paper.

8. Obligations. XACML provides the Obligation element; writing to a text file
and sending an email are part of the standard, but arbitrary other obligations
can be implemented as well (see lines 42-49 in the example).

If a PKI is available, the integrity of ARPs can be protected by applying
XML signatures as described in [I6]. Below is an example which grants access
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to the user’s credit card number to an online shop only if an actual book order
is placed; an obligation specifies that each allowed release must be logged.

1| <Policy id="xacmlARP1” RuleCombiningAlg=""first —applicable”>

2 <CombinerParameters>

3 <CombinerParameter ParameterName=" ARPpriority”>

4 100

5 </CombinerParameter>

6 </CombinerParameters>

7 <Description> ARP by user John Doe </Description>

8 <Rule id="CreditCardToBookShop” effect="permit”>

9 <Description> Release credit card number to bookshop </Description>
10 <Target>

11 <Resources>

12 <Resource>

13 <ResourceMatch MatchId="string —equal”>

14 <AttributeValue>

15 idp.example.com/johndoe /defaultrole /creditCardNumber

16 </AttributeValue>

17 <ResourceAttributeDesignator Attributeld="resource—id” />
18 </ResourceMatch>

19 </Resource>

20 </Resources>

21 <Subjects>

22 <Subject>

23 <SubjectMatch MatchId="string —equal” AttributeValue="shop .example.com”>
24 <SubjectAttributeDesignator Attributeld="service_provider” />
25 </SubjectMatch>

26 <SubjectMatch Matchld="string —equal” AttributeValue="bookshop”>
27 <SubjectAttributeDesignator Attributeld="service” />

28 </SubjectMatch>

29 <SubjectMatch Matchld="string —equal” AttributeValue="purchase”>
30 <SubjectAttributeDesignator Attributeld="purpose” />

31 </SubjectMatch>

32 </Subject>

33 </Subjects>

34 <Actions>

35 <Action>

36 <ActionMatch Matchld="string —equal” AttributeValue="read”>
37 <ActionAttributeDesignator Attributeld="action—id” />

38 </ActionMatch>

39 </Action>

40 </Actions>

41 </Target>

42 <Obligations>

43 <Obligation Id="Log” FulfillOn="Permit”’>

44 <AttributeAssignment Id="text”>

45 Your credit card number has been released to:

46 <SubjectAttributeDesignator Attributeld="service_provider” />
47 </AttributeAssignment>

48 </Obligation>

49 </Obligations>

50| </Rule>

51 <Rule id="DoNotReleaseAnythingElse” effect="deny” />

52| </Policy>

3.4 Policy Evaluation Workflow

For the evaluation of an attribute request, an XACML PolicySet is created by
combining all relevant ARPs, i.e. those ARPs whose target element matches
the requester. This is handled by our XACML PEP.

Each ARP has a priority, and the XACML PolicySet is built by including
the ARPs ordered by decreasing priority; the “first-applicable” algorithm is then
used for the evaluation of the PolicySet. If multiple ARPs have the same pri-
ority, the inner order of their inclusion in the policy set is indeterminate; this
should be avoided to achieve deterministic evaluation results, unless other tech-
niques are applied to ensure that those ARPs have disjunctive target sets. The
resulting PolicySet can be evaluated by any standard compliant XACML PDP.

Obviously, the complexity of XACML policies and XACML implementations
can lead to security vulnerabilities; we address these issues by using Sun’s refer-
ence XACML PDP implementation and working on easy and intuitive graphical
user interfaces, as outlined in the next sections.
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4 Implementation and Integration into Shibboleth

We have implemented the XACML component in Java, using Sun’s XACML
PDP implementation [I5], which does not support XACML variables yet, so
attribute grouping has to be done by our XACML PEP if necessary.

A standalone version is command line driven and creates the XACML re-
quest which is evaluated by the PDP. It also creates the XACML PolicySet as
described in section 3.4t future versions will take the more elegant approach of
implementing a custom XACML policy combiner which supports policy priori-
ties because XACML itself does not yet, but it provides the necessary extension
hooks. Besides its usefulness for development, we will use the standalone version
to enable users to test and debug their ARPs through a web interface.

An integration into Shibboleth’s IDP component (called Origin) is possi-
ble by replacing two methods in the build-in attribute resolver: first, list-
PossibleReleaseAttributes () must return the names of the user attributes
which should be retrieved, and afterwards filterAttributes() has to remove
all attributes whose release is not permitted by the ARPs. The user’s and service
provider’s ids are passed to both methods, which provides sufficient information
for identifying, combining and evaluating the relevant XACML-based ARPs.

Shibboleth’s built-in ARPs can be lossless converted to XACML-based ARPs.
Basically, Shibboleth ARP targets become XACML subjects and Shibboleth
ARP attribute elements turn into XACML resources. As release decisions are
made on attribute and not on rule level in Shibboleth ARPs, each Shibboleth
attribute is converted into a dedicated XACML rule. We have successfully
automated this transformation using an XSLT stylesheet.

5 Summary and Outlook

In this paper, we first analyzed existing implementations of Attribute Release
Policies (ARPs), which are the core privacy management tool in today’s iden-
tity federation standards. We have found several shortcomings and described
their consequences for real world applications and user acceptance. We then
provided arguments to use XACML as base for ARPs, a well-established ac-
cess control language standard, which has been successfully used in the field of
distributed access control before. We presented an architecture for the integra-
tion of XACML ARPs into SAML-based identity providers, which remains fully
compliant to the SAML standard. The syntax and semantics of XACML ARPs
have been specified along with the policy evaluation workflow, which makes use
of an out-of-the-box XACML policy decision point. Finally, we introduced our
implementation, the way to integrate it into Shibboleth, a popular open source
identity federation software, and outlined an algorithm which converts existing
Shibboleth ARPs lossless to XACML ARPs.

We are planning to integrate this ARP engine into the next major version
of Shibboleth, but for use in a production environment, intuitive graphical user
interfaces for the creation, testing and maintenance of these ARPs must be con-
ceived and implemented to hide the complexity from the end users. We will



Using XACML for Privacy Control in SAML-Based Identity Federations 169

also investigate the use of XACML for the so-called Attribute Acceptance Poli-
cies, which are the counterpart to ARPs on the service provider side; similar
deficiencies such as yet another proprietary format can be found there presently.
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Abstract. In this paper, a new concept for classifying handwriting data
and its analysis for biometric user authentication is presented. The con-
cept’s characteristic is the combination of syntax and semantics. It im-
plies a determination of four distinct levels of syntax and semantics to
lower complexity and structure information. We demonstrate the con-
cept’s impacts on on-line handwritings and the user verification, and
clarify the benefit of applying information of higher levels of semantics
within the authentication methods. As a result we are able to evaluate
techniques for biometric user authentication. Furthermore, we precisely
outline and reason a more accurate biometric user authentication sys-
tem, due to the classification given by the Verifier-Tuple concept.

Keywords: Biometrics, Security of Multimedia Content, Identification
and Authentication.

1 Motivation

The Verifier-Tuple (VT) is a new concept for classifying information to determine
its origin and authenticity as it was originally presented for audio in [T]. It enables
a scalable evaluation of techniques for biometric user authentication. The idea of
the VT is originated in the field of forensics where the identification, localization
and verification of an author of information are focus of recent research. Since
there is a great degree of overlap in the goals on the methods between forensics
and biometric user authentication, an application of VT appears adequate.

The goal of biometric user authentication is the automated verification of
a living human beings identity. Biometric user authentication is becoming in-
creasingly relevant for academic and industrial research. Biometrics will soon
be generally implemented in different areas and applications from ID cards to
security to applications of insurance companies. Therefore, biometrics improve
the level of security in infrastructures and applications.

Two classes of biometric modalities exist. The first class includes behavioral-
based modalities such as speech and handwriting. The second class includes
physiological modalities such as fingerprint, face, iris, retina, or hand geometry.

J. Dittmann, S. Katzenbeisser, and A. Uhl (Eds.): CMS 2005, LNCS 3677, pp. 170-{I79] 2005.
© IFIP International Federation for Information Processing 2005



Verifier-Tuple as a Classifier for Biometric Handwriting Authentication 171

We confine our study to the first class as we base our work on previous eval-
uations for another behavioral modality, speech authentication, in [I]. In this
paper, handwriting is the focus. Because of its individual uniqueness and its
usage as a deliberate declaration of consent, especially for signing contracts and
agreements, handwriting is generally accepted and preferred as a method for
biometric user authentication.

The major benefit of the VT is its ability to structure information into detail
and combine different levels of information. Three distinct goals can be outlined
when connecting levels of syntax and semantics. The first goal is obtaining more
accurate results for biometric user authentication by incorporating information
of a higher semantic level in the authentication process. The second goal is
reducing complexity by restructuring information, and the third goal is using
the tuple’s function as a design criterion for future handwriting based biometric
applications.

The paper is structured as follows: In section 2, the concept of the VT is
introduced implying four levels of syntax and semantics. Section 3 gives a brief
overview of sampling and data representation for handwriting biometrics from
a signal processing perspective. This is followed by the tuple’s application to
handwriting including a detailed classification of the handwriting information in
section 4. Furthermore, results of combinations of syntax and semantics levels
are outlined. Results based on experimental evaluations will underline the cor-
rectness of the VT and provide the tuple’s conceptual proof in section 5. Finally,
section 6 concludes by summarizing the paper and providing a perspective on
future work.

2 Concept of the Verifier-Tuple

As introduced in [I], we define the Verifier-Tuple (VT) as a concept for classify-
ing information. Based on this, we are able to structurally analyze information
by detail, classify features of interest, and evaluate existing techniques. The fol-
lowing descriptions and specifications are also presented in [].

The idea of our VT is derived from the general concept of the explanation
of programming languages [2]. The VT consists of four parts as it is shown in
the formula below: the syntax, the executive semantics, the functional semantics
and the interpretative semantics. Each part can be seen as a level of information
which has to be analyzed to retrieve the whole context.

VT = {SY, SEg, SEp, SE;} (1)

SY = syntax

SEg = executive semantics
SEr = functional semantics
SFE; = interpretative semantics

The syntax is defined as the composition of certain signs within a selected
alphabet. It is a systematic, orderly arrangement and it is rooted in linguistics.
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In order to analyze the syntax of languages, formal logic is applied as presented
in [3] and [4]. The syntax describes the processing of the elements of an alphabet
by following certain rules, structures and regulations. The syntax functions to
define valid and permitted constructs within an alphabet.

Semantics is the study or science of meaning in language. Semantics implies
the connection of characters, tokens or symbols and their relation to the meant
object or information [5]. Semantics is associated with the interpretation of the
facts given by the syntax. Thus, semantics enables to draw conclusions about the
author of information and his or her intention. The interpretative characteristic
of semantics is differentiated in three successive levels, the executive semantics,
the functional semantics and the interpretative semantics.

The executive semantics can be defined as an application of a particular op-
eration which determines a particular process sequence. Based on a certain input
the operation effectively generates an output [2]. This level of semantics extracts
connected, abstract syntactic elements as an output. The functional semantics
includes a semantic algebra and evaluation functions as a further interpretative
enhancement [2]. The functional semantics analyzes the impact of allocations of
variables. Deriving from the syntax and the executive semantics, applied func-
tions within the functional semantics specify measurement categories for analyz-
ing the meaning of the information presented by the medium. The interpretative
semantics is mostly provided by a human being but can also be integrated in
a digital, automatic system. It is based on background knowledge and can be
abstractly explained through methods of formal logic as presented in [2].

This concept of the VT enables a more detailed analysis and classification of
information. With this structured division of information, it is not only possible
to extract particular features, but also manipulations or attacks can be recog-
nized and localized. Further, it allows drawing conclusions about the context
which is not directly presented within the analyzed information such as certain
metadata as we refer to later in this paper. A specified application of the VT
for handwriting is demonstrated in section 4.

3 Sampling and Data Representation for Handwriting

The characteristics of the generation of a particular handwriting can be specified
by the movement of the pen tip during the writing process. The main dimen-
sions of this movement are pen position (horizontal/vertical), pen tip pressure
and pen angle. Digitizer tablets provide sensor technology for the analog-digital
conversion of these kinds of dynamics. PDAs or Tablet PCs as types of comput-
ers provide position information, represented as sequences of pen position points
at discrete and continuous time intervals.

This representation of continuous information is also denoted as sampled sig-
nals, and for the case of position signal, we use the notation z(t) for horizontal
pen position signals and y(t) for vertical pen position signals. The pen tip pres-
sure signal can be either a binary pen-up/pen-down signal or describe pressure
resolutions at a higher quantization level (typically up to 1024 levels) which is
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denoted as p(t). Finally, some current commercial digitizer tablets provide pen
azimuth signals, denoted as ©(t), the orientation of the vertical projection of
the pen onto the writing surface, similar to a compass, as well as pen altitude
signals @(t), describing the angle of the pen above the writing surface.

The goal of biometric user authentication using handwriting is the determi-
nation of similarities based on features derived from these sampled signals. For
this purpose, different algorithms are applied [I5] to bind the biometric data to
an identity in order to authenticate a certain user.

4 Verifier-Tuple for Handwriting

The architecture of a biometric user authentication system is generally struc-
tured as follows: Initially, reference data is sampled during enrollment and stored
in a database. Later, handwriting signals are sampled and analyzed for subse-
quent authentications. Authentication algorithms require certain parameters and
reference data from the reference storage. In [7], [§], and [9], an overview of the va-
riety of these authentication algorithms is provided. Well known algorithms are
for example Dynamic time Warping (DTW), Hidden-Markov-Models (HMM),
Neural Networks, Multi Level Approaches, or statistical approaches such as the
Biometric Hash [10].

Two different goals of authentication can be outlined. The first goal is the
verification of one particular known user of the reference storage. This implies a
comparison of n signal samplings to I particular reference storage sampling (1 : 1
comparison). The second goal is the identification of a particular not known user
which implicates a comparison of I signal samplings to n particular reference
storage sampling (1 : n comparison). Depending on the desired authentication
mode, the system parameters may change.

The application of the VT to handwriting biometrics results in the feature
classification as demonstrated in the listing below. Features are differentiated and
assigned to a particular level of the VT. Level 1 marks the syntactical properties
of handwriting, level 2 the executive semantics, level 3 the functional semantics,
and level 4 the interpretative semantics. Level 1 includes the original signal fea-
tures, as provided from the sampling process. Level 2 classifies features derived
from the original signals by applying feature extraction algorithms which lead
to various abstraction levels. For this purpose, the biometric algorithm requires
input from level 1 in any case but may additionally consider parameters from
level 3 or 4. Level 3 presents the textual or visual presentation of information.
In the particular case of handwriting, level 3 describes the content of the writ-
ten sequence and its individual shape. Level 4 abstracts information about the
context and background knowledge of the writing process. This may include for
example environmental information, such as time and location of the sampling,
as well as information about the hardware involved.

Table 1 summarizes the application of the VT concept to different levels of
features found in handwriting biometrics:



174 A. Oermann, J. Dittmann, and C. Vielhauer

Table 1. Classification of Handwriting features

Level 1: Syntax Dynamic features which are:

o Horizontal pen position signal z(t)
o Vertical pen position signal y(t)

o Pen tip pressure signal p(t)

o Pen azimuth signal O(t)

o Pen altitude signal &(t)

Additional: o Horizontal pen acceleration signal a(t)
(via horizontal pen force)

o Vertical pen acceleration signal ay(t)
(via vertical pen force)

Level 2: Executive semantics Features resulting from different classes of
algorithms for verifying handwriting such
as:
o Dynamic Time Warping (DTW)
o Hidden-Markov-Models (HMM)
o Neural Networks
o Multi Level Approaches
o BioHash with distance measures for ex-
tracting
In Particular: certain statistical parameters
o Set of k statistical parameters
derived from the syntax
Level 3: Functional semantics Textual and visual information
(what is written)
o Word + its individual shape
o Passphrase + its individual shape
o Symbol + its individual shape
o Number + its individual shape
o Signature + its individual shape
Level 4: Interpretational semantics |Information about the context
and background knowledge
o Tablet
o Pen
o Device
o Environment
o Emotions
o Metadata [II], [12] or Soft Biometrics
[13], [14]
0 Acceptance

This new classification of handwritings for biometric user authentication is
restructuring the authentication parameters. Parameters are now further differ-
entiated according to the levels of syntax and semantics. The major benefit of
this concept is the precise analysis of information. Certain defined classes pool
information features. Thus, information can hardly get lost without being recog-
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nized. Compared to other approaches of feature classification, that punctually
and arbitrarily pick a particular feature to extract, our approach can structurally
analyze more than one feature at the same time. Hence, with this structure the
complexity of information and its analysis for user authentication can be re-
duced. Furthermore, the accuracy of techniques for verifying handwritings can
be evaluated. The VT implies the assumption that, the more information can
be applied to the technique, the better and more reliable results can be achieved
for authentication.

The different levels and their relation to each other will now been explained
into more detail. Level 1, the class of syntax, has already been elaborated in
section 3. Especially level 2, the class of executive semantics is focus of current
research investigations. Figure 1 demonstrates an example for the generation of
information of level 2 by applying the biometric hash algorithm to information
of level 1. Signals are used as the input as it can be seen on the left side.

Interval
Feature Set Matrix (IM)
{n, ....n}
Bigmetric Hash Function m ]
g
Signals: E? E> b
Xhylp K Offset (Q) 1
X(t), y(t), Normalization statistical @ E? -
p(t), (time variant) Parameter I.I:Ler::':lv}.l .
U] — g by
Data Aquisition Feature Interval Mapping : Hash Vectorb
Extraction

Fig.1. Example for Level 1 and 2: Syntax and executive semantics [0], statistical
representation.

Based on these signals, k statistical parameters are extracted such as the to-
tal writing time in ms, the total number of event pixels, the total absolute path
length in pixels, or the total number of sample values. A complete description of
the currently supported set of statistical parameters is provided in [6]. By apply-
ing an interval mapping function which implies the process parameter Interval
Matrix IM, the Biometric Hash Vector b is generated which includes particular
features. For authentication, this Biometric Hash Vector b will be compared with
stored vectors of the database. Certain distance measures decide whether a user
will be verified or not. These distance measures also belong to the class of level
2, the executive Semantics.

The class of level 3, the functional semantics is illustrated in Figure 2. This
level 3 includes the classification of varying textual contexts used by the writers
such as signatures, pin codes, passphrases, symbols, or numbers. Certain infor-
mation such as ”Sauerstoffgefal” [oxygen container], as exemplified in Figure
2, written by two different writers is semantically equal within this level 3 of
the VT model, while it differs from each other in level 1 and subsequently level
2. The meaning of the information is the same even if the signal distribution
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Fig. 2. Handwriting examples of the German word ” Sauerstoffgefafl” from two different
writers [6].

is varying. This observation is a justification of our model with respect to the
possibility to discriminate different writers, even if they write identical text.

Beside others, the interpretative semantics in level 4 classifies tablet cate-
gories or the interpretation of certain metadata [I2] or soft biometrics [13], [14]
such as cultural aspects [I1] for the usage and acceptance of handwriting for
biometric user authentication. The inclusion of this level 4 of information in
biometric user authentication systems is a major subject of ongoing research.

There are two kinds of impact the interpretative semantics in level 4 can
have for an analysis of information. One impact can be outlined as follows:
Based on the three preceding levels, one is able to derive assumptions about
not particularly in the original handwriting sample included information within
level 4 of the VT model such as soft biometrics. The other impact is determined
through the additional consideration of information within in the interpretative
semantics of level 4 as parameter input to processed operations in lower levels
such as the authentication algorithms. Tests in section 5 will provide conceptual
proof that, by this means of level 4 features, a more accurate result for biometric
user authentication can be achieved.

These examples lead to the assumption that the more parameters can be ap-
plied to the analysis of handwriting information, the more accurate and reliable
results can be achieved for biometric user authentication. Better recognition re-
sults can be achieved with the combination of signal analysis and metadata or
soft biometrics, respectively the combination of syntax and semantics.

5 Tests for Evaluating the Verifier-Tuple

For evaluating the Verifier-Tuple we refer to some test results presented in [6].
Our goal is the exemplary demonstration of the tuple’s benefits as a new clas-
sification of information and hence, showing the advantages of the combination
of different classified levels of syntax and semantics.

The tests include algorithms for handwriting as a biometric user authentica-
tion. Evaluations of those algorithms are based on the Equal Error Rate (ERR),
the point where False Match Rate (FMR) and False Non-Match Rate (FNMR)
are identical [6], [15]. FNMR is the percentage probability of rejections by a
biometric system of authentic user while FMR is the percentage probability of
rejections of non-authentic user. Thus, ERR is one decision measure value at
a specific operating point of a biometric system and implies the probability of
great similarities as presented in Table 2 and 3.
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Table 2. EER for different tablet categories, textual content Signature (n/a = not
available) [6], MQED

Equal Error Rate (EER)
Tablet Category EERRandom EERgiind EERLowForca EERarueForca
StepOver+PRESS 0.1 0.26 na 0.34
Cintiq15 0,12 0,2 0,34 0,38
All 0,18 0,3 0,4 0,42
Midres-PQ 0.15 0.25 0.4 0.42

Table 3. EER for different tablet categories, textual content Signature (n/a = not
available) [6], BioHash

Equal Error Rate (EER)
Tablel Calegory Handom Bhind Tow-Force | Brule-Force
All 1% 14 % 1% 8%
Cintiq15 5% 12% 0% 3%
Widres PQ 2 Yo 34 % 33 % 33 %
StepOver-PRESS. 5% 29 % na T8 %

For our evaluation, we refer to those handwritings from the database, pre-
sented in [6] that have been collected with three classes of digitizer tablets:
StepOver+PRESS, Cintiql5, Midres-PQ (collection of different tablets with a
medium spatial resolution) and the joint set of all tablets, denoted as ”All”.
Further, the MQED algorithm is applied for authentication in Table 2 and
the BioHash algorithm in Table 3. For evaluating the VT, our focus is on the
EER Random, shown in the second column from right of both tables. Table 2 and
Table 3 both represent Equal Error Rates for different tablet categories and the
textual content Signature, but results shown in Table 3 are more accurate than
in Table 2. In comparison to Table 2, the BioHash algorithm, whose test results
are presented in Table 3, applies additional information of level 2, the executive
semantics, since it abstracts to statistical features. Information of level 4, the
interpretative semantics, is reflected by the four table rows, where each row rep-
resents a different scenario with respect to the hardware used for sampling of the
handwriting signals. In particular, the algorithms consider knowledge about the
used tablet in all cases except row ”All”. We observe that for both algorithms,
the recognition accuracy improves, if the specific type of tablet is known to
the authentication systems, i.e StepOver+PRESS and Cintiql5 have lower error
rates than Midres-PQ and All. That is, knowing the type of digitizer (interpre-
tative semantics level 4 in the VT model) can improve accuracy as compared to
conditions, where there is uncertainty about the hardware.

We interpret this demonstration as a first proof of the concept of the VT
as a classifier for biometric handwriting authentication. The approach of [6]
has shown that considering more knowledge of semantics for analyzing hand-
writings more accurate and reliable results for user authentication can be
achieved.
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6 Conclusion and Future Work

This paper has shown the usability of the concept of the Verifier-Tuple as a new
classifier for biometric handwriting authentication and the following aspects can
be summarized:

The VT is a new concept to classify biometric information in a structured
manner. Its major benefit is the ability to pool information together into one
level of syntax and three levels of semantics. The concept enables an efficient
combination of information of these levels in biometric applications. By apply-
ing our developed concept more accurate and reliable results for biometric user
authentication can be achieved.

While in the test scenario discussed in this paper, information of a higher
semantic level, such as the type of digitizer tablet was known a-prior, it might
be of interest in future investigations to perform analysis of signals and classes
of algorithms towards determination of such higher level of information. For
example, to identify the type of sampling device used during recording of the
biometric data. Furthermore, by applying and evaluating metadata and soft bio-
metric features such as the cultural origin, ethnicity and education, hypotheses
of the user acceptance of a biometric user authentication system can be possibly
derived in future. Future work will also include the analysis of compression of
data by its entropy in order to figure out how far the data can be compressed
and still discriminative features of interest can be extracted to grant accurate
and secure authentication systems.

Comprising our earlier work on the forensic background, we can conclude
that Verifier-Tuples are not only adequate to analyze an on-line handwriting into
detail but also we can give more reliable assumptions about user authentication
in general. With this paper we have shown the Verifier-Tuple’s characteristics as
a scalable concept for different media.
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Abstract. The current WiFi access control framework descends from solutions
conceived in the past for dial-up scenarios. A key difference between the two
worlds is mobility: dial-up handles nomadic users, while modern wireless net-
works support continuous mobility through always-on personal devices. Not sur-
prisingly, WiFi authentication does not exploit mobility in any way; on the con-
trary, mobility is perceived as a problem to be fixed by some fast-handoff solution.
Though fast-handoff is indeed an open issue, mobility may even help to build se-
curity systems. The paper describes a decentralised access control framework for
WiFi networks that exploits mobility to avoid a central authority to be always
online.

1 Motivation

WiFi authentication and access control infrastructure, as defined in [1], relies on a cen-
tral authority, the Authentication Server, to be always on-line as it is directly involved in
each authentication attempt. A host of proposals have outlined changes to improve scal-
ability and performance of this basic solution. [2] uses peer interaction among Access
Points (APs) to move security contexts rather than creating new ones. Unfortunately,
it is limited to APs within the same network segment and again requires the AP to
interact with a remote entity (now another AP instead of the Authentication Server)
for every authentication attempt. [3] brilliantly solves the network segment limitation
and allows interactions with the Authentication Server to occur before the actual au-
thentication attempts. Most interesting, in [4] the same authors propose a decentralised
solution to let APs discriminate which authentication attempts they should expect. An
AP learns which APs its users come from by tracking the source AP in each authenti-
cation attempt directly experimented: APs can thus foresee authentication attempts and
proactively query the Authentication Server for proper credentials. The only limitation
of [3] is the Authentication Server itself: though a central authority is a cornerstone
in current network authentication architectures, it has some clear drawbacks. In partic-
ular, it is a single point of failure: when it falls, no authentication attempt can occur
and the whole wireless network is stuck. This is perfectly acceptable when security is
more important than availability, but it looks draconian in scenarios where availabil-
ity plays a key role. Many modern applications of wireless networks do present this
characteristic. For instance, in a museum where a wireless network delivers informa-
tion only to paying visitors, the availability of the service is far more important than an
eventual unauthorised access. Similar arguments apply to a road access control system
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for vehicles: the cost of a false alarm (eventually triggering police intervention) is far
more expensive than latency/failure in fraud detection. Nevertheless, in both examples
efficient mechanisms are needed to revoke authorisation, for example when a customer
definitely leaves the facility or the controlled area in general.

Recently, [5] has shown that mobility can be perceived as an aid to build security
systems rather than a problem to be solved. We propose a decentralised access control
solution that does not require a central authority to be always online and exploits node
mobility to update authorisation status within the network. We recognise the main limit
in that it requires advanced cryptographic techniques to be implemented both at client
terminals and APs, and we will analyse the actual scope of this limit.

2 A Decentralised Access Control Framework

Here we investigate a novel framework where a central authority still exists but acts as a
group manager rather than an authentication server. Its task is to admit and expel users
from the group of authorised users, but it is not directly involved in each authentication
attempt and access control decision. Fresh information on group membership is prop-
agated by terminals as they roam within the network of APs. Recently admitted users
will propagate their visa by their own, while membership revocation requires an ad-hoc
transfer of information from the central authority to at least one AP. Revocation infor-
mation can be either pushed by a remote network connection to a randomly chosen AP,
or entrusted to a special terminal, or eventually delayed and given to a newly admitted
terminal. In order to enable mutual authentication APs are equipped with the same class
of credentials as the mobiles.

A straightforward way to implement our framework is a Public Key Infrastructure
(PKI) based on digital certificates. The central authority would act as a Certification
Authority (CA) and emit a certificate to every admitted user. Ownership of a valid cer-
tificate testifies group membership: APs may verify group admission by asking users
for a certificate signed by the central authority. The overloading of public key certifi-
cates (PKC) with authorisation beyond identity information is a common practice even
if more specialised techniques exist such as the attribute certificates (AC). However,
revocation is the Achilles’ heal of classic PKIs when deployed in fully decentralised
scenarios. Revocation information is not propagated inside the certificates and should
be retrieved by other means to correctly validate a certificate. In practice, a verifier must
either query an online OCSP server or download an updated Certificate Revocation List
(CRL) signed by the CA [6]. We deem both these solutions unsatisfactory because they
involve the connection with an online authority that we aim to avoid. Note that CRLs
could be propagated by terminals as for certificates, but there is no connection between
admission and revocation information and thus no guarantee that they will be propa-
gated with the same care. The relevance of this unsolved issue is clearly stated in [7].

As already observed, our task can be interpreted as a group membership problem,
a well-established subject in security literature. In Sect. 3, we propose a simple exten-
sion to standard X.509 certificates able to satisfy our requirements. We then identify in
the dynamic accumulator concept proposed in [8] an advanced cryptographic technique
able to enhance our solution. Both solutions require fixed cryptographic burden for all
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involved operations despite the current size of the group. In our framework this is a pre-
condition to grant perfect scalability to large numbers of users. It also helps to estimate
the requirements imposed on APs by cryptographic tools far more complex than current
ones (even in latest security extensions [1], APs support only symmetric cryptography).
The solutions rely on mobile terminals to propagate group membership information:
to model it we referred to the literature about diffusion processes and epidemiological
processes (see [9] for a broad spectrum review). In particular, in Sect. 4, we extend part
of the analysis in [10] and adapt it to the peculiar requirements of our scenario. The
involved dynamics are sensibly different since we want propagation to encompass the
whole network while studies on viral spreading aim to limit the propagation of the infec-
tion. Moreover, we investigated the connection between terminal mobility patterns and
the resulting propagation dynamics. Finally, in Sect. 5, we investigate how the system
heavily depends on how information to be propagated is distributed within the mobile
node population.

3 The Protocol

We propose two mechanisms that can actually implement our framework, the former
based on traditional PKIs and thus keener to current WiFi authentication system, the
latter exploiting the advanced cryptographic techniques proposed in [11]. Both solu-
tions entrust mobile terminals with the propagation of access control information as
long as they travel within the AP network.

3.1 Basic Solution

WiFi authentication infrastructure can already rely on digital certificates, though in a
rather centralised fashion. The first step towards decentralisation is delegating the Au-
thentication Server functionality to the APs. We argue that asymmetric cryptography’s
burden at APs is not a serious issue as it should be supported in any case to secure
remote management. Nevertheless, it would be more problematic in environments ex-
periencing fast mobility and strict authentication time constraints: in this case [3] may
remain the best choice.

The Central Authority is in fact a Certification Authority and emits certificates to
mobiles as they enter the community: schemes such as [12] can make this phase both
secure and practical. Also APs are given certificates from the CA: they can be installed
at deployment time through manual configuration or an imprinting mechanism as in
[13]. Then, mobiles use their certificates to authenticate against APs through EAP-TLS
or similar methods. Still, the main issue is revocation. We thus extend classic certificates
to make revocation information easier to be spread by mobile nodes. The aim is twofold:
(1) we eliminate the burden of transmitting huge membership information lists and (2)
admission and revocation information are tightly joined.

Mobiles could propagate revocation information as CRLs. The CRL size would be
a problem specially if revocation is frequent and/or certificate validity is long. For in-
stance, in the museum example certificates could be revoked as customers exit the mu-
seum. Even worst, there is no guarantee that mobiles would propagate CRLs since there
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is no connection between admission and revocation information. Thus, CRL emission
should be frequent and APs should categorically refuse authentication if an updated
CRL is not available: this imposes uncomfortable time constraints on the information
spreading mechanism. Admission and revocation data may be linked simply by embed-
ding CRLs within the certificates, but this is prevented by the size CRLs can grow to. We
thus split revocation information within newly emitted certificates. Delta-CRLs [14] are
a classic mechanism to limit the overhead due to CRL update. We extend this concept
by having standard certificates to embed a subset of revocation data. This partial infor-
mation is then spread by mobiles’ movements and reconstructed at APs. The choice of a
proper strategy to select which subset of information should be embedded in a particu-
lar certificate is addressed later in Sect. 5. Different embedding strategies may influence
dramatically the security of the system. In fact, they determine the “information gap”
probability, that is the probability that some revocation data is missing at APs. In this
basic solution an information gap directly results in exposure to unauthorised access.

The above scheme fits scenarios where admissions are fairly frequent. For instance,
it may work well in our museum example. We identify a key conceptual limit of this
approach in that the nodes are obliged to spread fixed chunks of revocation data, but
have no incentive to spread latest information: only recent certificates actually do valu-
able propagation job. An enhanced solution thus requires additional mechanisms able
to push all members to look for fresh information and propagate it.

3.2 Enhanced Solution

We further extend our proposal with the concept of dynamic accumulators. One-way
accumulators are a novel cryptographic tool first introduced in [15]. A one-way accu-
mulator allows to securely test the presence of a particular value within a set of values
previously accumulated in a single fixed-size accumulator value. [8] extends the origi-
nal construction to make the set of accumulated values to be dynamically changed.

We exploit a dynamic accumulator to build a compact representation of group mem-
bership. From [8], we retain the concept and implementation of a dynamic accumulator
while renouncing to anonymous verification to avoid zero-knowledge proofs and their
cryptographic burden. The Central Authority (let’s identify it as CA) maintains a pub-
lic key for a membership accumulator besides its usual public key. The accumulator
public key consists in a RSA modulus n = pq of length k, where p and ¢ are safe
primes (p = 2p’ + 1 and ¢ = 2¢’ + 1). During admission, the CA assigns to every
mobile a prime e drown from a range [A, B] where 2 < A < B < A2 < n/4.! The
CA computes the new accumulator values as 2z’ = 2% mod n, where z is the current
accumulator value and e, is the value assigned to the new member. Then the CA em-
beds (eq,u = z, z’) within the terminal’s certificate. When revoking a membership, the
CA update the accumulator as z’ = 2~ " mod (p=1)(¢=1) 104 n, where z is the current
accumulator value and e, is the value inserted in the certificate being revoked.

To verify admission, an AP should both validate the mobile’s certificate and check
that the value e embedded within the certificate is still present in the latest accumulator
value. To prove presence in the accumulator, a node associated to the prime e should

! Refer to [8] for a discussion on the choice of the range [A, B].
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show the witness u that satisfies z = u® mod n where z is the latest accumulator value.
Updated accumulator values z are spread by mobiles while filing their certificates.

The actual complexity in managing this scheme is updating the witness u. As [8]
shows, a node should update its witness u for every change of the accumulator value.
For every e, added to the accumulator, the witness of every node must be updated as
u’ = u® mod n; while for every e, removed from the accumulator, the new witness is
u' = ub2® where z is the new accumulator value, and a, b satisfy ae 4 be,, = 1 and are
computed through the extended GCD algorithm. Hence, not only the fresh accumulator
values but also the e added/removed from the accumulator should be propagated.

We argue that mobile-driven propagation may be exploited not only for accumulator
values but also for accumulator change information. For instance, this can be achieved
by having the CA to embed a subset of past changes (the e added/removed to/from the
accumulator) in newly emitted certificate as done with revocation information in the
basic solution of Sect. 3.1.

It’s quite interesting to notice that a gap in the information being propagated has
now quite different implications. As long as an AP knows the latest accumulator value
it can safely prevent any unauthorised access. However, a legitimate terminal may not
be able to prove its membership since it lacks data required to update its witness. Sym-
metrically, a terminal having updated credentials may not be able to authenticate an AP
that has missed recent membership evolutions. These conditions are particularly scary
in our reference scenarios where security must coexist with reliability. However, we
notice that we have gained a lot of flexibility:

— in policies: nodes (APs or terminals) can flexibly choose between security and us-
ability by accepting authentication attempts based on dated accumulator values

— in resources: nodes (APs or terminals) can tune the storage they reserve to accumu-
lator history based on their policy

— in fallbacks: APs (and with more complex schemes also terminals) can fall back to
expensive retrieval mechanisms just when needed and only for missing information
chunks: alternatives are an online central directory or a peer-to-peer query system
among APs

Related to the last point, note that the access to an online repository is going to be
less frequent than in a classic CRL-based solution: once retrieved by a particular AP,
missing information can then be propagated by terminals’ movements.

Now, mobiles have additional incentive to propagate up-to-date information. In fact,
a mobile will propagate the last known accumulator value to avoid storing multiple cre-
dential generations. This implies it will also tend to propagate membership changes
that are needed to let APs update their own credentials. In practice, nodes will: (1) re-
ceive recent accumulator values from the APs they visit in the form of fresh certificates
emitted by the CA, (2) update their own credentials, and (3) propagate fresh certificates
containing the updated information.

The above schema is prone to further extensions. First, the terminal-driven propa-
gation can be sided with a push mechanism among APs. At random intervals APs may
send random chunks of information to a random selected peer (once again, information
on AP community can be easily propagated by mobile terminals). A very low push-
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ing probability can speed up propagation tremendously when mobility patterns are too
much constrained: this is granted by the famous work of Watts and Strogatz [16].

Moreover, the anonymous credential system defined in [11] (the framework which
dynamic accumulators where originally defined for) could further extend our frame-
work and provide a key additional feature, namely untraceability of mobiles through
anonymous authentication. In practice, the authentication process allows to verify the
user authorisation without identifying her. If long-term terminal identifiers are hidden
and node’s movements are disguised, this ensures that the mobile presence, location and
movements cannot be tracked within the covered area. Untraceability may be a key fea-
ture in public services covering large areas. Embracing the above anonymous credential
system would require to drop standard certificates and would impose far higher cryp-
tographic requirements to terminals and APs. However, the above construction would
hold and terminal mobility could still be used to diffuse accumulator changes. An ex-
haustive analysis of the opportunities offered by an anonymous credential system and
the relative performance impact are left for further investigation.

4 Terminal Mobility and Information Propagation

Both our basic and enhanced solutions rely on terminal mobility to propagate informa-
tion. Let us analyse their behaviour of our solutions in terms of information spreading.

We model the network of APs as a graph G = (NN, E') where N is the set of APs
and E is the set of acquaintances. In other words, an edge ¢;; € E if nj,n; € N,
and a terminal can physically move from the AP n; to the AP n;. Then we refer to the
viral spreading model presented in [10] and adapt it to our though different problem.
This model aims to predict the dynamics of virus spreading in a computer network. We
notice strong analogies with our propagation mechanism, where update information
can only move from an aware AP to an unaware one thanks to the passage of a mobile
between them. A main difference, that we will have to cope with, is that the probability
of transmission cannot be assumed equal for all links as in [10], but heavily depends on
the topology of the AP network and the terminal mobility patterns.

From the model described in [10], we retain some key quantities and overload them
with different semantic:

pi,t — probability that the AP ¢ has updated information at time ¢

B;,; — probability that updated information is propagated by any terminal from AP j to
AP

Ci,+ — probability that AP ¢ does not receive updated information from its neighbours at
time ¢

Note that 3; ; may now vary for each link. The quantity (; ; is redefined as the proba-
bility that at time ¢ an AP 7 has no updated information and will not receive it from any
terminal coming from any of its neighbouring APs:

Git = H (Pje—1(1 = Bji) + (1 = pji-1)) = H (1= Bji*pji-1) (1)

jiej i €EE jej i €EE
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We then use (; ; to define p; ;. In spite of the original model, in our case the “infected”
status is irreversible: that is, once an AP has received a particular information chunk it
can retain it indefinitely.> The quantity p; ; is thus computed as:

Pig=1—(1=pie—1)Ge 2

The probability 3;; is related to terminal mobility patterns. We model terminal
mobility as a discrete Markov chain M = (N, E*) where N is the usual set of APs and
E* is the set E of links between APs weighted with the rate of terminals that transits
along each link. We thus introduce two new quantities:

aj,; — probability that a terminal connected to AP j moves to AP ¢
m; — probability that at a given time a given terminal is connected to AP ¢

Under ergodic conditions, using matrix notation we can compute IT = AII as the
principal eigenvector of the matrix A, that is the eigenvector associated to the eigen-
value A = 1. From theory, since each column of A adds up to one, at least one positive
unitary eigenvalue exists, and for the ergodic assumption all other eigenvalues will be
less than one.

Clearly, this mobility model is very simple. First, the model is discrete and thus the
terminals are allowed to move only at discrete times. Second, it allows to model only
constant numbers of terminals roaming within the network in a completely indepen-
dent way. Third, the Markov assumption implies a memoryless behaviour of terminals,
namely it is impossible to catch multiple highly-preferred directional paths along the
network. Nevertheless, this model suffices to investigate relations between node mo-
bility and information dissemination. In Sect. 4.1 we use it to analyse the behaviour
of our access control framework against simple network topologies and highly guided
mobility patterns. For instance, this may be the case in a wireless-enabled museum.

We can now define the probability 57, that a given terminal propagates updated
information from AP j to AP ¢ as

Bji = aj,im; (3)

Assuming the same roaming pattern for all mobiles, we can finally compute the proba-
bility 3; ; that some terminal propagates updated information from AP j to AP i:

Bii=1-(1-8)" )

where M is the number of terminals present in the network, constant in time. Handling
multiple roaming patterns requires to define a different matrix A per each pattern to
determine a different 3* per each pattern.

4.1 Information Propagation Analysis

Rather than focusing on a particular AP topology, we chose to experiment our frame-
work against a set of schematic topologies somehow related to typical architectonic
structures. In particular, we selected the four topologies shown in Fig. 1:

2 Actually, APs may purge obsolete information once the certificate it refers to is expired, but
this lies outside the spreading analysis.
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177
NP

(a) Star (b) Ladder (c) Circle (d) Random
Fig. 1. Different AP topologies

— star — this represents an hall/square surrounded by a set of places; the square is a
common building as well as city architectural module since ancient Greece

— ladder — represents a corridor/street with a sequence of places on both its sides; this
is a module made famous by Roman cities

— circle — in our simple mobility model, this is the best representative of a guided
corridor/street; this may model a museum as well as an highway

— random mesh — this is mainly used for comparison but it may model for example a
large exposition ambient
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Fig. 2. Propagation in different AP topologies

Figure 2(a) shows how the number of discrete time steps ¢ needed to have p; ; >
0.99 for all APs changes based on the number of APs. Figure 2(b) shows instead how
t changes based on the number of mobile terminals in different topologies of 128 APs.
As expected, propagation may perform poorly when mobility paths are particularly
constrained (as in the circle topology). However, as the number of mobiles grows the
probability of a jump between two given APs rapidly increases and so does the propa-
gation speed.
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5 Information Embedding Strategy

Both the solutions discussed in Sect. 3 rely on mobile terminals to carry some chunks of
information, either revocation data under the certificate-based solution or accumulator
updates within the enhanced solution. However, In Sect. 3 we have put off the definition
of the actual embedding strategy, that is the choice of what subset of information has to
be included in each newly emitted certificate for propagation. To complete the analysis
of our proposal, we present an initial investigation on the tremendous effects embedding
strategies may have on its global behaviour.

Following the idea behind Delta-CRLs, a sliding window selection mechanism may
be used. In other words, a newly emitted certificate includes all and only the changes
occurred from the immediately previous certificate. In this case, the probability P,
that some block of information gets permanently lost can be computed as:

Pyap(T) =1—(1—=Py)" (5)

where P, is the probability that a single certificate gets lost and 7" is the number of
emitted certificates. P, highly depends on the specific scenario: for instance, it is ef-
fected by the probability that users subscribe to the service but do not use it, and the
threat of sabotage attempts. We argue that a careful analysis of proper values of P, is
crucial and leave it to future investigation. Nevertheless, from (5) it is evident that P,
will rapidly approach 1 even for low values of P,,. The problem is that a single missing
certificate is sufficient to create a permanent gap in the information being propagated.

To overcome the poor performance of the sliding window approach, we propose
to randomly choose the subset of information to be embedded. To limit the size of
embedded information, the probability that a specific information gets embedded is
decreased as its freshness. Assuming membership change events are fully ordered,’ we
define the probability P, that the information chunk at ordinal number ¢ gets embedded
in a new certificate emitted at time 7" as

1

Pe(t,T) = [(EDE

(6)

The parameter o determines the size of the embedded information in a single certificate,
as well as the expected number of certificates that a particular information is embedded
in. Table 1 shows the expected number of information chunks embedded in a certificate
with different values of o and different sizes 1" of information history. Note that the
behaviour with 7" approaching infinity is not relevant since old information sooner or
later can be dropped because of certificate expiration.

To analyse the performance of our probabilistic embedding strategy, we start com-
puting the probability that the ¢-th information is not lost at time 7" when supposing that
all the successive certificates are not lost:

Ppresence(taT) = 1 - (Pm* H (1 _Pe(SaT))) (7)
2<s<(T—t)

3 Full orderability is obviously guaranteed by allowing a single entity, the CA, to modify the set.
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Table 1. Expected number of embedded information chunks
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Fig. 3. Comparison of different embedding strategies

The above equation states that the ¢-th information chunk is present if the ¢-th certificate
is not lost or if it has been embedded in some of the successive certificates. Now we can
compute P, at time 7" as:

Ppap(T) =1=((1 = Pr) % [ (Poresence(t.T))) (®)
2<t<T

This states that we face a gap when not all the information is somehow present, either
in its native certificate or embedded in successive ones.

Figures 3(a) and 3(b) show how the two discussed strategies behave with different
values of the probability P, that a single certificate gets lost: as expected, with the slid-
ing window the gap probability rapidly tends to one, while the probabilistic embedding
leaves additional space to recovering.

6 Final Remarks

The analysis presented here suggests further investigation. First, a more realistic mobil-
ity model could help to better understand how our approach fits in real environments.
In particular, it could prove interesting to understand when the integration of terminal-
based propagation with push mechanisms by APs may be useful and the achievable
efficiency. Our probabilistic embedding strategy should be tested against coalition of
adversaries trying to prevent or manipulate the information spreading. We argue that a
detailed comparison among different strategies could help to measure the actual robust-
ness of our solution. As already observed, a major extension is related to the integration
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of an anonymous credential system. This could boost the value of our construction in
environments where privacy is a concern. A careful performance analysis of the specific
credential system is a key step towards this opportunity. Finally, we argue that an imple-
mentation of the specific mechanisms we have described could help to gain additional
insight in the whole system behaviour. Actually, this step is unavoidable to understand
whether fully decentralised authentication frameworks may challenge traditional ones
in future wireless networks.
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Abstract. In this paper a novel fusion approach for combining voice and online
signature verification will be introduced. While the matching algorithm for the
speaker identification modality is based on a single Gaussian Mixture Model
(GMM) algorithm, the signature verification strategy is based on four different
distance measurement functions, combined by multialgorithmic fusion.
Together with a feature extraction method presented in our earlier work, the
Biometric Hash algorithm, they result in four verification experts for the
handwriting subsystem. The fusion results of our new subsystem on the
multimodal level are elaborated by enhancements to a system, which was
previously introduced by us for biometric authentication in HCI scenarios. Tests
have been performed on identical data sets for the original and the enhanced
system and the first results presented in this paper show that an increase of
recognition accuracy can be achieved by our new multialgorithmic approach for
the handwriting modality.

Keywords: biometrics, combination, distance, fusion, handwriting,
identification, matching score level, multialgorithmic, multimodal, voice.

1 Introduction

The necessity for user authentication rose strongly in the last years. In the today's
digital world it is no longer possible for humans to determine the identity of the other
one mutually from face to face, for example due to the distance between two parties,
which may be virtually linked by a computer network (e.g. the World-Wide Web).
The task of ensuring the identity of participants of a process is made increasingly
often by automatic systems, e.g. by user verification. Verification is the confirmation
of the identity of a person. The three fundamental methods of user verification are
based on secret knowledge, personal possession and biometrics. An important
advantage of biometrics is that it identifies the person neither by knowledge, nor by
an object, which can be lost or handed over to other persons. In contrast to knowledge
and possession, biometric characteristics are intrinsically conjoined to their owners.
Prominent modalities for biometrics are passive traits like iris and fingerprint on one
side and behavioral properties such as voice and handwriting on the other. Voice and
handwriting, especially signature, are very intuitive behavioral and ubiquitous
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biometrics. They can be captured by modern personal computers, as well as by
Personal Digital Assistants (PDA) or even some pen-enabled smart phones. Further,
no expensive special hardware is required. Only a microphone and a graphical tablet
or touch sensitive display are necessary.

One of the problems with biometrics is the lack of recognition accuracy of single
systems, reflected for example by the error characteristics of false identifications. In
order to increase the accuracy of biometric systems, some approaches try to reach a
better performance by combination of various biometric modalities (e.g. fingerprint
and iris). These approaches are called multimodal or multibiometric verification
systems. These multimodal biometrics can be advantageous also for persons, who
cannot exhibit one or several of the required characteristics. For example, a missing
modality could be ignored and those characteristics available could be increasingly
significant for subjects lacking one ore more features.

Given a biometric system of only one single modality, another possibility to
improve the verification performance is the fusion of different algorithms of this
individual biometrics. Systems of this category are denoted as multialgorithmic
systems. In this paper we analyze the effects of replacement of a subsystem of an
existing multimodal system to the recognition accuracy. While the original subsystem
is based on a single distance measurement algorithm for handwriting, the new
subsystem is a multialgorithmic signature verification expert. For our analysis, we
first give an overview of the original multimodal system and the underlying fusion
strategy. We then summarize the multialgorithmic approach for signature verification.
This multialgorithmic approach is then used as a replacement for the subsystem for
handwriting, which is introduced by our novel fusion model. In our experimental
evaluation we then compare the multimodal recognition results of the original and the
new subsystem.

This paper is structured as follows. In section 2, we give a short description of the
original multimodal system. Section 3 provides an overview of the fusion methods for
combining multimodal or multialgorithmic biometric systems. Further, it describes
our new approach based on the fusion of four signature verification experts. We
present first experimental results of this new subsystem alone, and at the end of the
third section for the entire multimodal system with and without the new subsystem. In
section 4 we summarize this article, draw some conclusions for our research and
discuss further activities in this area.

2 Multimodal Fusion on the Example of Voice and Handwriting

In the multimodal approach presented in [2], the biometrics speech and signature are
fused with one another. The focus here is on the use of pen-based mobile devices for
Human to Computer Interaction (HCI), where the authors concentrate on spoken and
hand-written input. The problem with the use of speech is the influence of the results
by noises and consequently, the fusion idea is to compensate this influence by a
complimentary biometric modality, the handwriting.

Figure 1 outlines the multimodal biometric system model from [2]. The Fusion is
accomplished on the matching score level (see chapter 3). In this perspective, the
multimodal biometric system contains two separate biometric subsystems until the
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fusion process. Both subsystems have their own modality dependent input data. As
from this point of view it is irrelevant whether the subsystems consist of one or more
algorithms, the usage of multialgorithmic schemes for one or more of the subsystems
generally fits in this multimodal layout.

template

voice system l

sensor feature feature mat- match
—> . — . —
data extraction vector 1 ching score 1

i

_— total deci-
fusion [— > N —» output
score sion

K

sensor feature feature mat- match

data extraction vector 2 ching score 2

handwriting system T

template

Fig. 1. Multimodal fusion for voice and handwriting on matching score level

For the actual design of the fusion strategy, a variety of alternatives exist, based on
linear and non-linear weighting, user-specific and global weighting models et cetera.
For the sake of simplicity, in [2] a global, linear weighting based on the modified z-
score distance measures of each modality has been implemented. Here, separately for
each modality the non-normalized distance measure x is normalized to the modified z-
score z according to the following equation:

X —min(x)
Z ==
o

ey

¢ and min(x) denote the standard deviation and the minimum above all observed
distance measures in a test. The fusion of z-scores is then simply given by the
summation of the individual scores for the two modalities, zyy for handwriting and zgg
for speaker recognition:

Zfinal = Zsg T Zpw - (2)

The reference data and test data descended from ten persons for both, speech and
handwriting. The spoken inputs are German. They were captured in a soundproofed
environment. Later two kinds of noises, generated white Gaussian noise and recorded
laptop fan noise, were added in order to simulate a mobile setup. Each person had to
read 15 sentences for training and one different sentence for testing and for the
signature part, each person had to write her or his signature six to eleven times. One
of these samples was used as test sample. The samples remained were used for the
reference data set. The handwriting data were acquired on a graphical tablet, Wacom
Cintiq15, which output the same kind of signals as those digitizers used in tablet PCs.

A disadvantage of this original system is the missing weighting. These could use
advantages of a person during speaking or writing by higher weight.
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3 Fusion of Handwriting Algorithms

In order to increase the verification performance of the multimodal system described
in section 2, we propose to use a multialgorithmic combination of handwriting
verification methods in the signature part in order to achieve overall recognition
improvements on the multimodal level.

Fusion strategies for biometrics have raised increasing interest by science in the
recent past and a diversity of publications on this subject can be found. From the
variety we want to briefly give reference to some examples, which appear particularly
interesting in context of our work, without neglecting other contributions.

As described by Jain and Ross in [3] a multibiometric system is generally based on
one of three fusion levels: feature extraction level, matching score level or decision
level. In the feature extraction level all systems involved separately extract the
information from the different sensors. The determined data are stored in separate
feature vectors. During the fusion process, the feature vectors are combined to a joint
feature vector, which is used for the matching score process. Dependent on the
number of subsystems involved and the dimension of each individual feature vector,
the resulting joint feature vector may be high dimensional, which can make its further
processing cumbersome. The fusion on matching score level is based on the mixture
of matching scores after the comparison between reference data and test data.
Additionally, a normalization and weighting of the matching scores of the different
modalities is possible, for example by relevance. The fusion results in a new matching
score, which is the basis for decision. In decision based systems, each biometric
subsystem involved is completed separately. Here, the individual decisions are
combined to a final decision, e.g. by boolean operations like AND/OR. Because this
fusion is accomplished at the latest point in time of the overall process, it cannot be
controlled and parameterized as granularly as the other two approaches.

Matching score level based approaches have been successfully applied for a
number of multimodal systems, for example in [3], a multibiometric system is
presented by Jain and Ross, that uses face, fingerprint and hand geometry
characteristics of a person for authentication. This system applies an user adapted
weighting tactic. Ly-Van et al. [4] combine signature verification (based on HMM’s)
with text dependent (based on DTW) and text independent (based on Gaussian
Mixture Model) speech verification, at a time. They report that fusion increases the
performance by a factor 2 relatively to the best single system. Czyz et al. ([5])
propose combination strategies of face verification algorithms. The authors show that
the combination based on simple sum rule can reach a better result than the best
individual expert.

Because of the good characteristics, like simple normalization and weighting, and
the encouraging results subscribed in [3] and [5] we decided for a fusion on matching
score level in our multialgorithmic system for the handwriting modality.

3.1 New Approach

Our goal is to improve the verification performance of the multimodal system
described in section 2 by use of multialgorithmic handwriting verification algorithm.
If the handwriting modality itself reaches a better identification rate, the performance
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of the entire multimodal system should become better, which we want to demonstrate
experimentally.

In [6] we have shown that in principle, multialgorithmic fusion can be achieved by
multimodal fusion methods and because of the very encouraging test results in our
work on handwriting, we choose the matching score level for combining the
individual handwriting algorithms. Another argument for the matching score is that
normalization and weighting can to be accomplished here relatively simple. Each
algorithm (expert) produces a distance value, which expresses the similarity of
reference data and test data. Normalization then makes the values of the different
experts comparable to each other. In the last step before the decision process,
weighting is applied to each matching score, where the definition of the weight
parameters is part of the system configuration. Such a multialgorithmic fusion on
matching score level is shown in figure 2. In difference to the multimodal fusion, the
procedures involved use the same sensor data and reference data.

algorithm 1
feature | feature _p| mat match
extraction vector 1 ching score 1
sensor . total deci-
template fusion [— —» —» output
data score sion
feature feature mat- match
L — —> 3 —
extraction vector 2 ching score 2
algorithm 2

Fig. 2. Multialgorithmic matching score level fusion

At this time all algorithms in our system use the Biometric Hash method
introduced in [1] for feature extraction from the handwriting samples. Only the
similarity of input data and reference data is determined by different distance
measurement functions. The used alternative distance measures are Canberra
Distance, City Block (Manhattan) Distance, Euclidean Distance and Hamming
Distance. Note that with a small distance, the feature vectors are each other more
similar than with a larger.

In [7] we have shown that a well weighted fusion of different distance measure
algorithms can result in a better verification performance than the best individual
algorithm. These results were experimentally determined from a database of 1761
genuine enrollments (with 4 signatures per enrollment), 1101 genuine verification
signatures and 431 well skilled forgeries by 22 persons. All samples have been
captured on the same device, a Wacom Cintiql5. We have chosen this tablet since it
has an active display. Through this not only the quality of the enrollments and
verifications improves but also the quality of the forgeries becomes better. The reason
for it is that the written text appears in the place in which it is produced. This
corresponds to the natural writing behavior of human beings. We were able to show
that the best fusion strategy of signatures results in a decrease of the EER of 12.1% in
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comparison to the best individual algorithm. Additional investigations with other trays
and other semantic classes, as published in [6], led to similar results.

3.2 Multialgorithmic Fusion: Experimental Results

In our new approach we now want to use these improved concepts for the
combination of voice and signature. In the first step we created a fusion of four
distance measure algorithms within a biometric system as described above. In the
second we combined the voice system and the handwriting system by the matching
score level.

In order to show the increase in identification performance of the system described
in [2], our tests based on the same signature test sets. Due to the functional properties
of our evaluation program we used four out of five to ten signature samples for
enrollments and the remaining one to six samples are used as test data for each user.
In case that more than one test data are available for one enrollment per user, our
system selects those enrollments having the smallest distance value. In our earlier
work [7] in single tests of the four distance functions we have created five weighting
strategies, based on the respective value of the individual distances for the test set.
The weighting strategy, which led to the best results, was adapted also on the
handwriting data from [2]. By using the described transformation function we
determined a modified z-score. The identification rate for the signature amounts to
80% and the rate amounted to 50% before.

Table 1. Modified z-scores of the multialgorithmic method

1 2 3 4 5 6 7 8 9 10
06 37 25 24 30 21 1,7 00 3,0 37
1,310 23 19 1,7 13 15 07 22 3,1
06 25703 1,1 14 09 16 02 22 32
05 32 20705 19 05 09 03 1,5 32
19 25 13 1,7 1,1 14 19 1,7 26 29
1.6 29 26 18 20,00 09 05 08 34
26 29 16 22 23 1,7 04 19 33 35
14 40 26 23 28 19 1,800 15 35
L1 32 23 19 22 1,7 13 04 04 34
1,3 35 29 13 16 08 1,0 07 13 0,7

SOOIV AW —

Table 1 shows the results of the identification tests. For each user an identification
attempt was accomplished. The similarity of the test data of a person was determined
in each case to their reference data and the reference data of all other persons. The
matching scores of the individual algorithms were normalized, if necessary, to the
interval [0-68]. The number results from the number of 69 of statistical features
extracted by the Biometric Hash algorithm as suggested in [8]. In the next step, we
determined the modified z-score as described in section 2. Identification is then
performed by the nearest neighbor strategy. In case there are more then one matches
for an assignment of a reference data to a test data, we consider an identification
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failure. With our new subsystem, we reached an identification rate of 80%. Table 1
shows the observed z-scores after the fusion. Columns show the enrollments for each
user and rows show the verification data for each user, consequently, the marked
diagonal shows the genuine z-scores of each user. The first column and the first row
represent the user IDs.

We are confident that with a larger number of persons and/or test data and
optimized parameterization of the fusion weights, identification rates could be
improved, but we assume that with these first test results, we may conceptually prove
the qualification of our approach for usage in multimodal systems.

3.3 Multimodal Fusion: Experimental Results

The next step is to bring together the speech-based subsystem and the
multialgorithmic signature-based subsystem to form the multimodal system. To
ensure that the results are comparable, we have selected the same proceeding for the
multimodal fusion of the speech and the handwriting subsystems, which was used
also with the original system, as described in [2]. This fusion consists of a non-
weighted addition of the z-scores. In addition, we assume an uniform distribution of
Z-scores.

white Gaussian noise
100

percentage

> —@— Speech Recognition
/ - ® - Handwriting Recognition
20 ¢ —®- Fusion System

= @ - New Handwriting Recognition

306

10 4 —#8- New Fusion System

0 5 10 15 20 25 30
dB

Fig. 3. Adapted identification rates and original identification rates as function of noise

As an overall improvement of 30% for the identification rate for the subsystem has
been observed (originally 50%, now 80%), we can estimate the effect of accuracy of
the multialgorithmic subsystem to 15% on the entire multimodal system. The
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improvement arises from the participation of both subsystems with equal weights. In
figure 3 the improvement of the modified system is graphically represented in the
comparison to the original system. In comparison to the original fusion, our improved
approach has shown for example an identification rate improvement from 30% to
34.5% at a zero Signal-to-Noise-Ratio (SNR) and from 80% to 92% for an SNR of
25dB. Similarly, for all intermediate SNR values, we observe a significant
improvement of the recognition rate.

4 Conclusions and Future Work

To best of our knowledge, so far no research results on the combination of
multimodal and multialgorithmic experts concerning speech and handwriting has been
published and in this work we implemented and evaluated this approach by enhancing
an existing system [2]. The original system consisted of one speech-based subsystem
and one signature-based subsystem and in our modification the signature-based
subsystem was replaced by a multialgorithmic subsystem. Our examinations, based
on identical data set as in the original publication, show that an improvement of the
verification performance of the originally multimodal approach is feasible. By
exploitation of a multialgorithmic signature verification system, an increase in
recognition accuracy of 15% could be observed for the whole system.

Since the weight parameters used for our multialgorithmic subsystems have been
estimated based on entirely different data sets, we can truly state that parameters and
test results are uncorrelated. On the other side, this implies that further improvement
can be achieved by optimization towards the actual test set.

Although we can derive some initial conclusions on our new concept, it needs to be
stated that the size of the used test sets is not statistically representative. Therefore
one of our next aims will be the further collection of data of both, voice and
handwriting, in order to carry out more significant tests. Besides the possibility of
determination of data dependent weights towards optimized recognition accuracy, we
further plan to conduct test in verification mode as well, where the multimodal
biometric systems supposed to verify an identity claim rather than determining the
actual identity.
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Abstract. In this paper, a refined sequential aggregate signature scheme
from RSA that works for any modulus is presented, then a compact
stimulation mechanism without a central, trusted authority for routing
discovery in civilian ad hoc networks is proposed as an immediate appli-
cation of this cryptographic primitive. Our protocol forces selfish nodes
to cooperate and report actions honestly, thus enables our routing dis-
covery protocol to resist selfish actions within our model.

Keywords: Network security, Routing discovery protocol, Sequential
aggregate signature.

1 Introduction

Civilian ad hoc networks have been a very attractive field of academic and
industrial research in recent years due to their potential applications and the
proliferation of mobile devices. Unfortunately, ad hoc networks are vulnerable
and subject to a wide range of attacks due to the open medium, dynamically
changing topology, possible node compromise, difficulty in physical protection,
absence of infrastructure and lack of trust among nodes. As a result, nodes
in these networks can be faulty/malicious or selfish. Although the problems of
faulty /malicious nodes can be important in multi-authority applications, the
focus of this paper is on selfish nodes. We expect that selfish nodes are the dom-
inant type of nodes in a civilian Ad hoc network, where the nodes do not belong
to a single authority and forwarding a message will incur a cost to a node, thus
a selfish node will need incentive in order to forward others’ messages. A series
works of Michiardi and Molva [12] and [I3] have already shown that a selfish
behavior can be as harmful, in terms of the network throughput, as a malicious
one. Consequently, practical incentive to stimulate cooperative behaviors such
as forwarding each other’s message in such emerging civilian applications are
certainly welcome.

1.1 Related Works

Incentives/stimulating cooperation is a serious issue in many protocols, including
mobile ad hoc networks, peer-to-peer or overlay network systems, and even in
traditional BGP Internet routing. This paper, however, is restrict to study the
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© IFIP International Federation for Information Processing 2005
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incentive issues in routing discovery protocols and the incentive issues from these
other fields are completely neglected. We thus sketch the following works that
are closely related to this paper:

-In [I4], Marti et al. proposed a reputation system for ad hoc networks. In
their system, a node monitors the transmission of a neighbor to make sure that
the neighbor forwards others’ traffic. If the neighbor does not forward others’
traffic, it is considered as uncooperative, and this uncooperative reputation is
propagated throughout the network. Such reputation systems have several is-
sues since there is no formal specification and analysis of the type of incentive
provided by such systems and the system has not considered the possibility that
even selfish nodes can collude with each other in order to maximize their welfare.

-Buttyan and Hubaux [4] proposed a stimulation approach that is based on a
virtual currency, called nuglets, which is used as payments for packet forwarding.
To implement the payment models, a tamper-proof hardware is required at each
node to ensure the correct amount of nuglets is deducted or credited at each
node. Besides the nuglets approach, the authors also proposed a scheme based
on credit counter [5]. Although, this new scheme is simple and elegant, it still
requires a tamper-proof hardware at each node so that the correct amount of
credit credited or deducted.

- In [8], Jakobsson et al. proposed a micro-payment scheme for mobile ad
hoc networks that encourages collaboration in packet forwarding by letting users
benefit from relaying other’s packets. The proposal is somewhat similar to [I5]
in that the originators of packet are charged per packet while users performing
packet forwarding are paid per winning ticket. Although, the architecture for
fostering collaboration is attractive, their approach is heuristic. Consequently, a
less heuristic approach would be a great step forward. The recent work of Sprite
(a simple, cheat-proof, credit-based system for mobile ad hoc networks [I8]) can
be viewed as such a forward step.

-The basic idea of Sprite is that [I8]: suppose an initiator node ng is to send
message payload m with sequence number seqg(0,d) to a destination node ng,
through path p which is generated by routing discovery protocol DSR (Dynamic
Source Routing in ad hoc wireless networks [9]). Node ng first computes a sig-
nature s on (H(m), p, seqo(0,d)). Then, ng transfers (m, p, seqo(0,d), s) to the
next hop and increases seqo (0, d). Suppose that node n; receives (m, p, seq, s). It
first checks three conditions: 1) n; is on the path; 2) the message has a sequence
number greater than seq;(0,d); and 3) the signature is valid. If any of the condi-
tions is not satisfied, the message is dropped. Otherwise, it saves (H(m), p, seq,
s) as a receipt. If n; is not the destination and decides to forward the message, it
sends (m, p, seq, s) to the next hop. In order to get credit for forwarding other’s
messages, a node needs to report to a Credit Clearance Service (CCS) the mes-
sages it has helped forward whenever it switches to a fast connection and has
backup power (to implement this idea, Sprite assumes that a mobile node can
also use a desktop computer as a proxy to report to the CCS). The CCS then
determines the charge and credits to each node involved in the transmission of a
message, depending on the reported receipts of a message. The contribution of
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Sprite lies in that they avoid assumptions on the tamper proof hardware and the
receipt submission is proved cheat-proof. Sprite works well on message forward-
ing protocols assuming that an originator has a path connected a destination
node prior to the communication. To simulate cooperation for routing discovery,
the authors further proposed the following mechanism based on DSR: when a
node starts to broadcast a route request, the node signs (e.g., using RSA sig-
nature scheme) and broadcasts the message, and increases its sequence number
counter by 1. Suppose a node receives a route request, it first decides whether
the message is a replay by looking at the sequence number. The node saves the
received route request for getting payment in the future. When the node decides
to rebroadcast the route request, it appends its own address to the route request
and signs the extended message. In this way, the signatures’ size of a routing
request may grow linearly with the inputs and increase communication over-
heads. Thus we need a cryptographic primitive that provides the functionality
of a signature scheme and at the same time reduces the overall signature sizes.

1.2 Problem Statement

Normally what makes mobile ad hoc networks interesting is that they are gener-
ally operating with extremely limited memory and CPU resources. Most serious
MANET protocols completely avoid public key cryptography. It is just too ex-
pensive. However, in energy limited networks, the energy consumed to compute
1000 32-bit additive operations is approximate to that of transmission of 1 bit.
Thus, the communication complexity is clearly a dominate concern in energy-
consumed networks. Thus, it is not surprising, many incentive based network
systems are built on top of the public key cryptography, e.g., Nuglets [4] and
Sprite [I8]. We will follow the public key cryptography approach throughout the
paper. Although the idea for designing Sprite is interesting and attractive [I§],
it still suffers from the problems stated below. That is

-Problem 1: In [I8], the incentive system consists of a central, trusted au-
thority called Credit Clearance Service (CCS) and a collection of mobile nodes.
Each node n; has a pair of public/secret key (PK;, SK;) which is certificated by
a scalable certificate authority. The nodes are equipped with network interfaces
that allow them to send and receive messages through a wireless overlay net-
work, using GPRS or 3G in a wide-area environment while switching to IEEE
802.11 or Bluetooth in an indoor environment. Normally, what makes MANET's
interesting is its distributed property, thus a central, trusted authority CCS may
not be available. The same problem occurs also in the recent work of Martinelli,
Petrocchi, and Vaccarelli [I6]. As a result, any compact stimulation mechanism
without a central authority is certainly welcome.

-Problem 2: The signatures’ size of a routing message (request/reply) grows
linearly with the inputs and increase communication overheads since each in-
termediate node should signs its routing messages in [I8]. Thus how to reduce
the line size of signatures to the constant size of is definitely an important re-
search problem (communication complexity), i.e., the signature size should be
independent of the number of intermediate nodes.
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1.3 Owur Works

At a high level, our approach to simulate cooperation for routing discovery can
be addressed below:

-Stimulating cooperation in route discovery phase: we propose a new ap-
proach, called compact stimulation mechanism for routing discovery protocol
to stimulate cooperation in routing discovery in an aggregate manner. This ap-
proach is based on endairA [6] and [3]. In endairA, the initiator of the route
discovery process generates a route request, which contains the identifiers of the
initiator and the target, and a randomly generated query identifier. Each inter-
mediate node that receives the request for the first time appends its identifier to
the route accumulated so far, and re-broadcasts the request. When the request
arrives to the target, it generates a route reply. The route reply contains the
identifiers of the initiator and the target, the accumulated route obtained from
the request, and a digital signature of the target on these elements. The reply
is sent back to the initiator on the reverse of the route found in the request.
Each intermediate node that receives the reply verifies that its identifier is in
the route carried by the reply, and that the preceding and following identifiers
on the route belong to neighboring nodes. If these verifications fail, then the
reply is dropped. Otherwise, it is signed by the intermediate node, and passed to
the next node on the route (towards the initiator). When the initiator receives
the route reply, it verifies if the first identifier in the route carried by the reply
belongs to a neighbor. If so, then it verifies all the signatures in the reply. If all
these verifications are successful, then the initiator accepts the route.

-Payment protocol for routing discovery: our payment protocol consists of
two kinds of fees — on one hand, ny and ng should pay SMALL amount fees to
all intermediates nodes who are cooperated to establish multi-path from ng to ng;
on the other hand ngy or ng should pay LARGE amount fees to all intermediate
nodes in a path which is uniquely selected by ng4 since this path will be used
to transform data between ng and ng. Since the later case is dependent on the
amount of data transmitted along the path thus we ignore this case. In the rest
of our works we only consider the selfish actions in the routing discovery case.

A selfish node in civilian ad hoc networks is an economically rational node
whose objective is to maximize its own welfare. As a result, a selfish node can
exhibit selfish actions below:

-Type-1 selfish action: after receiving a message, the node saves a receipt but
not forward the message;

-Type-2 selfish action: the destination node has received a message but does
not report the receipt to the initiator;

-Type-3 selfish action: the node does not receive a message but falsely claim
that it has received a message;

To protect our payment protocol from selfish actions, we force a destination
node ng to report back all participating nodes (ng,---,no) to the initial node
ng. Since each intermediate node n; who helped to propagate routing request
is explicitly listed in the aggregate signature, it follows that any node who con-
tributed to discover routing will be credited (which is determined by ng as well
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as ng, possibly with the help of other auxiliary information, say, the number of
hop). If a intermediate node n; who contributed to establish a path successfully
from ng to ng, does not receive its credit, it can report its witness (a valid ag-
gregate signature from ng to ng) to the ng and then obtains its credit from ng.
In this case, ng will be over charged by means of the punishment policy.

In summary, the contributions of this paper are follows. We first propose
a new solution framework for designing compact stimulation routing discovery
protocols in civilian ad hoc networks based on our newly constructed sequential
aggregate signature schemes and then show that our incentive mechanism is
secure against selfish actions within our model.

2 Building Block

Our compact stimulation mechanism for routing discovery protocol heavily relies
on our newly constructed sequential aggregate signature scheme. The application
of (sequential) aggregate signatures to other settings can be found in [IJ, [2], [11]
and [17].

2.1 Syntax and Security Definition

A sequential signature scheme (KG, AggSign, AggVf) consists of the following
algorithms [11]:

-A Key generation algorithm (KG): On input 1¥, KG outputs system parame-
ters param (including an initial value ZV, without loss of generality, we assume
that ZV is a zero strings with length I-bit), on input param and user index ¢ € Z,
it outputs a public key and secret key pair (PK;, SK;) for a user 1.

-Aggregate signing algorithm (AggSign): Given a message m; to sign, and a
sequential aggregate o;_1 on messages {m1,---,m;_1} under respective public
keys PKy, - -+, PK;_1, where m; is the inmost message. All of my, ---, m;_1 and
PKi, -+, PK;_1 must be provided as inputs. AggSign first verifies that o;_1 is
a valid aggregate for messages {my, ---, m;_1} using the verification algorithm
defined below (if i=1, the aggregate oy is taken to be zero strings 0'). If not, it
outputs L, otherwise, it then adds a signature on m; under SK; to the aggregate
and outputs a sequential aggregate o; on all i messages mq,---,m;.

-Aggregate verifying algorithm (AggVf): Given a sequential aggregate signa-
ture o; on the messages {my,---,m;} under the respective public keys {PK7,
.-+, PK;}. If any key appears twice, if any element PK; does not describe a
permutation or if the size of the messages is different from the size of the respec-
tive public keys reject. Otherwise, for j = ¢,---,1, set 0;_1 = Evaluate(PK;,
.-+, PKj, 0;). The verification of ¢;_1 is processed recursively. The base case for
recursion is ¢ = 0, in which case simply check that og. Accepts if oy equals the
zero strings.

To define the security of sequential aggregate signature scheme, we allow the
adversary to play the following game [T1].

-The aggregate forger A is provided with a initial value ZV, a set of public
keys PKy, ---, PK;_; and PK, generated at random. The adversary also is
provided with SKj, ---, SK;_1; PK is called target public key.
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-A requests sequential aggregate signatures with PK on messages of his
choice. For each query, he supplies a sequential aggregate signature o;_1 on

some messages myi, ---, m;—1 under the distinct public keys PK;, ---, PK;_1,
and an additional message m; to be signed by the signing oracle under public
key PK.

-Finally, A outputs a valid signature o; of a message m; which is associated
with the aggregate o;_1. The forger wins if A did not request (m;, o;—1) in the
previous signing oracle queries.

By AdvAggSign 4, we denote the probability of success of an adversary. We
say a sequential aggregate signature scheme is secure against adaptive chosen-
message attack if for every polynomial time Turing machine A, the probability
AdvAggSign 4 that it wins the game is at most a negligible amount, where the
probability is taken over coin tosses of KG and AggSign and A.

2.2 Construction and the Proof of Security

We further propose a refined scheme that works for any RSA moduli, and is
provably secure in the sense of [11] and thus can be applied for our compact
incentive routing discovery protocol. More precisely,

Let H: {0,1}* — {0,1}! be a cryptographic hash function and ZV be the
initial vector that should be pre-described by a sequential aggregate signature
scheme. The initial value could be a random I-bit string or an empty string.
Without loss of generality, we assume that the initial value ZV is 0'. Our se-
quential aggregate signature scheme is described as follows:

— Key generation: Each user ¢ generates an RSA public key (N;, e;) and secret
key (N;,d;), ensuring that |N;| = k; and that e; > N; is a prime. Let G;:
{0,1} — {0,1}*, be cryptographic hash function specified by each user i,
t; =1—k;.

— Signing: User i is given an aggregate signature g;—1 and (b1, -+, b;—1), a
sequence of messages mi, -+, m;_1, and the corresponding keys (N1, eq),

+, (N;—1,€,-1). User i first verifies 0;_1, using the verification procedure
below, where op = 0'. If this succeeds, user i computes H; = H(my, ---,
m;, (N1,e1), -+, (N;,e;)) and computes z; = H; ® g;—1. Then it separates
z; = yil|zi,